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3ubject: vew 3Storaze 3ysten: Jata Recovery (Part 1 - Salvaging)
Introduction

The followinz discussion introduces the frameworx for the new

storage system data recovery design. 3pecifications for ths new

storagze system were given in MIB8-110., This bulletin is concerned

with the vpart of the data recovery task carrently terasd

"salvaging." (Th2 remaining part is packuo and retrieval,) Data

recovery nechanisms exist because of imperfections, opoth in
nardware and software. The reason for a salvager redesign is to
increase two important “ultiecs attributes, availabnility and
reliability., Availability implies that stored data should always
e dynamically accessible at ths damand of any user, while
rellability imolies no loss of stored data as well as tae safe
storaga of the security information ussd to orotect tae stored
data.

‘his T3 proposes a major cnange to today's salvaging operation.
[0 accomnodate storage zrowth, salvaginz will becone dynanic and
distributed, dore  of the 2rrors corrected by tae 3alvazer will
o2come us2ar visible, An implementation oslan Wwhicn chronicalizes
tne dssign decisions still to be made is given in tne companion
403-221 "iysw Storage 3ystem 3alvazer I[apleamentation.® In order
to explaian why this dT3's design is being proposed, sone
oackzground material is oresented firsc, :

storage 3ystem Jverview
As a first order aporoximation, the Multics storage system can D2
viewed as a logical orsganization for an array of file mans, This
lozical organization =2an b2 oroken into two parts: diractory
control and storaze  <control. Directory control nandles the
logical structuring of tne user data and stores tha sazurity
information. A directory consists of objects (brancnes, names,
acls, ete.) whose data is held in structures. Relations anonz the
odjects are implemented by tareading the structures tozether.
Storage control manages tne file nan arrays, A file mqap is

dulties Project 1internal workinz documantation. ot to »pe
reoroduced or .listributed outside thes Multics Projesct.



Paze 2 . MTB~-220

nothing more than an array of nhysically sequezaced xeys to the
stor=d data.

Stored data 2an e "found"™ Dy only 9one aethod: lozically
traversinz throuzn 2 hierarcnial structure of dirsctories. 3ince
directories nave internal structure, a succassful lozical
traverss rejuires a ponysically .correct internal structure. Errors
nave Dbeen caas=2d oy hunan, probdabilistic (hiardware), and sven
cosnic (unknown, such 3s lightninz causing a oSower outag2)
actions, 3azcause  only the human 2ause of these errors can
(tnsoratically) poe eliminated, error datection and recovery are
33ar7, Thn=2 aecaanism used for this purpos2s currently is tn2
ine saivazer., Th2 s3y3tem is crashed upon dstection of in
r and =2orrsction i3 achieved ov running taz 3alvazter (t.auas
taz systs1 unavailaole for usaful work),. 3usn oo2eration
is necessary today, but 1its cost is too hign for the ssrvice
oprovided, since most of the directories salvaged havs no errors,
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Systen Structure

Tne new 3Storaze J3ysten (433) splits current directory oranciss
into two vparts, ths 1logical attributes and the nhysical
attributes, Tne onysical attrioutes are stored in a
self-consistent format, tn=z volume table of contents entry
(vtoce) which zontains 31 uid oathnane, The connection vdetwzen a
433 direzctory brancn and a vtoce is lozical in bDboth directions.
Tnis design is inaerently nore costly to process for the salvazer
as well as for tne storage systemn Yecause two disk refereaces,
one for th= orancn, thz otner for the vtoce, are often necessary
where onz2 3i1fficed nreviously.

°rojezting the ovresent 3alvazar's operation into a I35 format
zives runninz time 23timates of 5 aonurs for 131 133 disx drive
systen., Performinz the 3ame ooderation with a nulti-process
salvazer could cut tnis time down by 1/2 to 1/10 dependinzg on the
hardware configuration. Unfortunately, the nsar future capacity
dounliny »f the 43J3430s3 makes =2ven the multi-process apnroaza
unaccentaonle,

Current directory control is coded witn the assumption tnat
thr=ads and relative oointers are always valid. Thus a obrief
Jescription of the salvagzer's action would be that its orinaary
ournnse i3 »nnly to »nrevent faults on thread and relativzs oointer

references. A walkthrough of tae 3alvage cods reveals taat
diractory control relies on few of the otaer parts of a directory
object's s3tructure, Jther penefits derived froa salvazging are

zarbage collection (directory compaction and tanzs fresing of soace
used by process directories and uaardcore segmeats), and 7Juota
verification, 3o0me cross-cheszking on acl structures and
aceess-class relationships is dons in an attenpt to establisn
security non-comunr 3
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I'ne salvagzer also cnecks for reused addrasses Dy recordinzg all
page assigaments in a new free storagze 71an wnicn replacas the old
one at the end of salvazinz., Tais task nas been 3plit out of the
directory salvagzer by the 433 da23ign, sincea every volume (disx
DACK ) NOW conta1n> its own map. 4 3alvaze opneration over a voluma
will pe »erformed oy a volume salvazer, to Se descriped later,

Terminoloxy
ore proceeding any further, definitions must bpe ziven for the

£

rms used, The term "salvaginz® is nisleading in dits 1innate
scription of the current code's function, since an operational
5
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descrintion 1is mostly "directory cnecking" witn corrsction
d22urring infreguently.  Whnen "salvazer™ is used it it will refer
to> today's opsration, ¥or th2 prooosed design, compound tarns
4111 oe used to nore clearly indicats which operations are nzingz
discussed,

"Jirectory cneekinz" is defined as tnat oonde Wwhicn detezts z2rrors

in directories "d)irectory salvazer" dz2finss tnat code wnica
2orrects and comoacts directories, "Clonnaction zhee<ing" rafers
Lo that code which chnecks branch-vtoce zonnections, "Jolun=

3a3lvazer" refers to that cods which narforas garoage ¢ollaction
20 2 volune,

Specifications for tne Jirectory Salvazer
The directory salvager is first viewad a3 a olack box with

inout, output, and environmental specifications. The following
d@SCPIb s the input and output constraints:

1. Ine inout is a bit striny and soie (read only) conteaxt
ora2dicatas, .
2. T'ne outout is a wvalid directory (this inc 23 3 naill

directory).

3. siven a valid directory as input, the outout is tae 3ane
valid dirsctory. This can oe called the non-dzstruction
rule,

3. JOptionally, ziven a valid directory and a lenzth as
input, th2 outout is a valid directory whicn inz2ludes
the input valid directory as 1 s3ubsat. Jalid objects
that exist within thes inout leazth will b2 connected to
tane appropriate places, This 1is thes reclaimation
option,

g, If an invalid directory odject is found, <tasn it will be
cnanged to 22 valid onlvy if no Securltv consroaise can
occur., If it is chanzed th=2n a possible loss of o2orrectnes
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will »92e indicated., Otnerwise, it will be discardsd. Thnis
is th2 object acceptance criterion and the inverss 1is f{ae
discard criterion.

A few words about the wuse of the words "validity" and
"correctnass" are in order, An object is correct if its data has
not cnanzed by any means otaner than LDy user calls to storaze
systen entry points that ares orovided specifically to chanze tine
data, (Correct data is simoly data thit has not been c¢lodberad
by th=2 3ystem.,) Only certain correctness 1o3s2s are dstectadle,

An object is valid if its struzture z2onforamas to tne rulss that
are imnlicitly ziven oy the storage system implementation. A
aininun s2t of wvalidity rules 1s defined 2y a particular
ianlementation,. The directory salvazer can, of course, validatsz
all nossible structural parts, gzguaranteeing validity irrespective
of any storaze Imnlementation changes, Inis =xtra checging
suarantess that all errors (clobberings) whicn span ootn data
and structurs will, 1f vossible, pe d=tecte:d. Thnus tae
srobability of detectiny correctness lossss is inzsresased.

De2siegn Basics

Clearly, it 1s only necessary to rebuild directories that nave
arrors in then, All other reouildinzg is wasteful and adds to ta=2
cost of thne 3ervice, If tne zoal of service coatinuity is oHut
aside for ths moment, it would be acceptable to rebuild only tne
one direectory that <2aused a crash., In the current salvazer,
consideration of reliability and zarbage collection had nade us
willinz to spesnd tne 92rocessing time required to salvags all
directories, in the belief that otner inconsistencies might exist
and would cauise z2rasnes 3ao0rtly into ths next ovootload. e
cannot afford sucin aztion 2n larger anierarchies vezause szalvazing
time incr=ases linearly with the size of ths hierarzay.

r 1looXx 1into the usa of the current salvager 3at externii
vaals anoth=2r puroosse, that of restoring thz confidzne

n an "intact" nierarcnhy back to 1204, (dere "intact" is
convey thz ideas of correctnass and validity.)

4
L
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It is »propossd that directory structure cheeckxing Ddecomns  an
intezral feature of th= online operation of directory control ani
tnat the notion of a 32narate salvazer subsystem pe dropoed.
Zrror detection will e don2 dynamnically, and corrections will b=e
done by online reouildinz., Dynamic chacking can de visualized as
tne Dbreakinz upn of the current salvagzer into two parts,
scatteriny tne cneckinzg function throuzhout directory control,
and retaining the directory rebuild function. A salvaze of the
entire nierarcny will still ve possiodle, but will be rarely used.

I'ne econonmnics »of dynamic ¢cnscking indicats that it «will ope wore
sxpensive than today's offline strategy on staocle aardware
configurations with small disx comnlements, Part of tals zcost can
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oe written off as that necessary for utility opearation; i.e, with
iynaniec canscxing and online reouilding, tne m2an tinz batwaen
failures should increase, and Jdown time +ninimized to thrat
nscessary  to repair failures not caussd oy tane storagzs system,
Also tns checks are apolied in lirect osroportion to the activity
of a directory; a quiescent directory is not o2hecced. A
significant co3t reduction will be made Dy alterinz structuras to
deecreass  checking time and to increase 2rror detection
orooadility. Since tnese  253ts  2an oniy pe fivea in balloarx
figures today, opart of the desizn process will de to measure the
actual costs on a {35 systeam before decidinzg waat cnecking is
viable,

Environnent

in2 2nvironnaat of the directory salvazer is considered next. |
is trus for tne offline salvazer, th2 directory salvager reli
on  correctly functioningy lower level machnines., 3ota today
salvazer and thes 43S directory salvazter assume taat hardadare,
page control, and the syserr mecnanisa work. [n addition, thn=
directory salvazer will assume tnat diractory 1locking is also
functioning., Tnese assunntions can ne 7nade safely as lonz as
errors fron lowa2r level machines are either orocessed 1in the
lowsr level machine or are random. 4 ranioa =rror distrioution
slarantees that the directory salvazer will eventually run durincz
2 tiias oerind whan no errsrs occur, and thsrafore will return a
valid dirzctory.

As
es
's

As  insurance a3ainst non-randon errors that are not datected Dy
tne directory salvagzer, a small array of invocation times and
errors  found will be keot in =2very directory neader. If the
directory salvazer is invoked too freguently, it will infora tne
operator that a 9ossidle 1oop exists, 4 review of ths errors
found should help in determining whether hardware or 3oftware is
suspect,

I'he ability for a boot to always get to couwmand level i3 an
iaoortant factor in the confidence level in dultics. Tne offlinz
salvazer's contribution fnere was to guarantee structurally valid
libraries, Tne equivalent confid=snce in the now storage System
Wwill be achieved as follows: Part of every poot will b2 to run
tne volums salvager over the root's oaysical voluns and to
directory salvage tns root, >systen_control_1, and any otasr
important svstem liobraries, Ta2 1inclusion of salvazing a3 an
intezral part of Aultics boot relies on a3 nardcore onartition as
proposed in 4T3-213. If the answerinz service cannot oe started,
a reload of the primary system lioraries could bpe perfornaed,
once  coamand level is vreachsd, every sits is at liverty to
specify more checking in its startup seguence.
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Distrivuted Znecxing

So far tne directory salvager nas b=22n viewed as a blaeck pox. [he
followinzg section descrines tae soecific checks and structure
changes that are oroposed.

At the and »f each struczture a chezsksun field and an owner field
will ©be added. Th2 owner field will contain the directory uid
for directory taread=d objects, and tne entry uaid for =2ntry
threaded objects. 4 length field and an object type fisld will D2
added to ths front of eaca obdjsct. &ach tareaded list will nave
a unique ecount of the numoer of aemners in tns list. 3ince tnis
is already tru= for all lists =2xc=2ot initial acls, the initial
acl total ecount will pne renlac=d by an array of individaal 1list
counts,

Therefore 111 directory obdjects will have the following format:

Based on directory structure statistics at 4IT, the pronosead
structures modifications would 1increase an average directory ov
3.

The followingz checo
2neek can  ba  mag
installation will

by cost/nerformanc

an be n1ades oy direntory control. sacn
independently of the others thus the final
tnP most viable "onblnatloﬂ, as determinei
1iies outlined in MTB-221,

W <
rr(])u(’)

1. chanzte all storage systen orocadures that calculate relative
addrasses to cnack if the address is 0 %efore using it. In
most eases this zan oe done by adding one instruction wa=n
nickinz up relative »ointers. for prooer operation, the =214
nf a valid thread will be 3012 valus otasr thnan J.

2. 111 directory objects will hnhave a typs 1id 1in tasir
structures, All references to a taread pointer or to thne
item itself, will first cneck for the correct tyoes valae,
fnis cneck will orobably 2add threes instructions to avary
referanze, I[7 1 s3inilar nmanner, tn2 lengtn and owner fields
can b=s cnecked,

tennlates arse forned which test
or 43CIL dats this would translate
its of each characzter to be J., For
ntrlea this would translats to
d4s remainzsd J,. These 2n2cK3 can oe

3. “or all directory objscts
1ll tne =2onstant bits.
to testinzg the first two D
dirzctory hnhzaders ind 2
testiar that all nad fiel

]
-

q
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innlemented via extended instructions and a test, Temnlate
caecking will first be used 0y tne2 directory salvazer wnen
reouilding a direztory,

4, finally, eacn ooject will have a cnecksumn stored alonz witn
it“ data, A ciaecksun <calculation would take as nany

instructions as ths lenita of the odbject plus two aore for a
comnvarison and tranafer she cost of storiny a chezksun wnen
a1 object is created or cnanged is negligible if we assune
tnat th@ nunner of dlrecbory references is nuch greater than
the nunoder of directory nodifications; thus it snould be
calculated along with each +mwodification and used by the
directory 3alvager, Checksuas will pe calculated for only
tne relatively constant data fields in a structure, not for
items sucn 3is date-time-used.

An  easily implemented installation option would be to teunlate
and/or checksum all acecass names during an access node
calculation, Access_mode already references exceotion bits in the

pds and thus would require oanlv two or tarce extra ins tructions
o cn22k anotner sxception oit,

4h2n an acl error occurs, the current directory strategy of
snaring access names creates prodblems in retainiaz any
information fron tas valid acl 2atries, All acls tnat shars 2
03d access name must pe deleted as no secure method z2xists for
nrotecting the intezrity of an acl. It is oronoszd  that an acl
out-of-service condition be Suoported by the storage system.
R2nlacement of tne acl would oe required to turn on servics., 3ut
tne nane sharing SL"&CE’Y nas of'ten produced many (if not all)
invalidated aels in a directory, Thus multiole corractions for
one 2rrodor are required, If acl @rrora are frequent eanouzh in 33
then snaring of access nanme should be dropoed., Tais cnange
Would also nave tas benaficial effevt of 1loecalizinz all oranea
attridutes, tnus reducing oage fanlts. saarinz within a branca
would still D2 3upnorted,

a2 203t of not sharing acl namnes 1s rataer hiza, witn an averasge
inersase in directory size of 435%, sven if tne savings obtained
rroa reducad page faults (due to the localization of the acl) are
includad, tne sua will still show a cost increase, Recovery of
the cost increase could be 1cconplisned oy implementiny varianle
size nasn tables,

Directory Control Cnanges

As well as type and owner field checking, certain bounds and
eross zcheexs of structure values will be add=2d to dirzsctory
control wnen it is in ths 2xplicit interast of 3 orocedure to
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decrease its zullioility. Jeveral caecks o>f tais kind already
exist; for exanple whaa acls are listed, the nunber found in the
acl list is counpared to tane count in the oranca,

Currently the count of sharers kent witn each acl names 1s uszad to
allow daletion of thne name., If the count was 1incorrezt, then
reassignment of the name 3lot would change a nerson or 2roject
name on several acls. Yor tais reason, it is prooosed thit aczess
nanes not b2 freed until a redbuild is performed. A refereace to a
nane witn a zero sharing count will be one mors form of =error
detection.

Directory Allocation

A simnplification to tn=z directory allocation scnzme is oroposaed.
Instead of maintaining several different fixed size free 1lists,
1ll allocation reguests will be »laced at the end of 3 dirsctory.
Slots that are freed will be zesroed and not reuased., A4 total of
the freed space will be kent so that tane necessity of coapaction
can D2 determined. Tais strategy aas  tne desired effect of
isolatinz tns introduction of errors, rfor example, a 1224 Ddranca
will have 1its naames and acls onysically as well as losiecally
attacned. In case of modifications (deletions and additions), noat
reusinig the freed slots allows the detection of cross threading
errors, so7nethinz thz current salvazer does not chseck., Taus we
are introducing segrezation in an atteant to lessen the occurance
of errors that spill over (affect more tnan one bdranch).

Jdow that allocation can icce
zcan bea storad more 2omnoactl
e
z

c t any reasonable siz2 requaest, lings
~
objects into a directory n
S

o)
V. 41so tne introduction of -~ naw
d not consider ths current block size
limitations. chanzing es of currant structures 1s also
facilitated, Iadlicit in this sugzestion is tnat dirzctory space
manazema2nt will be done inline by directory control oecause it is
50 simnple. If wvariable size allocation 1is adapted, then the
oroposad new directory structurss would only increase an average
directory's size vy 5% ratnzsr than 5k, If variable size nasn
tasles are imolemnented, then a n2t size decrease of 324 could »oe
achieved.

Trigzering febduilds

dnenever tnz {rezed space total and the count of directory
attribute modifications e2xece=ds s3o0me  thresanld, tane directory
salvager will be invoxed to perform 2 rebuild., Hders we nhava
acnieved the desired oroosrty that tne more a directory 1s
nodi fied, the more often it is validated, It 1s not necessary to

anunt dirzctory readl oosrations becaise the anew storaze systen
da2sign dn23 1ot require any directory nodifications in order t»o
real (sesarch) diractories,
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For dynamically
the directory salv

etected errors, tans mecnanisa used to trigzer

ger is tn=2 following: Whenavar a directory is
locked, a handler for the "invalid_directory® condition is s=t up
to call ths directory salvager, After tne reouilding, control is
transferred to tne statement followiny th2 1lock call, thus
repeating tha function on the rebuailt dir=sctory. Internal
dirsctory control procadures need only signal whsnever an  error
is found. All orocedures wnica lock directories aust be checxked
for code which will sperate properly _When re3tarted after the
lock call - for instance, variables assigned before the loc< call
cannot be reassigned after the lock call, ‘

3
a

Zrror Reporting
Tne methods wused today for reporting  errors detected oy tne
salvager are inadaquate, Of significant concern to uszers are
1issing branches, bad names, and lost acls, Althouzn tne
salvagzer prints all detected 2rrors, no m@metnod exists for
distriouting tnese messages or issuiny warninys., [here is also a
oroblem in decidinzg wno should recsive tne nessazes,

Bota the directory salvager and the volune salvager will use tne
syserr mechanisn for recording errors, as tae syserr loz is the
nermanent record of systen events (especially detected failings).
Ihe loz can be processed online in order to deteot error natterns
and mybe even pradict hardwars failures., To reflez 2rrors to
asers, flags will Dbe 3et.  3ad nanes ani 1issinz branch flags
#11ll oe set in the directory nsader waile an invalid acl flag
will Dpe set in the branch,. I'ne current action of deleting
Invalid acls will be changed to retain tne acl for listinzg
Dursoses, Directory coantrol will treat tas invalid aczl flag as if
tne acl was null (acl out-of-ssrvicz). Tne invalid ael flaz can
he turnsd off by eithsr deletinz tae sntira acl or r2nlacing it.
W0 Aaction for nissing names and brancnes is currently planasd, as
these are relevant to Multies search rules and could affect avary
oroc2ss.  for example, 1if a nane was nissinz in >sss tnen every

process migat be stopped until the flag W4as reset. In the future
sucia  errors could b=come visiole oy cnanzing ths searcn of sucn
dirsctories to signal some condition., The d2fault action would
02 to ignore tnis signal,

Storage CZontrol

storaze control errors are aandled oy a volune salvager, The
inout and outout specifications for tne volume 33lvager are as
follous:

1. The2 inout is the string of bits that comprise a volune.
2. The output is a valid n=w 3torage 3ysten format voluae.
3. Jiven a valid storage volume, the sane 3torage volume 1is

raturnad,
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4, [f an invalid vtoce is found, it «will be deleted, If a
reused address is found 1ni1 the vtons apoears to be a
directory, the volums 3alvaszer will invoke <the directory
salvager on tnis directory, If no errors are found, then
the oage in nuestion will be awarded to thne directory and
the vtoce set out-of-service, Turning on 3ervice to such a
directory must be performed oy an adninistrator,

The voluue 3alvazer environment is also similar to the directory
salvazer's., Eaczn estadblisaes exclusive control over its ‘subjeets
(in this case 1 disk nack). Also each relies on correctly
functioningy lower level nechanisas. “or the volumne salvagar thnis
is disk i/9. 1In the final inol=smentation, tne voluna salvager
snould zain control of tne voluns via 3CP. 3ut for now, a direct
patn to tne disk dim will o2 usad,

Disk Pacxs

o aid in caecking vtoces, tnezir structure will bpe gxtend=2d to be
similar to that of directory objects., Ths vtoce cheoxsun will
cover only th= uid pathanaie and tha access~-class, as otaer vtoce
fields change too freguently.

Since only a limited reused address cneecx can b2 made by pags
coatrol (tas user of vtoeces), volume cnecxingy would normally
occur infreguently. Tnerefore trigzering thes voluas salvager nas
to pe accoaplished artificially., Jne installation option would
be to salvaze at ths time the disxk is lozically coniaescted., Tnis
might be judmed too =zostly ( 1 - 3 ain., per A3J0409), so that
scheduled volume 33lvazinz 2ould bpa innlemented for slack time
periods,

As well as salvazin: all vtocas, thne volume salvager will
reconstruct tne volune man and will cae2k for reused addresses, A
reused address involving a directory will be rasolved by as<ing
tha directory salvazer if any errors were founi in salvazing the
nazes thit include thne reused address data, A findiny of no>
errors would ressualt in awarding thes page to that directory, I[f
errors Were found, than the repbuilt version of tna directorvy witn
A zero naje wWould repnlacs tne bad one, and 31 ratrieval raquaest
for that directory issued. (A& oaore detailei d=2scrintion of
directory ratrievals 4ill be given in tas backuo AT3.) A rauszi
address on a  s2omeat  yould rasult in a3 ull address aqard
(equivalent to zeroing), an oSiut-of-32rvice indication, and 1
retrieval requ2st, 4 second pass over ths volune will ba mads to
hanile any directories that were the first claimants of reused
addresses,

Branch - VIJZE Coan=ction

Ine new storaze systen desisn includes the dynamic cheexking of
the logical connzction detween thne oranch and vtoce at activation
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Lime., Th2 resolution of an error at tnis time should bYe as
follows:

1. check the vtoce cheeksun, If it is corract then mark thne
drancn  as  uaconnected. A4 user 2acduntering an unconnacted
Oranca can =2ither delete it op issue a retriasval regquest for
i1ts vtoce, 4 future addition aiznt oe to allow scanaing of
volumes for an unconnazcted vtoce entry with the matcainz uid
an1d upon finding one, connzcting tne oranch to it,

[AV]

. If the checksun is Wwrong, then mark tne vtoce out-of-service
and issue a retrieval request for thnat vtoce., Tne user
referencing the branzh would receive ths out-sf-service
error imasdiately and could try azain at soze later time,

Jne future extension should bpe mentioned, WYhenever a directory
retrieval is performed, instead of renlacing tns contents in
toto, the version fron ocackup and the existing version could be
logically coaleseed., Tnis would prevent loss of nsw bDrancnes. In
any c¢i3s2, notice that altaouzh a retrieval can return already
dsleted Doranches, the correot action is taxen at activatioa wnsn
a2 connection misnateh is detected.

Loops

In tne effort to oreserva all »possible information, we hnave
21032 20t to dslete objects but to marx them a5 navinz arrors,
and allowinz users to issue retrievals, Unfortunately, tnzre is
no  zuarantes that the retrieved information is correct - in faat
it 13y nave the same error. Inis is a loop whien only a user ecan
i2tezt, The resolution is that, if necessary, a orevious 200¥
rztrieval snould ns tried, ad infinitun.

An  apparent loop also exists in the specification of raused
addresss processing. 4ssune taat the volume salvazer deteats a
reus=d address wnen processing a directory vtoca., It as<s tne
directory salvazer for somne advice, But the directory salvazer,
in formulating its opinion, can g2t a reused address 31iznaled
fron nage control, and this would invoke tne volunz salvazer!
rnis  sejusnce 1is prevented fron happening if we insure that all
3ddr=sses in a narticular directory are uniqus (done oy tne
volume salvager) and that the volume 3alvager has exclusive
control of the disk pacx (taus oage control cannot siznal a
reus=d address on it). ’

Puroosely saved until the end is the subject of quota validation,
The elimination of offline 33alvaginz implicitly drooped thais
function, since it can only be done on guiescant subtrees, It
could be narforaesd oalins only if tners vas a guarantesz that this
Was tns only orocess looking at thes sudbtres. QOne approacza to
achieve tais wculd be to turn on 3zcurity out-of-sarvice for all
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componsats in tne 3ubtres, Jnce we assum2 or take action to
provide exclusivenass, a procedurs whica s23ts tne ussd values 1in
an  aste must b2 orovided., It is »roposed that quota validation
become a »art of tne adninistrative mechanisms us2d in
determininz volume usage cnarges,

jest of charges, notice that the directory
control checkin~ design has transformed the collsctive az3grezatz2
cost of offline salvaging into a process assignsd "oay as you
use" part of tne storase system., For paysical wvolumes tnat are
wholly owned by projects, even tha use of the volume salvazer a3
the zarpage collection dsvice is automatically charged to tne
2orrezt project. '

Wnile on ths 3ubj
ie

Suniaey

1. The salvager is split into tnrees »arts: a dirzctory s1lvazar
Wnich rebuilds directories, scattered checxking in diresctory
control, ani a volums salvaser whiea cheexs for reuss2 d
addresses and r=2builds tn2 volun2 map.

2. Datected arrors are entered ian tiae syserr loz, and users are
notified of errors by out-of-32rvics "ond1t10na and srror
hits in the .directory hnzader,

3. Directory structures are exoandsd to »oe more rooust and thae
directory allocation scheme is changed to taxke advantazs of
tne directory s3alvager. The costs for an average directory
are a3 follows:

structure 2hanges - +3 %
varianle 21location - -3b
non=-siarad aczess namzs - +455%
variable size naash taole - -3k

(end)



