Multics Technical Bulletin MTB-129

Tos Distribution

Froms Jerry Ae. Stern and Jeroid C. Whitmore

Dates October 29, 1974

Subjectd I/0 Daemon Modifications for the Access Isolation
Mechanism

Intceduction

This MTB describes proposed changes to the I/0 Daemon in support
of the Access Isolation Mechanism. The reader is assumed to be
familiiar with the basic principles of the Access Isolation
Mechanismy, as well as the relevant terminology, defined in
"TB'iﬁno

The modifications suggested here were, for the most  part,
originally proposed to satisty certaln requirements of the Air
Force Data Services Center. However, as with other features of
the Access Isolation Mechanism, most of the new features proposed
for the I/0 Daemon will be of general use at many Multics sites.
The following four regulrements are speclifically considered in
thls MTB2 , :

1) It must be possible to Instruct a device driver process to
handle only requests of a specified range of access classes.

2) The head sheet for each printout must contain a banner
identifylng the access class assigned to the printoute.

3) A user must be able to specify, by means of dprint command
options or defaults, that header and footer labels be placed
on each page of printed output.

4) Each printer driver process must be capable of preparing an
"accountability form™ for each plece of printed output. (In
the case of AFDSCy an accountabiiity form will be used to
officially record the transmission of a classified printout to
an appropriately authorized user. At other sites, forms of
somewhat different format may be used for a similar purpose.)

Since the wuse of the above features is at the discretion of the
individual site or user, no change in I/0 Daemon operation will
result unless desired. ’

Multics project Internal working documentation. Not to be
reproduced or distributed outside the Multics projecte.
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In the discussion which followsy the implications of each of the
above four requlrements Is examinea and an Implementation |Is
described. Afterwards, some access control problems posed by the

Access 1Isoiation MNechanism for the I/70 Daemon are lnvestigated.
Finally, a summarization of all proposed changes is presented.

Access Class Ranges for Dewice Dcilyers

It iIs desired that an access class range be associated with each
device driver process and that only requests within this range be
handled by the driver. In order to understand the meaning and
Iimpl ilcations of this ideas It Is worthwhile to brlefly revien
some features of the I/0 Daemon organjizatlon and operation.

The collection of user requests into queues and the subsequent
distribution of these requests to driver processes revolves
around the notion of device classes. When a user submits an 1/0
requests, he either explicitly specities a device class or else a
default device class 1Is assumed. The device <class uniquely
determines a set of queues, each of which represents a different
priority. Such a set of queues wiil be referred to hereatter as
a "queue group.*” Each driver process Is uniquely associated with
a device class and hence with a queue group., Drivers of the same
devlce class are conslidered to be equivalent in the sense that
any one of them can handle any reaquest from the appropriate queue
qroups Thus, when a driver informs the coordinator that it |is
ready for work, the coordinator simply selects the oldest request
of highest prlority from the queue group associated with the
. driver®s device classe.

With the advent of the Access Isolation Mechanismy, each driver
process will be assigned a specific authorization. To the
greatest extent possibles driver processes will not make wuse ot
any system privileges. Thereforas if we were to alliow arlvers ot
different authorizations to befong to the same device class,
these drivers couid no fonger be conslidered equivalent. A
segment accessible to one of the drivers might not be accessible
to another. Hence, in order to preserve the meaning of device
classes, all drivers of the same device class will have the same
authorjizatione Cleariyy this authorlzation defines an upper
access limit for the device classe.

A simple way to proceed in achieving the desired access ranges
for arivers Is to assoclate the access range with the device
class. Ignoring the detalls of this approach for the moment,
ontiy one conceptual problem Is evident. WHhere In the current
system there now exists one device class and one queue group for
a category of devices, e«.gesy central site printers, there would
be perhaps several device classes and several corresponding queue
groups In the new scheme, each having a different access range.
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Such an arrangement [s by no means technically infeasible, but it
does create Inconvenliences for the user and the operations staff.
The user certalnly does not wish to concern himself with which
access range is appropriate for his reaguest. This should and
could be determined automatically by the system. However, a more
serious problem arises over the fact that the access ranges
assocliated with a device class are intended to be dynamically
reconfigurabie. For exampie, a site with three printers may
ordinarily bhave three device classes with three different access
ranges for these printerse If one printer should fail, however,
it may be desirable to reconfigure the access ranges of the
remalning two printers so as to process the requests formerly
handied by the [noperative printer. Unfortunately, there is no
easy way to accompllish thls reconfiguration since the requests
have alreaay been segregafed Into separate gqueues basead on the
original three access rangese.

In order to solve the preblem described abovey it Is proposed
that the one-to-one mapping between device classes and queue
groups be changed tfo a many-to-one mapping. In other words, it
will be possible for one queu2 group to serve many device
Classes. Actually, it is convenient to think of the queue group
as definlng a “static™ device class which is ldentical to the
current notlon of device class. Hhen a user submits an I/0
reaquests he will specify {(explicitly or implicitly) the static
devlce ciass. Oriver processes will be associated with "dynamjc"
device classes, many of which can draw requests from the same
static device class. Thus, whenever it is desired to reconfigure
the access ranges of the dynamlc device classes, no reshuffliing
of the queues IS necessary.

Although the change described above may sound rather severe, this
approach has been chosen for the very reason that [t requires
reiatively few changes to the I/70 Daemon software. As far as the
relationship between the coordinator and drivers s concerned,
the implementation of device classes Is basicaliy unchanged. A
new parameter for the I/0 Daemon parms file will be defined which
permits specificatlon of the access range of a (dynamic) device
ciasse Alsos a second new parameter will be definead which
permits specification of a queue group name for a device class.
When the parms flle is examined during the Initiallzatlion of the
cooralnators all device classes sharing the same queue group will
be threaded together. Furthermore, a new data base, called the
queue group tabley will be constructed which contains one entry
for each queue group. Each entry will have a pointer to the head
of the fthreaded [(ist of associated device classes as well as
pointers to (or indexes of) the message segments iIn the queue
groupas Each device class entry will contain a pointer to its
associated queue group entrye.

Aside from the extra initiallzatlion describead above, only one
other section of the 1I/0 Coordinator will require significant
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modi ficatlon. (Note that no changes fto the drivers are necessary
-to Implement access class ranges.,) The subroutine responsible
for reading requests from the gqueues, calted find_next_request_,
must understand the device class to gqueue group mapping. When
given a devilce classy filnd_next_request_ nill ascertaln the
appropriate queue group and read the oldest request from hlighest
priority non-empty queue (as it does nowl. It wmust then
determine If the access class of the request message Is within
the access range of the specified device ciass. If so, the
request is returned as usual. If not, find_next_request_ wili
scan the threaded 1ist of device classes for the queue group
untit! tinding a device class wWwith the proper access range. The
message ID of the request will then be added to a *“waiting list™
for that device class. The reading of messages, and the adding
of these messages to walting lists, will continue until a message
is found within the access range of the specifled device class or
until the gqueue group is exhausted. Thus, It can now be seen,
that the algorithm foilowed by flna_next_requast_ Is to first
check the waiting list for a device class andy if this Is empty,
to then begln readlng messages from the associated queues.

The effect of the above scheme s to delay the binding between 2a
request ana a dynamic devjice class untiil the moment the request
Is read from the queues. Furthermore, this binding can always be
reconfigured, even for requests In the waiting lists, This is
accompl ished by simply changing the parms flle and then
reilnitlalizing the coordinator. The old waltling |Iists are
discarded and new ones are created for the new dynamic device
cltasses. No Juggling of the queues [s ever necessary. Note also
that at installatlons which continue to maintain 3 one-fo-one
correspondence between queue groups and dynamic device classes,
no requests will ever be added to a waltling list.

Access Class Baonners

Just as the access class stored in a branch iIs used Internally fto
protect segments, so to0o will the access class banner on 2a head
sheet be used externally to protect printouts. The access class
banner provides an administrative controil over the distribution
of printouts which supersedes the existing discretionary contraols
(ilee. person and project name banners).

A general rule of the Access Isolation Mechanism dictates that an
object 1|is assigned an access class equal to the authorization of
the process that created {t. A strict Interpretation of this
rule would suggest that the access class assigned to a printout,
leeey the access class banner, should equal the authorizatlon of
the ariliver process that created it. Unfortunately, this scheme
would result in widespread over-classification of printouts since
the darlver process authorlization Is always at the top of the
access range of reguests handieds Although some sites might be
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willing to accept this arawback In the interest of maximum
security, it seems likely that most sites would find {t extremely
obJectionable. Since the driver process Is really Just a trusted
intermediary which <creates a. pnrintout on behalf of 23 user
process, it seems logicaly and a great deal more practical, to
choose the authorlzatlion of the requesting user process as the
access class for a printout. 1In orcer to satisfy those sites
which may prefer the more conservative choice, a new parameter
will be defined for the I/0 Daemon parms flle which allows an
Installation to specify a minimum access class banner for each
device classe. If this parameter Is not specified, the default
minimum will be the bottom of the device class access range.

The new format for a head sheet wili{ incluade a third Iine of *big
letters™ containing the printout access classe. Actually, a
single blg-letter Ilne cannot be expected to hold an arbitrarily
long access ciass strings Therefore, only the first component of
the access cliass string wiil be printed In big letters. Beneath
this, the full access class wil! be printed in reguiar type.
This implles that at sites using sensitivity levels, the access
banner will be a level name. At sites using categories but not
leveisy the access banner will be the ¢ftilrst category name.
However, it an access class string is null, as might be desired
for the system low access classy, then no access class banner will
be printed. This implies, of coursey that at sites using nelther
levels nor categories, the access banner will always be omitted.

Page Labels

The requirement for page header and footer labels to be added to
printed output by the I/0 Daemon stems from the neea to place
access class labels on each page of certaln printouts. However,
it s Intended that this feature be generailzed to allow a user
to suppiy any arbitrary character string for the labelis. This
kind of teature has actually been considered before outside the
context of the Access Isolatlon Mechanlism. The dprint message
format afready provides space for a page header string, although
the mechanism itselft has not yet been implemented.

Several optlions wil! be added to the dprint commana to support
the page iabel feature. If the user simply wishes to use the
segment access class for the page label, he willl specity the
“*-access_JIlabel" option. It the wuser wishes to supply hls own
tabel he wil) specify the “~-label™ option foliowed immediately by
the label stringes If nelther of these options is speclflied, then
no |abels wlll be addea unless the site has chosen to add labels
by default. This will be indicated by a new parameter in the I/0
Daemon parms flle. The effect of this default labeling will be
an Implicit *-access_label™ option for all aprint commands
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issued. However, a user can override the defauit label with the
“~jabel"™ option or can request no labels by speclfying the
“-no_labe!" option.

Implementation of the {abeling feature would best be accompllshed
by oprovliding a new oraer call to the printer DIM for specifying
tabelise Thisy in turn, would require modifications to the
printer DOCM whilch does essentially ail of the work for the
printer DIM. It is intended that the labels be placed in the top
and bottom margins of each page so as not to disturb the format
of the output. Because a number of printer JIN enhancements are
already In progresssy it will most \tlikely not be practical to
begin work on the label feature in the very near future.
Therefore, in order to meet the deadliine for delivery of this
feature to AFDSCy an Interim solutlion may be adoptedes A new
I0SIM can be provided for the printer drlver process which, when
spliced In before the printer DIM, wlil! Insert labels. By use of
the "noskip™ mode In the printer DIM, iabels can still be placed
in the top and bottom page margins as desired. Obviousiy, this
second approach jis tess efficient than the first and therefore
will only be used temporarily it at all.

Accountability Focms and Drivec Coontrol Jecminal

The requirement for accountabliity forms Is primarlly to provide
a means of recording and controliing the distribution ot
classified output., It also serves a direct securlity functlon In
the separatlion of output. The distributlion staftf can check to be
sure that there iIs one piece of output (@«gey listing, card deck)
for each accountablliity form. This check wlil prevent a
maliclous user from imbedaing headers and ftrallers within his
data which would fool the distribution staff Into believing a
phoney access class banner. A separate termlnal from the current
daemon console must be used to prepare the accountablliity forms
and it should be located near the associated device.

A byproduct of the accountablliity form terminal is Its ability to
.also functlon as a ariver control terminal. The usefulness of a
driver control terminal stems from physical hardware arrangement.
Some sites iocate one or more fiine printers {(or other 1I/0
devices) !n physically separated areas from the central computer.
However, the daemon driver console must remaln In the central
computer room to prevent privlileged access from falling In the
hands of untrusted personnele. On the other handy the local
device operator Is In the best position to determine whilch
requests should be restarted, etc. Another termlnal physically
located beside the device could allow the device operator to
enter benign operatlonal requests wlthout compromlising security
and without requlring asslistance from central operatlons. The
use ot this control/accountablility form terminal would, of
course, be at the option of the slite.
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To impiement this new teature we wlil add a new per device class
parameter fto the I0 daemon parms flile which indicates whether a
control terminal is required for the driver. The default for an
unspecified parameter wlil be *“not regulrad.” When the termlinal
iIs not required, the driver process will operate exactly as it
does today.

When a confrol fterminai Is required, the oriver wiii wait for a
terminal to be dlaled to the process before telling the 1I/0
coordinator that [t Is ready to process requests. Howevers, the
current impiementatlon of the dial command Is too restrictive to
be wusefu! in thls context. It only allowus one instance of a
process_group_ld to request dlaled devices. Under the current
impiementation, drivers and the I0 coordinator are logged in as
I0.Sys0aemon. Hence, we must implement the changes to the dlal
command suggested by T.H.VanVieck Iin MTB 013.

During normal operation of the driver, the control terminal will
print one accountabliity form for each copy of requested ouftput
from the driver process. The form may contain Informatlon which
describes? the requestor, header and destination options,
sequence number, banner access ciassy date-timey, Instaliation,
pathname and access class of segment. (Note: The module which
formats the output to the control! terminal wlll be sjite
replaceable. The normatl moaule will print the same Information
provided by the I/0 Daemon today which does not require a form.)

A "start™ command must be issued from the control terminal before
processing wili begin to aliow the device operator to align the
accountabliity forms being used. A command to print a sample
form will be provided for this purpose. Since the outftput to the
control terminal may be formatted to preprinted forms, commands
may not be entered without destroylng the allgnment. Therefore,
commands wili be honored oniy after the devlice operator presses
“quit™ on the contro! terminale This allonws for realignment
before resuming operation {(we will reset the write buffers).

The controi terminal will never be allowred to enter arbitrary
commands for security reasons. Aiso, we must restrict the set of
commandsy normally acceptable to the ariver, which may be entered
from this terminal. Specifically, the commands return, debug,
detach, attachy, and reattach will not be honored from the control
terminal. The other commands will not create security problems
{iecesy start, cancely killy restart, save, reinit, logout, sample
(new)).

He don®t want to remove the site operator®s abliity to control
the driver. Thereforey, when the driver expects Input, It will
first look for commands from the master driver console ana then
from the control terminal,. {Control terminatl quits will be
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disabled while the master terminal has control of the process)e.
The master console wlil also be able to inaicate that turther
input 8and quits from the control terminal be accepted or

It the control terminal gets disconnectedy, the master console
will be notified and the driver will walt for Instructlons. The
operator may request that the driver contlinue without the control
terminal or that the driver walt for another dialed terminal
(reinit). )

A remote driver which communlicates to a device over high speed
phone {lines will also be able to utlillze a control terminal.
Thiss of coursey, woula reqguire a second phone line. Driver
commands may be input from the control terminal as described
above. Commands which may be entered from the remote device
itself (e.gey from cara reader) must be subject to the same
restrictions as commands from the control terminal for security
reasonse.

Access Control Considerations

The preceaing sectlons described changes to the 1/0 Daemon fto
support certain new features, This section, however, primarily
describes changes necessary to cope with the Impact of the Access
Isolation Mechanism on the I/0 Daemon environment. Also, an
existing securlty probiem ls discussed.

The I/0 Coordinator, by Its very nature, cannot operate strilctiy
within the rules of the Access Isolatlion Mechanism. Since It
handles Information of all access classesy It wiil run with 2a
system-high access authorjizatione. In order to send wakeups to
driver processesy it will have the ipc privilege flag enabled.
In order to create and modlfy segments of varylng access classes,
it wlill make use of privileged access to segments and
directorles. In order to read and delete messages of all access
classesy the coordinator will have privileged access to message
segments.

Several segments exist in lo_daemon_dir whlch hold messages and
message descriptors read by the coordinator from the message
segment queues., Slnce these messages wlll range In access class
up to system hlgh, they must be protectea in a3 system high
segment after extractlion from the message segments. Therefore, a
subdlirectory of l1o_daemon_dir wlll be created having a
system=hlgh access classe In this airectory the coordinator will
create the request_seg {used to hoid messages), the rea_desc_seg
(used to hold message descriptors)ly, and the new waltling Ilist
segment.
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Unilke the coordinator, driver processes are, for the most part,
well-sujted to abiding by the restrictlons of the Access
Isolation Mechanism. Therefore, a number of minor changes wiil
be made Yo the I/0 Daemon 7o avoid the unnecessary use of special
access privilegese.

The current scheme for initjalizing driver processes wiil! require
slight modifications. Each driver process attempts to verlfy
that a coorainator process doess in fact, exist by locking a
coordinator lock kept in a special segment. If the lock is found
to be valldly locked, then a coordinator exists. However, 1f a
driver succeeds In locking the lock, then no coordinator exists.
Unfortunately, locking the lock means writing In the segment.
Since drivers wiil! have differing authorlizations, they cannot all
write In the same segment. Therefore, the drivers will instead
copy the lock to a private data area and then attempt to lock the
copye. This works even better than the present scheme since it
elilminates the need for a secondary lock now used to prevent
interference among drivers.

The Initiatization of driver-coordinator communication wili also
requlire some smali{ changes. All drivers create a temporary
“communication™ seghent containing information for the
coordinator in io_daemon_dir. Due to differing driver
authorizations, this wWwill no longer be possible. Theretore,
these temporary segments wli{l Instead be created In each driver®s
process directory. Upon receiving a "new driver®" wakeup from a
drivery the coordinator examinaes the communication segment,
valjdates the driver, and then creates a “drlver status™ segment
used for future communication. The driver status segment, now
created in jo_daemon_dir, must be writable by the driver process
and therefore must have an access class equal to the drlver®s
authorjzatione. Since driver status segments of differing access
classes cannot coexist in a single directory, the coordinator
will <create a separate upgraded subdirectory Iin lo_daemon_dir to
hcia each driver status segment.

As mentjioned above, messages and message descriptors wiil be
stored in segments of system high access class and hence wil! not
be accessible to all drivers. Message descriptors are already
copied to the driver status segment by the coordinator each time
a driver 1Is given a requeste. Currentliy, the driver reads the
message itself directly from the request_seg. Since this will no
fonger be possible, the message will! also be copied to the driyer
status segment by the coordinator at the same time as the message
descriptor.

To this point, every effort has been made to ensure that adariver
processes would not require the use of any special access
privileges. Unfortunately, there are two cases In which the use
of such privileges seems unavoldable. Following each dprint, a
driver process executes a program called "charge_user_*" which
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upogates accounting information in the pdt entry ot the requesting
user., Since pdt segments have system-low access classes, yet
driver authorlzations may range up to system highy it will be
necessary for the drivers to obtain prilvileged access to pdt's.
The other circumstance In whilch speclal access 1Is requlred Is
nithin the message routing DIM. Atl daemons attached via the
message routing DIM must write In a common segment. Therefore,
mrdim_ wli) be modified to detect the need for special access and

to attempt to obtaln special access.

A security probilem exists due to the fact that the coordinator
process ID and event channe! 1ID are stored in a segment
accessible to all processes. This makes it possibie for any
process to impersonate a driver, l.e.y to draln requests from the
queues and to lssue varlous commands to the coordinator such as
“restart.” This problem is easily corrected simply by setting
the ACL of the segment containing the coordinator event channel
ID to aeny access to alil but I0*.* .

Detailed List of Changes

A. For Access Ranges

i1+ Change lodc_8$init to create the queue group table/walting
list segment and to store a polnter to this segment In
iodc_static.

2. Change iodc_parse_parms_ to recognize the new *access_range"
and "queue_group®” keywords. Initiallze the aqueue group table
and thread together device class table entries of the same
queue group. Place In each device class table entry the
offset ot the associated queue group table entry.

3. Change iodc_$new_driver to check if a new driver Is the flirst
of 1lts device class and If this device class Is In turn the
first of its queue groupe. If so, open the message segments
in the queueg group.

4. Change find_next_reguest_ fto use the queue group tabie and to
manage the walting lists as descrlbede.

5. Change save_reaqguest_ to use the queue group table to
determine from which message segment a given message Should
be deleted.

B For Bannerst

1. Change head_sheet_ to print the access class banner.
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For Page Labelst

Change the dprint command to recognize the new -access_label,
-labet!.s and =-no_label optlons.

Change logc_parse_parms_ tfo recognize the new “label™
paramefer which causes Iabels to be added to printouts by
default.

Change output_request_ to check for the label option and to
make the appropriate order call It it Is requested.

Change printfer_aim_ to recognize a new “{abel" order call and
to pass this on to the printer DCM.

Change printer_dgcm_ to recognize the jabel!l order call and to
Insert labeils in the fop and bottom page margins.

It changes & and 5 cannot be made soon enough to meet the

delivery deadline, then impiement a new IOSIM to add labels
as described.
For Accountablllty Form/Deylce Control Terminals

Change iodc_parse_parms_ to recognize the “confrol_terminai®
keywords.

Change iodd_sfatic to hold control terminal attachment data.

Change remote_¢gIinit and lo_daemon_ariver_ to attach control
terminal if required.

Change lodd_quit_handier to conditionally recognize Input
from control terminal and implement sample command.

Change Input_cmd_ and remote_ to separate commands from
master and control terminatl.

Change output_request to call accountability form printing
module 1t a control termlnal Is attached.

Change the answering service dial faciiity per MT8 (13.

For Access Control Consideratjions?

Change iodc_init to enable the necessary speclial access
priviieges for the coordinatore. Create a system high
girectory in which to place request_seg, req_desc_seg, and
the queue group table segment.
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Change lod_overseer_ to copy fthe coordinator lock before
testing it for a driver process.

Change driver_init_$signai fo create the driver_com= segment
in the process directory and to store the process
authorization In the driver_comm structure.

Change lodc_$new_driver to create an upgraded directory and
hotd each driver status segment.

Change iodc_sdriver_signal to copy each dprint message to the
drlver status segment.

Change charge_user_ and wmrdim_ to use privileged segment
access as descr ibed.



