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DOS/VS Serviceability Aids and Debugging Procedures

THIS MANUAL . ..

.. .is intended to guide System/370 operators and programmers using DOS/VS in
determining and isolating the cause of a system malfunction.

METHOD OF PRESENTATION

Serviceability aids and how to use them are described in this manual through
extensive use of diagrams and examples. This enables fast retrieval of information
and largely avoids the need to use other publications in order to analyze the dumps
and printouts discussed.

Contents and addresses shown in the illustrations are subject to change and are
shown only as an aid to offline debugging of DOS/VS. IBM will not
be responsible for any system malfunction resulting from a change made by the
user of any contents or addresses of the tables and blocks described.

SUBJECTS COVERED
There are four major sections;

SECTION 1: Introduction, introduces the serviceability aids detailed in Section 2,
and the debugging procedures described in Sections 3 and 4.

SECTION 2: Serviceability Aids, describes in detail the serviceability aids,
showing in flowchart form how to use them, and recommending when to use them,
Examples show how to analyze dumps and printouts in conjunction with the
debugging procedures of Sections 3 and 4.

SECTION 3: Debugging for Operators, consists of flowcharts that help the
operator to isolate the cause of a system malfunction. The operator is instructed
when to use the procedures of Section 2 to ensure that information is gathered
from the system.

SECTION 4: Debugging for programmers, this section is divided into two parts:

Part 1 consists of checklists in flowchart form that recommend the method of
analysis and choice of serviceability aids best suited to isolate the cause of a given
type of system malfunction. An indication is made on the flowcharts when it is
considered necessary to inform your I1BM customer engineer when itis not
possible to isolate the cause of an error. System information to be saved for the
IBM CE is also listed at these points in the flowcharts.

Part 2 is a general description of the DOS/VS supervisor/problem program interface
tables, information blocks and save areas. It shows how to locate these areas ina
dump, and how to analyze the data during offline program debugging. Debugging
aids for high level languages are described in publications dealing with the specific
language.

PREREQUISITE KNOWLEDGE

Operators using this manual must be familiar with the following 1BM publications:

DOS/VS Operating Procedures GC33 — 5378
DOS/VS Messages GC33 - 5379
Programmers using Section 4 must be familiar with the following I1BM publications:
IBM System/370 Principles of Operation GA22 - 7000
DOS/VS System Management Guide GC33 — 5371

Other IBM publications referenced in this manual are listed in the bibliography at
the back.

PREFACE
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SYMBOLS
Start or finish ‘USED

Decision to determine which alternative
path to follow

Exit to, or entry from another
part of the flowchart on the same page

Process or action

Entry to, or exit from a flowchart to link
with a flowchart on another page

Multiple
choice

Console printer keyboard:
operator input, or message
output

Magnetic tape

Card file

Disk drive or pack

Diskette
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SYMBOLS

USED
Program
listings
Line printer
output

Data areas on
disk packs

Virtual storage

vi

——
—— —— o m——n
-
——

_Filename DTFxx .-
OPEN  Filename

- o
ar .

Byte address 0 =3

Byte address
16 million

LOW ADDRESS STORAGE

SUPERVISOR

PROGRAM A

PROGRAM B

PROGRAM C

PROGRAM D

HIGH ADDRESS STORAGE

P

N
S

PARTITIONS



DOS/VS Serviceability Aids and Debugging Procedures

HOW TO USE
THIS MANUAL
READ SECTION 1 and
NEW READERS FAMILIARIZE YOURSELF WITH
the information contained in
A summary of the organization SECT.'ONS 2and 4 .
and contents of this manual is as preparation for debugging
given in the Preface.
SOLVING A PROBLEM
System
malfunction
detected
ERROR ERROR observed ERROR detected
during WHILE job (program) IN RESULT of job (program)
IPL RUNNING AFTER RUNNING
Turn to Turn to , Turn to
Chart 01, Section 3 Chart 02 Section 3 Chart 01, Section 4
Debugging for Debugging for Debugging for
Operators. . Operators. _ Programmers,

vii
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ABBREVIATIONS AB Abnormal Termination
ACB Access Method Control Block -~
ADDR Address ' U
AP Asynchronous Processing g
AR Attention Routine
ASCII American National Code for Information Interchange
ATCVT VTAM Communications Vector Table
BC Basic Control
BBOX Boundary Box
BG Background Partition
BIN Binary
BSC Binary Synchronous Communication
BTAM Basic Telecommunication Access Method
CAW Channel Address Word
cc Chain Command
CCB Command Control Block
CCH Channel Check Handler
CcD Chain Data
CE Customer Engineer*
CHANQ Channel Queue
CNT Count
COBOL Common Business Oriented Language
COMREG Communication Region
CcpPU Central Processing Unit
CR Combined Recording
CR Contro! Register
CRT Cathode Ray Tube
CSECT Control Section
CsSwW Channel Status Word
CUA Channel and Unit Address
Cuu Channel and Device Unit Number
CYL " Cylinder (Disk Extent)
DASD Direct Access Storage Device PN
DAT Dynamic Address Translation : \
DEC Decimal N
DOC Display Operators Console
DTF Define the File
DIB Disk Information Block
EBCDIC Extended Binary-Coded-Decimal Interchange Code
EC Extended Control
ECB Event Control Block
ECC Error Checking and Correction
ECSW Extended Channel Status Word
EFL Error Frequency Limit
EOB End of Block (Press End/Enter)
EOD End of Day (End of Shift/System Switch Off)
EQF End of File
EQJ End of Job
EREP Environmental Recording, Editing and Printing
ERP Error Recovery Procedure
ERPIB Error Recovery Program Interface Bytes
EVA Error Volume Analysis
EXT External
FAVP First Available Pointer
FCB Forms Control Buffer
FG Foreground Partition
FICL First in Class List
F/L Fetch/Load
FLPTR Free List Pointer
FOCL First on Channel List
FORTRAN Formula Translation
FP Floating Point
GPR or GR ‘General Purpose Register
GSVC Generalized Supervisor Call ) RN
HD Head (Disk Extent) { iy
HEX Hexadecimal -
HIO Halt 1/0
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ABBREVIATIONS

HIR Hardware Instruction Retry

ICA Integrated Communications Adapter
ID Identifier

IDAL Indirect Data Address List

I.C Instruction Length Code

IMPL Initial Micro-Program Load

INT Interrupt

INTVN Intervention

INVAL Invalid

/0 Input/Output

10CS Input/Output Control System

IPL Initial Program Load

IR Individual Recording

IT Interval Timer

JAI Job Accounting interface

JcC Job Control Command

JCL Job Control Language

Jcs Job Control Statement

JIB Job Information Block

K 1024 Bytes (Dec)

KBD Keyboard

LDL Local Directory List

LIK Logical Transient Owner ldentification Key
LIOCS Logical Input/Output Control System
LMT Line Mode Table

LoC Location

LTA Logical Transient Area

LTK Logical Transient Key

LUB Logical Unit Block

MCAR Machine Check Analysis and Recovery
MCI Machine Check Interrupt

MCK Machine Check

MDR Miscellaneous Data Record

MFCM Multifunction Card Machine

MICR Magnetic Ink Character Reader

MPS Multiprogramming System

MPX ~ Multiplexer

MSG Message

NICL Number in Class List

NSD Non Sequential Disk

oC Operator Communication

OCR Optical Character Reader

oD Output Device

OLTEP Online Test Executive Program

OLTS Online Test System

PART Partition

PC Program Check

PCI Program Controlled interrupt

PCIL Private Core Image Library

PD Problem Determination

PDAID Problem Determination Aid

PDS Page Data Set

PER Program Event Recording

PF Page Frame

PFT Page Frame Table

PFTX Page Frame Table Extension

PG Page

PGM Program

PHO ) Page Fault Handling Overlap

PiB Program Information Block

PIB2 Program Information Block Extension
PIK Partition ldentification Key

PI1OCS Physical Input/Output Control System
PMGR Page Manager .
POWER/VS Priority Qutput Writers, Execution Processors, and Readers/Virtual Storage
PP Page Pool

PPBEG Start of Problem Program Area
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ABBREVIATIONS

PRT Partition } (( )
PSLD Private second level directory =
PSW Program Status Word
PT Page Table
PTA Physical Transient Area
PTF Program Temporary Fix
PTR Pointer
PUB Physical Unit Block
QTAM Queued Telecommunications Access Method
RAS Reliability, Availability, and Serviceability
RDE Reliability Data Extractor y
REQID 1/0 Requestor Partition or System Task Identity %
REQD Required )
RF Recorder File
RID Routine Identifier
RLD Relocation Dictionary
RMS Recovery Management Support
RMSR Recovery Management Support Recorder
RPG Report Program Generator
RPS Rotational Position Sensing
RTN Routine
SAB Seek Address Book
SCP System Control Program
SCuU Secondary Control Unit
SDAID System Debugging Aid
) SDL System Directory List
*CE, SE, IBM CE/SE is the SE System Engineer*
. P SEREP Stand-Alone EREP
IBM representative Sio Start 1/0
SLD Second Level Directory
SPVR Supervisor PEIN
SRI System Recovery Incident TU
STAB Segment Table
STMT Statement
SVA Shared Virtual Area
svC Supervisor Call
SYSCOM System Communication Region
: SYSREC ~ System Recorder File
| SYSRES System Residence Unit
SYSVIS Page Data Set
TCB Translation Control Block
TES Tape Error Statistics
TIB Task Information Block
TIC Transfer in Channel
TIK Task Interrupt Key
TKREQID 1/0 Requestor's Task Identity
TOD Time of Day
TOLTEP Teleprocessing Online Test Executive Program.
TP Teleprocessing
TPER Teleprocessing Error Record
TT Task timer
TXT Text
ucs Universal Character Set
ucsB/UCB Universal Character Set Buffer
UPSI User Program Switch Indicator
VDU Visual Display Unit
VSAM Virtual Storage Access Method
VS Virtual Storage
VTAM Virtual Telecommunications Access Method
VTOC Volume Table of Contents
WTM Write Tape Mark
X'’ Hexadecimal Value

YR Year
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Serviceability Aids

Serviceability aids are “tools” offered by IBM and are designed to gather system
information whenever a malfunction occurs on a System/370.

A malfunction can be caused by a programming error or by a hardware failure.

Some of the serviceability aids that gather system information when
programming errors occur are:

®  DUMPS of specified real and virtual address areas
® DUMPS or DISPLAYS of general registers,
control registers,

floating point registers, and
program status words

e FORMATTED PRINTOUT of the DOS/VS supervisor tables and
information blocks
The ability to ALTER any register or any area of virtual storage
Problem determination aids, PDAIDS (event tracing routines)
System debugging aids, SDAIDS (program event recording and
tracing routines)
Disk and tape LABEL INFORMATION display programs
LISTIO and MAP commands (aids that list devices used per partition,
and that map virtual storage organization during system operation)

e Commands that allow information contained on disk files using VSAM
(Virtual Storage Access Method) to be printed, listed, or verified

0} ®  Programs that display libraries and aliow them to be edited and

maintained

®  Error messages issued by the system that inform the operator about
the nature of an error.

The serviceability aids that detect hardware failures and produce formatted output
concerning this failure are:
® RMS — Recovery Management Support
® EREP — Environmental Recording, Editing, and Printing
®  OLTEP — Online Test Executive Program
®  TOLTEP-Teleprocessing Online Test Executive Program
®  SEREP — Stand-alone EREP
Micro-program diagnostic aids, (Models 115, 125, and 158)

In addition to the above aids, the Models 115 and 125 are provided with a micro-
program recording facility that records certain types of hardware errors on the

I console file. The errors recorded on the console file can be displayed and analyzed
by the IBM CE using the Maintenance Program Selection and Log Analysis displays.

A similar facility is provided on the Model 158 in the form of displays obtained
by the use of the Service function.

A reference chart at the front of Section 2 lists the IBM serviceability aids, which
are described in detail in that section.

Serviceability aids offered by IBM that are designed to gather system information
specifically for use with high-level languages (RPG II, PL/I, American National
Standard COBOL, and FORTRAN) are not described in this manual. Details about
these aids are found in the corresponding manuals for the processor being used.
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What is Debugging?

1.4

Introduction

Debugging is a procedure that is followed to isolate an error (sometimes referred
to as a bug) that prevents programs from being correctly executed by a computer P
system. : v

Debugging requires the coordinated efforts of operators and programmers, and is
divided into two distinct actions:

®  Hands-on debugging

®  Offline debugging.

Hands-on debugging entails the examination of available symptoms and
indications and the saving of information by the operator when a system
malfunction occurs.

Offline debugging requires the analysis and the isolation of an error by the
programmer, using data gathered during hands-on debugging.

IBM has provided special programs, commands, and procedures called service-
ability aids, or tools, to help in gathering information about a system malfunction.
These aids can be initjalized by the operator and are of special interest when an
error is obscure.

The two debugging actions (hands-on and offline) can be divided into the
following four phases as shown in figure 1.1:

1. Determine the type of malfunction.

2 Gather information.

3. Analyze the information.

4.  Use aids for further error isolation if required.

Ny
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OPERATORS

Phase 1
Recognize the error type:

® Unintended loop
o Wait state

@ Incorrect output
® Program checks
® | /O device errors

Phase 2
Gather information:

Message from SYSLOG
Line printer output
Dumps

A MAP of virtual storage
A LIST10 of 1/0 device
assignments

Low address storage
System activity
Indicator lamps

EREP or SEREP output
Models 115/125 Log
analysis displays

Model 158 display frames
Loop traces

e o 0 00

\

PROGRAMMERS

Phase 3
Isolate the error:

Job control

Error messages /

and Dumps

Error messages

JCL errors

Incorrect macros
Linkage editor errors
Source code errors
Loop traces

1/0 data file errors
Flowcharting errors

o 0 0 0 0 00 o

Program logic

Phase 4
Further error isolation:

® Trace routines
® Operator’s console

@ Supervisor communication
) macros
: ® { ibrary and service programs

Figure 1-1. The four phases of debugging
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* System Malfunctions

1.6

Introduction

Generally speaking, a system malfunction is said to have occurred whenever a
program did not do what it was expected to do. A system malfunction can be
due to one or more of the following:
®  Anoperator error or job set (JCL)
®  Anerror in the program logic, a coding error, or
the misuse of instructions '
® A hardware failure
®  An unusual circumstance during program execution.

Because of the many circumstances in which errors may occur, system malfunctions

manifest themselves in different ways.

The physical size of a given system, its environment, and the type of programs used
also play a part in how a particular error affects system operation.

During single-partition batch jobs (BJ)

In this type of environment, the easiest way to recover from an error is to cancel
the job and begin it again from the IPL procedure. However, to deal with a
program that has been operating successfully for several hours prior to the error,
alternative methods must be used.

Also in this type of environment, operators “get to know” the programs and can
recognize when the programs do not appear to be performing the same as before.
Hands-on debugging can be performed without interfering with the execution
of other jobs.

Multiprogramming environment (MPS)

To cancel, re-IPL, and restart jobs after a malfunction in this type of environment
would delay both production and debugging procedures. Hands-on debugging is
more difficult than with BJ, and the method used to gather information must be
carefully chosen. It is also impossible to “get to know,” by repeated use of the
same programs, exactly what each job should be doing at any given time, and so it
is more difficult to recognize a system malfunction.

Teleprocessing (TP)

Since teleprocessing is normally executed on multi-programming systems, the
same problems are met as those described under MPS. Additionally, the
cancellation of jobs is more difficult. The difficulty increases in proportion to the
number of terminals online, and the number of active partitions, when the mal-
function occurred. Hands-on debugging cannot be attempted without informing
and affecting all the terminals.

During program testing

Although systems may not be large or complex in this type of environment, it is
less likely that the operator will know the programs. In this environment, the
testing of new programs and the simulation of space flights, aircraft structures,
traffic controls systems, etc., are carried out daily, with unpredictable results in
most cases. Hands-on debugging can be done only by the programmer. Even
recognizing a system malfunction is in itself difficult. Gathering the right
information is of paramount importance, to enable the programmer to debug
offline.

The previous paragraphs indicate that when a system malfunction occurs, the
operator must be able to recognize it as such, decide on whether or not to use

@
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hands-on debugging to inake a possible recovery, and decide on the best method of
0 gathering information that will help the programmer.

A description follows of the main types of system malfunctions, how to recognize
them, and how to treat them.
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Type of Malfunctions

LOOPS : ~ Definition
el _ Y
A loop in a program is the repetitive execution of a sequence of CPU (central (
processing unit) instructions. ' ' T o

If the number of instructions in the loop is small, the loop is referred to as being
small, short, or tight. When a loop consists of many instructions, which may also
T include input/output operations, the loop is often referred to as long.

Types of loops

A part of a program may be repeated a number of times, thus creating a programmed
loop. A programmed loop is often referred to as a processing loop. Sometimes a
program error causes the CPU to repeat part of a program endlessly. Such a loop is
never intended and requires debugging procedures to isolate the error.

Recognizing a loop

One or more of the following may indicate that a job/program is in an unintended
loop: ‘

o t . e A steady glow in the lights of the system control panel with the SYS indicator
a IE %@"T”%ﬁ %({X %‘ﬁ 0 A on. For the Model 125, one address will appear to remain displayed on the

A M . wE A o A fr video display unit. (This depends on the size and nature of the loop.)
INDVCATOIRRS e ©

'''' M PATT ERN
RN 1 W%l e ¥ ,V}“: cb ”‘?'("*b ® A rhythmic pattern in the lights on the system control panel, or for the
B e s m?‘%, %:Q‘;f Models 115, 125, and 158, the word WAIT may flicker on the video display
PrESS THE §1:0%‘ o %\% unit.
Momp T r@ie S & THE . | . -
i . e pointless recurrence of I/O (input/output) activity. |
) KD ATOTR S HouLD Go oFF. .
BoTH 249 2 WAT IR DIC
Qomat ATl o
G
or, WAT WLl
Ot L L RROE 07 —~
s , TY. wonS! Dy . If the programmer has not warned the operator about a programmed loop, or given

a time estimate for the program, it will be very difficult to differentiate between
*___an unintended loop and a programmed loop.

® A job (program) that does not change status for a long time (for example, an
absence of I/O activity).

1y . .
ot A note to the operator: When a loop is recognized, the operator must first try to

UB) iu g o' establish whether the loop is unintended or has been programmed, before beginning
with hands-on debugging.

Even when time estimates are given, job or program time may increase because of
any one or more of the following:

®  Priority of the partition in which the job is running (multiprogramming
system)

®  CPU retry and error logging routines
®  The use of slower speed input/output units than those for which the job was

originally planned.

Causes of an unintended loop

® A coding or logic error in the program may cause an unintended loop.

®  The operator may have set the job up incorrectly, thus causing the program
to loop at some stage during execution.

An input/output device malfunction.
. A JCL (job control language) error.

1.8 Introduction
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Operator action LOOPS

If the operator is not sure whether the loop is unintended, the programmer must
be contacted before any debugging procedures can begin. If this is not possible,
the only action the operator can take is to let the job run on for a time, depending
on system commitments, and to make notes of any further system activity. If the
loop is programmed, no time would have been lost by allowing it to run on. In
multiprogramming environments a loop in one partition will affect the run times
of programs in other partitions.

Flowcharts in Section 3 will help the operator in gathering information at the
time the error occurs, and Section 4 provides a guide for programmers in how to
analyze this information.
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WAIT STATES

1.10

Introduction

Definition

There are occasions when an error in the program or the machine causes the
system to stop. This means that no I/0 activity is occurring and no instructions
are being executed.

In this state the hardware circuitry turns on the WAIT indicator. or on the
System/370 Models 115, 125, and t58. displays the word WAIT on the video
display unit, and the system is said to be in a wait state.

Types of wait states

The impact of a wait state on system operation depends on the cause of the wait
and the operator action required to recover from it. The following terminology
is used for describing a wait state:

®
[ ]

Hard wait
Soft wait
Normal wait

Essentially, the difference between the first two waits is that the system
recovery from a hard wait is impossible without executing a system IPL, whereas
recovery from a soft wait may be accomplished without impairing program or
system operation. The operator can easily determine the type of wait state by
pressing the REQUEST key. If the wait is soft, the message “AR” is issued and
the console will accept input.

When the system is waiting for operator responsé to a message printed on the
console printer or for an I/O device to be made ready by operator action,
the wait state is sometimes referred to as normal.

Recognizing a Wait State

Any of the following observations confirm that the System is in a wait state:

WAIT indicator remains on, or for a System/370 Models 115,125, and 158,
the word WAIT remains displayed on the video display unit.

SYS indicator remains off (See Figure 1-2).

No I/O device activity occurs.

One or more SYSTEM CHECK indicators are on.

A HARD MACHINE CHECK message is printed on the console printer.

A HARD WAIT coded message in general register 11 (X‘B’).
A HARD WAIT coded message in bytes 0-3 of low address storage.
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Causes of a soft wait WAIT STATES

A soft wait may be the result of an 1/O operation performed on a malfunctioning T W

device that is unable to complete an operation.

A system waiting for a magnetic tape unit to rewind a tape reel or for a disk unit
to finish a seek before continuing a program, is in a temporary soft wait.

Recovery from a soft wait

If the system is in a soft wait, it is waiting for an interrupt to signal the completion
of an event. Although the expected interrupt may be trom the timer or external
interrupt key, a missing “device-end” caused by hardware is the most frequent
cause. The operator can make each device not-ready, then ready, to generate a
device-end interrupt from each device. The system light flashes briefly as the
supervisor examines and discards interrupts for which it was not waiting. The
interrupt from the device for which the system is waiting causes normal processing
to continue. (The occurrence should be brought to the attention of the customer
engineer as a possible hardware failure.)

It may be possible to isolate the cause of the wait and take alternative action, such
as using a different I/O device.

Recovery from a wait state becomes more important on large online multi-
programiming systems where to cancel programs or to re-IPL may be disastrous.

Causes of a hard wait

Hard waits can be caused by machine failure and programming errors. Possible
programming errors that cause hard waits are:

e  Supervisor errors as the result of a program check while in the supervisor
state

® Coding errors in transient routines
e Incorrect use of transient routines.

Operator action

If the hard wait has been caused by a hard machine check shown by a message on
SYSLOG and/or a coded message in bytes 0-3 of low address storage (see note),
the operator must gather information from the system to help the IBM customer
engineer locate the error.

If, however, there is no indication that the wait has been caused by a hard
machine check, some information as to the cause of the wait can be obtained
before retrying the job or starting a new one.

In any case certain initial checks must be made on the setup procedures for the
job, the input media in use, and 1/O devices in use.

Flowcharts in Section 3 will help operators in carrying out initial system checks
and in gathering data about the wait state, and Section 4 provides a guide for
progranumers in how to-analyze the data.

; :

Note: For tfz/e Models 115 and 125 that are not supporting MCAR/CCH, a coded
message is placed in GR11. A complete list of coded messages is given in Section 2.

Introduction
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INDICATORS FOR
LOOPS AND
WAIT STATES

1.12

Modei dependent
control console
layout

SYS MAN WAIT

The SYS, MAN, and WAIT indicators show the CPU and
1/0 operating states as follows:

INDICATOR

FUNCTION

SYS *

The SYSTEM indicator is on when CPU operations are
in progress and either use meter is running.

MAN *

The MANUAL indicator is on when the CPU clock is
stopped or the system is in a stop state. All pending
interrupts are handled, Manual store/display operations
are possible only when the MANUAL indicator is on.

WAIT *

The WAIT indicator is on when the system is in a wait state
(CPU clock running but no instruction processing taking
place). If the wait is a soft wait state and an interrupt
occurs, the CPU is taken out of wait state and processing
started under control of the program being executed.

CPU State

* These indicators do not exist on System/370 Models 115,
125, and 158. Instead the corresponding words are displayed
on the display unit.

1/0 State

O O ®) Abnormal condition ~ Abnormal condition v
[ o O o Wait Not working 'W WAIT STATE
o e (o] Stopped Not working
ol N ) Stopped/Wait Not working
I ® @) (0] Ruiming Undetermined IW LOOP
® ®) o Wait Working
I ® O @ | Ruming Working '%ZZE LOOP (with 1/0 activity).
Stopped/Wait . Working
Legend
O - off ®-On

Figure 1-2. System indicators.
Aids for recognizing a loop or a wait state.
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Definition lAN CORRECT
OUTPUT

Incorrect output can range from incorrect line spacing on the printed output
from a line printer to incorrect results of calculation written on a disk file.

Recognizing incorrect output

Incorrect output may be detected by:

1. Operator

Invalid messages on console printer(s)
Unidentified data line printer(s)
Duplication of data display unit(s)
Lack of activity on I/O devices assigned as output units
Either more or less I/O activity than expected.

2. Programmer

If the execution of a program has been apparently successful, incorrect results

will not be detected until the data is used at some future time.

Incorrect output can be categorized as:

® Missing records

®  Duplicate records

® Invalid data that has sequence errors, incorrect values, format errors, or
meaningless information.

Causes of incorrect output

As well as errors in the program logic, mistakes in setting up the system for the

(m) program will cause errors in the output. For example, use of incorrect data for
input files, mistakes in device assignments, and incorrect job control statements and
commands in the job stream will cause unexpected output.

Operator action

If the programmer cannot be contacted, the operator must save the output (what-
ever it is) or make a note of system activity before cancelling the job, or both.

The work files and input data should be given to the programmer together with
any dumps executed. It may also be necessary to re-submit the job and trace the
logic flow by using the SDAID BR and/or IF trace.

Flowcharts in Section 3 and 4 indicate the serviceability aid to use for isolating the
cause of this type of system malfunction.
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INTERMITTENT Definition
ERRORS An error which occurs once and then seems not to recur for some time, is said (( }\
to be intermittent. The frequency of the error may be a fraction of a second in AW

the case of a high-speed computer like the System/370, or a week, a month, a year,
or even longer. Intermittent errors can be caused by hardware failures or by
programming €rrors.

Hardware failures

IBM provides serviceability aids that record and analyze hardware failures and
attempt to recover from them. The routines that perform these functions are
collectively termed RMS (Recovery Management Support). If online recovery is
impossible, the system may be placed in a hard wait state. A message is issued to
the system operator to run either the SEREP or EREP program. The output
obtained from either of these programs is a listing of the statistical data accumu-
lated up to and including the time of the error. This information serves not only as
an aid in diagnosing machine errors, but also helps IBM customer engineers to
increase the Reliability, Availability, and Serviceability (RAS) of the system.

RMS does not affect system operation, except for the time required to record the
failure and issue an informatory message on SYSLOG.

®  Note: By use of the MODE command the recording and printing of soft
machine checks can be suppressed. (This is not applicable to the
Models 115 and 125).

If the retry of an error is not successful and the severity of the error prevents
system operation, the machine attempts to issue the message.

OT11W HARD WAIT CODE = X (where X is an alpha character A thru I)
and the system is placed in a hard wait state. Diagnosing this condition is described T

Ny

in Sections 2 and 3.

On the System/370 Models 115 and 125 statistical data about the hardware is
recorded on the console file by micro-program. The recorded data on the console
file can be displayed on the video display unit by selecting one of the LOG
ANALYSIS displays. This is described more fully in Section 2 — F in this manual.
The information displayed supplements the EREP/SEREP program output that
may also be required, depending on the type of I/O units attached to the systems.
If a hard wait occurs with no message on the console printer, there may be a
message in “low address storage* that will indicate an operator action. Low
address storage and its meaning is fully discussed in Section 2.

Intermittent programming errors

After writing a program, it is in most cases quite impossible to test it under all
combinations of circumstances that may occur during its use. Therefore,
programs may contain coding errors that become evident only under particular
circumstances, even after years of error-free use.

Since the error does not occur every time the program is executed, and the EREP
printout or Log Analysis display indicates no hardware failures, this type of
system malfunction is regarded as an intermittent software error.

Such an error can be caused by a combination of the following:

A change in the input data (a new card deck)

Poor quality input media (cards, tape, data transmission)

An existing coding error in a routine that is not normally executed
A change of routines called by the supervisor

The use of a new software routine

New operating procedures

®  Changes in the job control language.

An error of this type is difficult to isolate, and requires the use of special
debugging techniques.
1.14 Introduction
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Definition PROGRAM CHECK
INTERRUPT

There are three types of program check interrupts:

1. A page translation exception. This occurs when an instruction or data is not
in the real address area. A page from the page data set must be ‘paged in’ to
the real address area before the program can continue. This is not an error
condition. v

2. Program check interrupt resulting from the use of the MC (monitor call)
instruction. This is not an error condition.

3. Program check interrupt resulting from incorrect specification or use of an
instruction or data by the problem program. This is an error condition, and is

always reported by a message issued on SYSLOG at the time of the program
check as shown below: :

BG 0S031 PROGRAM CHECK INTERRUPTION — HEX LOCATION 0406E0 —
CONDITION CODE 3 — DATA EXCEPTION
0S001 JOB DEBUGEXS CANCELED

The program is automatically cancelled by the supervisor and depending on the
use of the job control statement/ / OPTION DUMP, or the DUMP option being
supported by the supervisor, a dump of the supervisor and of the partition owning
the program is executed. This automatic program cancellation is termed abnormal
EOQJ (end of job), or program abnormal end. The program check message gives

the location of the failing operation and the condition code. This gives the pro-
grammer a starting point for offline program debugging.

Causes of a program check

The most probable cause is improper specification or incorrect use of instructions
or data in the program.

®)

Program checks occur most frequently during program testing, because of
incorrect coding or errors in the program logic.

Operator action

No action can be taken by the operator other than saving for the programmer the
console printer log sheet, the dump (if executed), job stream, and any input

data files used by the failing program. Flowcharts in Section 4 will help the
programmer to analyze the information and isolate the error.
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I/O DEVICE A device malfunction either will be seen immediately as an incorrect physical -

MALFUNCTIONS operation, or will cause the system to enter a wait state, loop, or produce (» \
incorrect output as already discussed. Normally an error message will be N 4
issued on SYSLOG.

Examples of device malfunctions

" Some obvious device malfunctions are:

®  Mechanical noises not normally present

®  Lamps either on or off which the operator recognizes as not normal conditions

® A lack of movement of input/output media which the operator knows to be
incorrect at the time

® “Tape Runaway,” a special type of error that occurs on magnetic tape drive unit
(A mounted tape winds forwards at a higher speed than normal.)

®  Incorrect “form skipping” on the line printer.

Operator action

If there is no obvious action that can be taken such as pressing the device STOP
and/or OFF buttons, consult the device component manual before informing
your IBM customer engineer (unless the nature of the malfunction constitutes
a danger to human lives and equipment).

N
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Gathering Information

When a system malfunction is recognized it is important that the operator obtains
information from the system. The information helps the programmer and the IBM
O customer engineer during offline program debugging. Whatever the system mal-
function, the operator must always save error messages issued on SYSLOG and/or
on SYSLST, and in some cases save the I/O media (card files). i

The operator can obtain information by doing one or more of the following:

®  Issue the MAP command. '

e  Make a note of system activity.

®  Display low address storage, the current PSW, the control registers and
general registers.

o  Execute a storage dump.

e  Take a trace of a loop.

®  On the Models 135, 138, 145, 148, 155-I1, and 158, initiate the EREP
or SEREP programs

e  On the Models 115 and 125 on the advice of the IBM CE use the Log
Analysis to display hardware errors recorded on the console file,
and on the Model 158 use the display frames.

Many factors must be considered when gathering information, and Section 3 and 4
cover this subject in detail.
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LOW ADDRESS This area of low real storage (as defined in the Introduction to DOS/VS) is one of
STORAGE the important sources of system information used to aid offline program debugging.
The contents of the low address storage can be dumped (printed out) or displayed
by using job control commands or console aids. Details about the format and
contents of the low addreéss storage are given in Section 2-E of this manual.
Figure 1-3 illustrates the location of low address storage in relation to other areas
in virtual storage.

Wait state messages
PSWs

CAW

csw

Timer
Interrupt codes

Partitions
for user programs

S

-

LOW ADDRESS STORAGE

SUPERVISOR

PROGRAM A

PROGRAM B

PROGRAM C

PROGRAM D

PROGRAM E

HIGH ADDRESS STORAGE

Figure 1-3. Relative location of low address storage.

Low address storage contains information to aid offline debugging.

(Size relationships in this figure are purely illustrative.)
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A dump is a program or an operation that prints the image, in hexadecimal format,
of a selected area of virtual storage. This term is also used when an area of virtual
storage is recorded or stored on magnetic tape or on a disk pack.

Figure 1 - 4 illustrates the various type of dumps offered by IBM. Section 2 - A of
this manual describes how to execute the dump programs and operations, and
discusses the meaning of dump output that is useful during offline program
debugging.

LOW ADDRESS STORAGE

SUPERVISOR
Adumootte
Stand-alone dump.
PROGRAM A
Real
i : LI RTIITITH
Virtual
:::aress PROGRAM C

A dump of the
virtual address area. 4

PROGRAM E

SHARED VIRTUAL AREA

Figure 1 - 4. Storage dumps.

Various areas of storage can be dumped or displayed using the IBM dump
programs and console aids.

(The dividing point between real and virtual address areas depends on the size
of the hardware memory on your System/370).

Gathering Information

STORAGE
DUMPS

A dump or display of the
low address storage.
Attention routine commands
and operator’s console.

A dump of a partition in the
real or virtual address area.
This is referred to as a
Partition dump or a System
dump and includes a dump of
the supervisor area.

System generation option,
job control statement, job
control command, and
assembly language macros.

A snap shot dump used to
display small parts of a

program at any selected

area,

Attention routine commands and
assembly language macros.

A dump of the SVA

i Partition dump or a System

dump includes a dump of
the SVA (or part of it) if
a program check occurs
in the SVA.

Introduction  1.19



Gathering Information

LOOP TRACING

1.20

Introducﬁon

Three methods of tracing or recording the path of a loop are provided on the )
System/370: U{ﬂ%‘
1. By using the facilities provided by the operator’s console, the operator can A
list the addresses of the instructions used by the loop.
2. By using the successful branch routine of the SDAIDS.
3. By using the instruction fetch trace of the SDAIDS.
All three methods are described in Section 2. The first method is useful to trace
small loops during hands-on debugging. However, the amount of time that may be
spent tracing a loop by this method depends on the answer to the following:
1. How important is it to system operation that the loop be fully traced?
2. How will the time spent tracing the loop affect system commitments?
Normally the operator is not in a position to answer these questions and if the
programmer or the DP manager is not available he can only take a short trace,
The second and third methods can be used either during hands-on debugging, or
during re-runs of the program generating the loop.

A note to operators

Before tracing a loop by using any of the above methods, you must consider their
effects on time-dependent programs currently running in the system.. Such
programs are, for example, those: uising magnetic ink character recognition or
teleprocessing equipment as inpﬁ tput devices.

Guidelines on how to isolate an unintended loop and trace it are given in
flowcharts in Sections 2 and 3.
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RMS (Recovery Management Support) HARDWARE ERROR

RECORDING AND

0 The functions employed in recording a hardware error and recovering from it are RECOVERY
collectively termed RMS (Recovery Management Support). RMS was introduced

under “Hardware failures” in this Section. RMS software routines record hardware
failures on the system recorder file, located on SYSREC (SYSREC can be either
an area on SYSRES, or an individual disk pack.)

For the System/370 Models 115 and 125, errors in the CPU and natively attached
input/output devices (except tape units and teleprocessing terminals), are recorded

| on the console file. Recording is performed by microprograms and is independent
of the RMS software routines.

Figure 1-5 contains an overview of RMS, which is a part of the total RAS
(Reliability, Availability, and Serviceability) concept. RMS uses a monitor and
several transient routines that check the severity of the error, record it (if possible),
and print informatory messages.

Using an IBM program called EREP (Environmental Recording, Editing, and
Printing) the data on the recorder file can be printed on a line printer. This data
is used to investigate the nature and cause of a system malfunction. For the
Models 115 and 125, information will be printed by EREP only if the system
supports RMS. (Refer to Section 2-F for details.)

If the severity of a hardware error is such that EREP can not be executed, the IBM-
supplied program SEREP must be executed. SEREP is a stand-alone version of
EREP that formats and prints the data held in the logout areas of real storage.

On the System/370 Models 115 and 125, the LOG ANALYSIS displays hardware
| statistical data recorded on the console file. This is additional to the EREP program
that can be executed after using the log analysis displays.

0@ A similar facility is provided on the Model 158 in the form'of display frames obtained
by the use of the SERVICE function.

How to execute EREP and SEREP, and how to use the log analysis displays and
display frames feature is described in Section 2. The components of RMS are fully
described in Section 2-F.
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HARDWARE ERROR

RECORDING AND

Hardware error

Saves data about the error
Continues processing in a

On Models 115/125/158
recording on the console

RECOVERY
Error detection, correction, and
recovery by hardware microprogram
Machine check interrupt 70
generated for CPU error, f I'?;BYLUW generated )
main storage and control or channel and device
storage errors, ] Errors.
Interrupts !
enabled Automatic System Action
(depends on severity of error)
°
in registers
For System/370, Model 115/125 L
record error on the console file, e degraded mode
Log error in the LOGOUT areas °
f rage. X
of real storage file occurs
et
Automatic system action
1
® | Tries to record data about the
s Efror severe error on system recorder file.
® Tries to print a message on
No SYSLOG to inform operator
about the type of error.
® Places system in a hard wait.
RMS Re-analyze
f . .
So thare { data about Automatic system action
Routines the error. ‘)
® { Records data about the error
on the system recorder file,
® Cancels the job in which
Recovery the error occurred.
\

1.22

possible

to inform the operator of
system action.

‘next job.

® Prints a message on SYSLOG

® Continues processing with

Autqmatic systemaction

Records data about the

error on the system

recorder file.

® Prints a message on SYSLOG
to inform operator that a
hardware error has occurred.

e Continues norrmal processing.

Figure 1-5.  An overview of RMS,

This illustration shows the general connection
between the hardware and software components of the

Operator action

For use by IBM
customer engineers
during scheduled
maintenance

use the display frames
]

For System/370, Models 115 and
125, use the LOG ANALYSIS
feature to display hardware
statistical data and for Model 158

Use EREP to print out
the data about hardware
errors recorded on the
system recorder file.

Programmer action

hardware error recording and recovery functions. It Use the EREP printout to
also shows the connection between RMS and the find out more about the
EREP and LOG ANALYSIS programs. system.
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IBM customer engineer’s action

Use EREP printouts to aid
in hardware error diagnosis}
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EREP (Environmental Recording, Editing, and Printing)

This program edits and prints information about hardware failures that are
recorded on the system recorder file (SYSREC).

There are several options of EREP that enable the operator to select SYSREC
records for editing and printing. These options are detailed in Section 2. By using
the EREP program output, the IBM customer engineer can recognize hardware
failures. During scheduled maintenance periods he can then perform preventive
maintenance on the parts of the system causing hardware failures.

Because the EREP program can be initiated by the operator, it is a useful aid for
gathering data about the condition of the hardware at any time during
system operation.

Some messages issued on SYSLOG tell the operator when to execute EREP.
For example:

0T11W HARD WAIT, CODE =D
RUN EREP RECORDING SUCCESSFUL

Other occasions when EREP should be executed are indicated in DOS VS
Messages.
For example:

OTO5E ERROR ON RECORDER FILE — RUN EREP
Operator action: )
Schedule the EREP program to display the information on SYSREC.

Either the operator action listed under the appropriate message will indicate
the EREP option to select, or your IBM customer engineer will advise you on the
option to select.

Flowcharts in Sections 3 and 4 also indicate when to execute EREP,

Gathering Information

HARDWARE ERROR
RECORDING AND
RECOVERY

Introduction
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HARDWARE ERROR SEREP (Stand-alone EREP)

RECORDING AND .
RECOVERY This is a stand-alone program that edits and prints hardware failure data either ({.)

stored in the logout area of real storage or, for the Model 158, recorded on the log
recording console file.

SEREP provides a means of printing system status information stored in the real
storage logout areas at the time of the machine malfunction. The SEREP
printout is analyzed by your IBM customer engineer.

l For the Models 135, 138, 145, 148, and 155-1I, SEREP is initiated using the
standard IPL procedure. The SEREP program consists of a card deck and must
be executed when the message issued on SYSLOG indicates “RUN SEREP”
For example:

0T11W HARD WAIT CODE =H
RUN SEREP RECORDING UNSUCCESSFUL

For the model 158 SEREP is contained on the Log Recording Console File which
is loaded by using the Service and Index frames.

If a hard wait condition occurs and no message is printed, a wait message in low
address storage will inform the operator if SEREP is to be initiated.

Flowcharts in Sections 2 and 3'indicdte how and when to use SEREP.

AN
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Log Analysis Displays (Models 115 and 125) HARDWARE ERROR

RECORDING AND

0 This aid, provided for IBM CE use, enables the condition of the internal hardware RECOVERY
to be displayed, and, if required for offline analysis, to be printed on the 5213

printer, if attached. On advice from the CE, an operator is able to obtain “hard
copies” of the displays if a hardware error is the cause of a system malfunction.

Maintenance (M)

When the mode selection display is on the video screen and the operator enters
selector character ‘M’ against ‘Mode Specification,” the screen displays the
maintenance repertoire. This repertoire consists of log analysis, micro tests, and
CE manual operations, as shown in the figure below. The cursor is positioned next
to the preselected ‘M’ so that any one of the maintenance modes can be

selected.

*MAINTENANCE PROGRAM SELECTION *

LOG TESTS CE-MAN.CPS

A=LOG GENERAL J =CPU S =10P
B = CPU K= 1403 U =CRT-SCOPE
C = CARD/PRINT {/0 L = 2560/5425 V =1/0 EXERS

D = DISK M= 3504/3525 X =1PU

E = ICA N = DISK Y =MATRIX S
| = CHANG. DISKETTE 0=1ICA Z =MATRIX M
PROGRAM SELECTION: M R = SYSTEM TEST (ASCP)

Note: E= ICA is displayed only when the system supports the lntegrated
Communications Adapter

Figure 1-6. Model 125 maintenance program selection display.
On the Model 115 the entry K = 3203/5203

Log Analysis (A-E)

When a parameter ‘A’ through ‘E’ is entered into the maintenance display, log
information is brought to the screen. Entering ‘A’ for instance, causes a display of
general log information that informs the operator if any logging occurred, and if
so, which part of the system caused it. From this report, the operator can select

a detailed log by keying in one of the four characters ‘B’ through ‘E’. For example,
‘B’ provides log information for the CPU.

A “hard copy” printout of the displayed information can be obtained and saved
for your IBM customer engineer by pressing the copy key, if a 5213 matrix printer
is attached to your system.

Further details are given in Section 2, F-5.
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HARDWARE ERROR Display Frames (Model 158 only)
RECORDING AND “y
RECOVERY A serviceability aid provided on the Model 158 allows the operator to display and ({ ‘
obtain ““hard copies” (on the 3213 printer) of the condition of the hardware. L
The information displayed or printed is used by the IBM CE to diagnose the cause
of a permanent hardware error. A hardware error of this type will be recognised
by the operator by an error message displayed on the program frame, for example
the words STOR CHECK displayed in the lower right corner of the frames.
" Having recognized the existence of a hardware error, the operator can either inform
the IBM CE immediately, or can “look at the hardware” by scanning the information
on the display frames and obtaining a “hard copy” of them if desired.
The type of information displayed is listed under numbers 6 to 26 in the INDEX
frame shown below.
F FRAME FoFRAME L- LOG
SELECTION SELECTION
-MANUAL 2 CKS&R RY SELFCTION
3 t)()f:” IGURATION I'\I\ZN[ L CHECKS Y » 00
~PROGRAM 24-CHANNEL CHECKS2
ALTER/DISPLAY
@ 6-DPU DISPLAY 26--SSR B BFR
L] - CTR TORE DISPLAY
® 8-COMMON CH DISPLAY 43 -EXTERNAL DIAGNOSTICS ®SELECTION
® 9- CHANNEL 0 OISPLAY
n ~CHANNEL 1 DISPLAY S-SER
L] ~CHANNEL 2 DISPLAY
» CHANNEL 3 DISP Y ® SELECTION
? 13- CHANNEL 4 DY
L] NNEL S DISPLAY
L U DATA FLOW1T HE X
. CUDATA FLOWZ NPUT /("‘ ™~
L CHANNEL TO CHANNEL L }
- ~EXECUTION ARRAY ‘z‘ . )P/
- COMPOSE
» -CSBAR BKUPS

COMPQSE-- ®STARY »STOP ®CLEAR

Figure 1-7. The Model 158 Index Frame

This frame is obtained via the manual and service frames. With this additional information
about the hardware, the. IBM CE will be able to advise on further system operation.

How to use this serviceability aid is described in Section 2-F.
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‘F urther Error Isolation

If the error cannot be isolated by analyzing the information obtained from the
‘ procedures already mentioned, other programs and tools must be employed during
/  program reruns.

Trace routines

The trace routines supplied by IBM are special programs that “look inside” the
central processing unit during system operation.

Traces of program execution are especially valuable on the larger multiprogramming > F"‘ VU »
systems. G

Traces can indicate the phases used, the supervisor calls required, the types of
interrupts encountered, and the I/0 activity during program execution. Trace
routines can also indicate paging activity and successful branching, and produce a
printout of instructions fetched, and storage and general register alterations,
during program execution.

Supervisor communication macros

Certain DOS/VS macros can be written into programs to provide more information
about the state of the system at the time of an error. One such macro is PDUMP,
which will give a dump of any specified real or vigtiral address area.

Operator’s console

A useful tool for hands-on debugging is the operator’s console. This is used for
0 “tracing a loop” and displaying or altering registers and small areas of storage.

Library and Service programs

DOS/VS library and service programs are useful when information is required
about previously written programs that are used by problem programs. These
DOS/VS programs will list volume directories, print listings of the programs
contained in the libraries, and display file label information. Such information

is required, for instance if a particular phase on a private core image library causes
incorrect results of calculations when used by one of the tested problem programs.

VSAM Programming Aids

VSAM (Virtual Storage Access Method) provides aids that print, list, and
verify data recorded on VSAM files. Assembler macro instructions for VSAM
are also provided to allow the programmer to obtain information about /O
operations (OPEN, GET, PUT, CLOSE) during execution of VSAM programs.
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Analyzing the Information

Introduction 1.28

The analysis to be made depends on when the job failed and how much pertinent ,
information the operator obtained from the system at the time of failure. It also ﬂ( Y
depends a great deal on the system environment. The first step is to examine x& y /
messages printed on the console log sheet, and to look for any messages on the -
output printer.

The next step is to examine any other printed output, for instance, program output
and storage dumps.

For a successful analysis, the programmer, who should be familiar with the
program, will require:

®  The program listings

®  The linkage editor map

®  Flowcharts of the failing program.

In the more difficult cases of program errors, the programmer will also require:
The supervisor listing

Output of the trace routines

Dumps of the data input files

The input media

Listings (or displays) of file label information

Listings (or displays) of the libraries.

If the program failure was caused by a hard wait, the programmer should scan the
EREP printout (if one was obtained) to eliminate any possibility of a hardware
failure, and examine the stand-alone dump.

Section 4 describes in detail how to use the above listed output during offline
debugging.
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Section 2

SERVICEABILITY AIDS

2.2 Serviceability Aids

How to use this section.

| R
Familiarize yourself with the contents of this section, which gives details about (()/
the operation and execution of the serviceability aids offered by IBM.

The reference chart shown on the opposite page lists the aids described in this
section in groups according to type.

All right-hand pages in this section have running-tabs numbered to correspond to
this chart. The chart helps you to locate details about any aid described in this
section.

For example:
SEREP is described on page marked F — 4

Another example:
When a dump of the low address storage is required in an operators flowchart of
Section 2 and 3 it is indicated as:

Dump, or display and note the
e Current PSW

® 16 control registers

® 16 general registers

o Low address storage

: See D-1-F for Models 135, 138, 145,
148, 155-11

nd D-2-F for Models 115, 125

" and D-3-F for Model 158

D-1-F, D-2-F and D-3-F refer to tab numbers that identify unique pages in this oo
section. LW

In this example it guides the operator to the flowchart procedure for dumping
low address storage.

Table referencing in this Section

[lustrations in this Section do not have figure numbers, but are referenced by the
text. For example, “the next illustration shows. . .. .”” or “the figure on the

29

opposite page shows the ....... .

However, because tables in this section are often referenced from other parts
of this manual the tab referencing system is used for the Tables. For example:
A table in subsection B-6 is given the reference of B-6. If there is more than
one table in any subsection the first table is given the reference B-6-A and the
second table B-6-B, and so on.

e
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