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Preface

Objectives

This guide explains how to manage a RSTS/E system on a day-to-day basis.
To use the features described in this guide, RSTS/E requires you to have cer-
tain privileges. Only the RSTS/E system manager and users with the needed
privileges should have access to this guide.

Audience

This guide is primarily for use by system managers and operators. You do not
need to have a great deal of knowledge of and experience with RSTS/E to manage
a RSTS/E system. However, to perform certain system management tasks, you
should understand how to use a text editor like EDT and be familiar with the
DIGITAL Command Language (DCL).

In addition, because not all customers install their own systems, the manual
includes information for DIGITAL field service engineers and software support
representatives. This information is clearly indicated.

Document Structure

This manual contains 16 chapters and six appendixes:

Chapter 1 Contains a glossary of RSTS/E terms and an overview of the
RSTS/E disk structures, system management concepts, multiple
privileges, account management, and file access.

Chapter 2 Describes procedures for starting, halting, and restarting RSTS/E.

Chapter 3 Describes what the system startup command file should include.

Chapter 4 Describes the phases the RSTS/E system goes through when shut-
ting down.

Chapter 5 Explains the quotas that limit the amount of various system re-
gources that users can have.

Chapter 6 Describes the privileges that you can assign to a user when you
create an account.

Chapter 7 Gives background information on managing RSTS/E accounts and
describes the DCL commands used to create and maintain the
accounts.

Chapter 8 Gives background information on managing terminals and terminal

gervers, and describes the relevant DCL commands.

xvii



Chapter 9

Chapter 10
Chapter 11
Chapter 12
Chapter 13

Chapter 14
Chapter 15

Chapter 16

Appendix A
Appendix B
Appendix C

Appendix D
Appendix E

Appendix F

Gives background information on the Print/Batch Services (PBS)
Package and describes the DCL commands for using PBS.

Describes the available programs and DCL commands for managing
system errors.

Introduces the concepts of device management and caching control
on your RSTS/E system and describes the relevant DCL commands.

Gives background information on RSTS/E system files and logical
names and describes the relevant DCL commands.

Gives background information on RSTS/E jobs and describes the
DCL commands for managing them.

Describes miscellaneous DCL commands.

Gives background information on working with disks and tapes and
describes the DCL commands for managing them.

Describes the DCL commands for backing up and restoring disk
files and accounts.

Describes the OPSER-based spooling package.
Lists the octal and decimal values of each bit in the PDP-11 word.

Lists the cluster size and total size of each disk that RSTS/E
supports.

Lists the general RSTS/E messages that you may encounter when
using RSTS/E.

Describes the SAVE/RESTORE system program for copying and
backing up disks.

Describes the Device Testing Package (DEVTST) used to verify the
reliability of RSTS/E supported hardware.

Related Documentation

As gystem manager, you are responsible for setting certain parameters that
affect the monitor and, consequently, the monitor directives. You also need to
make decisions related to installing and updating your RSTS/E system. For more
information on these topics, refer to:

RSTS/E System Installation and Update Guide
RSTS/E System Directives Manual
RSTS/E Programming Manual

For more information on RSTS/E documentation, consult the RSTS/E
Documentation Directory.

In addition to the RSTS/E documentation, you should have access to the following

manuals:

PDP-11 Peripherals Handbook
DECnet/E System Manager’s Guide
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Conventions

Symbols and other conventions represent keyboard characters or aid in the pre-
sentation of information. This guide uses the following symbols and conventions:

<RET> Represents a carriage-return/line-feed combination. Press the Return
key on your keyboard to produce this combination.

<LF> Represents a line-feed character. Press the Line Feed key on your
keyboard to produce this character.

<Ctrl/x> Represents the Ctrl key and some other character, represented here
by x. For example, enter <Ctrl/U> by holding down the Ctrl key and
pressing the key labeled U. RSTS echoes or displays the character at
your terminal as AU,

color In examples, black characters represent data produced by the computer.
Red characters indicate information that you enter.

[1] Square brackets show the optional parts of a command in format
statements. For example:

DIRECTORY f{file-specl,...]]

In this example, you can include one file specification ([file-spec]), or
more than one ([,...]). Square brackets also indicate the choice you have
in using a qualifier. For example:

/[INOIDELETE
This means you can enter either /DELETE or /NODELETE.
| A vertical bar indicates a choice. For example:
/LOWERCASE=[INPUT | OUTPUT]
means you can enter / LOWERCASE=INPUT or /[LOWERCASE=OUTPUT.
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Summary of Technical Changes

The RSTS/E System Manager’s Guide for RSTS/E V9.7 contains the following
revisions and updates:

Changing the monitor when restarting the system (Chapter 2)

Changing the maximum size of the swap file when restarting the system
(Chapter 2)

Running SHUTUP from any local terminal (Chapter 4)

Running SHUTUP with the automatic restart feature (Chapter 4)
Managing dynamic region limits (Chapter 5)

Managing Local Area Transport (LAT) (Chapter 8)

Managing pseudo keyboards (Chapter 8)

Enabling the Forms Management System (FMS-11) (Chapter 8)
Managing the virtual disk (Chapter 11)

Fine-tuning the EMT logging program (Chapter 14)

Using electronic messaging systems (Chapter 14)

Using the revised SAVRES backup utility (Appendix E)

xxi






Chapter 1

Overview of RSTS/E System Management

RSTS/E runs on a PDP-11 computer. It allows simultaneous, timeshared access
to PDP-11 hardware and to RSTS/E software components through either local
or remote asynchronous terminals. The RSTS/E Software Product Description,
which is part of the RSTS/E media kit, describes the hardware and software
RSTS/E supports. This guide describes the software a system manager uses to
control the operation of a RSTS/E system. The following sections introduce some
important RSTS/E concepts.

1.1 Glossary of RSTS/E Terms

To understand how RSTS/E works, you need to know these terms:

CCL (Concise
Command
Language)

DCL (Digital
Command
Language)

Default
Keyboard
Monitor

Job

Job Keyboard
Monitor

A concise way to run a RSTS/E system program. The CCL syntax
lets you run a program without the RUN command and, unlike the
RUN command, lets you place the entire command on one line. After
the program completes executing, control returns to your job key-
board monitor. The system manager chooses the CCL commands for
a particular RSTS/E system. In DCL, CCL's are defined using the
DEFINE/COMMAND/SYSTEM command (see Chapter 12).

A set of commands available on many different DIGITAL systems.
These commands perform basic tasks like copying and printing files,
and running programs. On RSTS/E, the DCL run-time system manages
the DCL command environment. See the RST'S/E System User’s Guide
for more information about DCL on RSTS/E. See the RSTS/E Quick
Reference Guide for a complete list of all DCL commands available on
RSTS/E.

The main keyboard monitor on a RSTS/E system. You enter the default
keyboard monitor (DCL) after you log in.

The unit that RSTS/E uses to keep track of you (and other users)
during a terminal session. When you log in, the system creates a job
for you and assigns it a job number. The system uses your job number
to keep track of everything you do from the beginning to the end of
your terminal session.

The keyboard monitor that manages a job. The job keyboard monitor is
the same as the default keyboard monitor, unless you decide to change
it with the SET JOB/KEYBOARD command. After you change the job

keyboard monitor, you remain under its control until you log out or use
SET JOB/KEYBOARD again to change it.
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Keyboard
Monitor

Monitor or
Executive

Operating
System

Program
Development

Public Structure

The part of a run-time system which interprets keyboard commands.
When working in the Digital Command Language (DCL) environment,
for example, you enter commands that the DCL keyboard monitor
receives and interprets. Each RSTS/E keyboard monitor has an iden-
tifying prompt that it displays to indicate when it expects command
input. Common keyboard monitor prompts on RSTS/E are: dollar sign
($) for DCL; "Ready" for BASIC-PLUS; angle bracket (>) for RSX; and
period (.) for RT11.

The master control system software that observes, supervises, controls
or verifies the operation of a computer system. Also, the collection

of routines that controls the operation of user and system programs,
schedules operations, allocates resources, and performs I/O.

The collection of programs, including a monitor or executive and system
programs, that organizes a central processor and peripheral devices
into a working unit for the development and execution of application
programs. ’

The process of writing, entering, translating, and debugging source
programs.

The set of all disks that are public. When you do not include a device

name in the file specification, the system by default accesses one of ﬂ
the disks on the public structure. The device name SY: represents the

name for all disks in the public structure. Thus, if you do not have any

public disks other than the system disk, SY0: and SY: are equivalents.

If you have more than the system disk in the public structure, SY:

refers to the aggregate of all public disks. SYO: refers to the system

disk.

Run-Time System software that manages part of the RSTS/E system. For exam-

System ple, the BASIC-PLUS run-time system manages the BASIC-PLUS pro-
gramming environment. The run-time system controls the interaction ﬁ
between a user or program and the monitor. Pg

System Disk The disk required by the RSTS/E monitor to start the system and to
allow the system to run properly under timesharing. RSTS/E assigns

device name SYO: to the system disk.

System Program Any general-purpose program included in an operating system to
perform common functions. CUSP is an acronym for Commonly Used
System Program.

1.2 System Management -

Management of RSTS/E begins with providing a properly tailored hardware
and software configuration, proceeds through initializing the software at system
installation time, and continues with the daily functioning of timesharing. To
perform these steps efficiently, you should be familiar with timesharing concepts
and practices or have a close working relationship with a senior programmer or
analyst experienced with timesharing systems.

To manage a system well, you should know the processing requirements of the
system and its capabilities and structure. Information in the RSTS/E System
Installation and Update Guide describes important aspects of hardware and
software options and provides memory requirements to assist in configuring a
RSTS/E system.

As the system manager, you should be particularly careful about initializing your

gystem for the first time. Because there are so many variables, no prepackaged

approach can give you a completely optimized RSTS/E system. The RSTS/E A}
System Installation and Update Guide provides detailed information about all the o
initialization options.
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To make sure that important information reaches the right persons within your
organization, you should make someone responsible for current documentation
of the system. This responsibility includes both locally generated and Digital-
supplied procedures and guides. The responsible person should make sure that
specified members of the staff receive the most current system information. In
too many cases, improper use of resources occurs when responsible individuals do
not have the latest information.

1.3 Disk Organization

System managers should understand that the organization of files on disks is
important. Only with this knowledge can managers make the best use of all
system resources. The following section introduces the concepts of disk and file
structures and how to use them to best advantage.

1.3.1 Types of Disks

RSTS/E supports two types of disks as part of its logical disk structure: private
and public. The public disk structure consists of a system disk (the one that was
booted and contains the RSTS/E monitor) and additional public disk packs or disk
cartridges. The system disk must be physically on line and logically mounted
whenever the system is running; this way, users can gain access to the system
disk during timesharing operations. All other public disks that users may need to
access must be physically on line and logically mounted.

The system disk contains:

¢ Monitor code

Initialization code
The default keyboard monitor (DCL)

* The command files for system startup and crash recovery

°

Some installations may also use the system disk for storing active user jobs that
are temporarily swapped out of memory.

Remaining space on the public disk structure is used for:
¢ Auxiliary run-time systems

* Optional system files

* System programs

* User programs and data files

You can use disk drives not devoted to the public structure for private disk
packs or disk cartridges. Unlike public disks, you can logically and physically
dismount and move private disks to other drives during timesharing operations.
In addition, private disks make it possible to restrict disk storage to a defined
set of users, which can be a distinct advantage when numerous projects are in
progress. The file structure of a private disk is the same as that of a public disk.

In addition to private and public disks, both of which any job on the system can
share and access, you can logically mount a disk for use by only one job. In this
case, only that job can access the disk. When the job terminates (for example, by
logging out), the disk is logically dismounted. See "MOUNT Command for Disks"
in Chapter 15.
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1.3.2 File Structures

The RSTS/E file structures let the monitor access system and user data in an A
organized way. RSTS/E currently supports three kinds of file structures:

e Level 0.0—is for RSTS/E disks created before V8.0. You can mount disks with
this structure as read-only, private disks. You cannot mount them as system
or public disks.

e Level 1.1—is the structure created for V8.0. You can mount disks with this

structure as read/write, private disks. You cannot mount them as system or
public disks.

e Level 1.2—is the structure created for V9.0 and later. You can mount disks
with this structure as read/write, system, public, or private disks.

NOTE

If you are upgrading a single disk RSTS/E system to V9.0, you can
mount a Level 0.0 or Level 1.1 disk as the system disk. See the
following section "Converting Disk Structures.” ~

The following three sections describe the three kinds of structures. If you have
a RSTS/E V9 system with all new disks, you can skip the sections that describe
the disk structures before V9. Furthermore, if you have pre-V9 disks, DIGITAL
recommends that you use the new DSKCVT disk conversion program to convert
them to the latest disk structure (see the section "Converting Disk Structures
(DSKCVT)" later in this chapter).

To see which structure applies to disks on your system, type SHOW DISKS
as shown. The "Level" column indicates the RSTS/E disk structure level. For A
example:

$ SHOW DISKS <RET>

Disk Structure:

Dsk Open Size Free Clu Err Name Level Comments
DR1 66 131648 29424 22% 4 BOWER 1.2 Pub, DLW
DR2 0 242576 33040 13% 8 0 CRONIN 0.0 Pri, R-O, DLW
DR3 33 500352 57744 11% 8 0 WOJTAsS 1.1 Pri, DLW
DR4 0 242572 17528 7% 4 0 MODNE 1.2 Pri, DLW
DR5S 0 500352 76152 15% 8 0 HOGAN 0.0 Pri, R-O, DLW
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1.3.3 Level 0 Disk Structure (Pre-V8.0)

Pre-V8.0 users gained access to files on a RSTS/E system by a Master File
Directory (MFD) and by User File Directories (UFDs). Figure 1-1 shows these
structures.

Figure 1-1: MFDs and UFDs in Level 0 File Structure

UFDs Files

1,2] "I:

MFD
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to files, as
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As Figure 1-1 shows, each disk initialized for use on a RSTS/E system contains
an MFD, located in [1,1]. The system uses the MFD to catalog other accounts
on the disk. The MFD on the system disk lists the accounts that can be used to
log in to the system. On a private disk, the MFD contains entries of accounts
that can create files on that disk. Any user can access any file on any disk if the
protection code of the file permits. Only users whose accounts are entered in the
MFD on a private disk can create files on that disk.

The system creates one UFD for each user account on a disk when the manager
sets up the account (or, optionally, when a user creates the first file for the
account). The UFD catalogs all program and data files under an account and
maintains accounting and access information for these files. The UFD contains
all retrieval information for the files because each file is pure data and has no
linkage or structural information.
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1.3.4 Level 1 Disk Structure (for V8.0 and V9.0)

In V8.0 and V9.0, users access files on a RSTS/E system through the use of three

structures:

* A Master File Directory (MFD)
¢ A Group File Directory (GFD)
¢ A User File Directory (UFD)

Figure 1-2 shows how these structures are related.

Figure 1-2: MFD, GFDs, and UFDs in the Level 1 File Structure
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As Figure 1-2 shows, the MFD contains pointers to the Group File Directories
(GFDs). The GFDs point to UFDs within each group. For example, a pointer in
the MFD could access the GFD for files in [43,*] directories, from which it could

access a specific UFD, such as [43,98].
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1.3.5 Differences Between Level 0, Level 1.1, and Level 1.2

The new disk structure (Level 1.2) differs from the previous disk structures (Level
0 and Level 1.1) in the following ways:

® The account data on Level 1.2 contains attribute blockettes for the new or
expanded attributes such as quotas, multiple privileges, and long passwords.

®* The MFD on Level 1.1 and Level 1.2 is not associated with an account
number,

On Level 0, the MFD was 1ocafed in [1,1], and had to be at Block #1. Now,
Block #1 points to the location of the MFD, allowing the MFD to be placed
anywhere on the disk.

* The MFD and GFDs on Level 1.1 and Level 1.2 do not store files.
On Level 0, the MFD could store files as well as point to accounts.
* GFDs on Level 1.1 and Level 1.2 allow more direct access to accounts.

On Level 0, the MFD contained a linked list of pointers to all the UFDs.
UFDs were listed in the order in which they were created; the MFD was
searched in sequence until it located a UFD.

Now, the MFD contains direct pointers to GFDs, which in turn point directly
to any UFD. (However, the structure of the UFDs remains the same as in
Level 0.) Thus, DCL commands that display accounts (for example, SHOW
ACCOUNT) list the accounts in ascending order, rather than in order of
creation.

* You can create up to 65,025 accounts with the Level 1.1 or Level 1.2 structure.

With the Level 0 structure only 1735 accounts could be created and referenced
on a disk. Now, you can create accounts for 255 groups, each with 256 users.
Only the disk size restricts the number of accounts.

The users on your system should not see the differences between the three
structures. Level 1 takes up a little more disk space. There are more pointers,
because each group is handled separately, but access to files is faster and the
system can have more accounts. The linked list structure of the MFD is replaced
by direct access to GFDs.

1.3.6 Converting Disk Structures (DSKCVT)

The DSKCVT program performs the following functions:

* Converts Level 0.0 disks to Level 1.2

* Converts Level 1.1 disks to Level 1.2

* Converts accounts with LOOKUP passwords to NOLOOKUP (optional)
DSKCVT converts disks directly; you need no second disk to perform the con-
version. DIGITAL recommends that you first back up the data on the disks to

be converted, so that any hardware or software errors that may occur during
conversion will not cause loss of data.

DSKCVT requires some work space if the pack being converted is Level 0.0
format. Make sure there are 32 blocks times the number of different group
numbers used on the pack. For example, if there are ten group numbers, the
pack should have 320 blocks of free space for conversion.
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DSKCVT accepts either logically mounted or logically dismounted packs.
However, the pack should not be in use when you run DSKCVT. To make
sure no one is using the pack, DSKCVT dismounts and remounts it at the start of

the conversion. ﬂ

In converting Level 1.1 disks to Level 1.2, DSKCVT adds several new atrtibute

blocks to each account. Since some of the new attributes are only relevant to user
accounts, DSKCVT asks:

Convert accounts to NOUSER <no>?

If you answer yes to this question (the default is no), DSKCVT changes all
accounts to non-user accounts. Non-user accounts have no passwords or privileges
and can only serve to store files.

CAUTION

If you intend to move the accounts (via BACKUP and RESTORE) to
the system disk from a disk you are converting with DSKCVT, then do
not convert the accounts to NOUSER. Otherwise, you will not be able
to log into the accounts or create jobs in them.

DSKCVT converts accounts to Level 1.2 by adding the following new attribute )
blocks to each account:

* Disk quota/usage block
¢ Privilege block
¢ Nondisk block

In creating the privilege attribute block, DSKCVT uses the following rules:

e For account [1,1], it assigns all privileges except EXQTA ﬂ
e TFor all other [1,*] accounts, it assigns all privileges except SYSMOD and
EXQTA

e For accounts not in the [1,*] group, it assigns no privileges

This scheme assigns privileges that are compatible with previous versions of

RSTS/E. Once the conversion is complete, you can modify privileges as necessary

using the SET ACCOUNT/PRIVILEGE command. For example, if you want all

users to be able to change their password, type: ﬂ

$ SET ACCOUNT/PRIVILEGE=SETPAS [*,*]
DSKCVT sets the quota values as follows:

e Logged-Out Disk Quota: Quotas of 0 (unlimited in V8.0 and earlier) are
changed to -1 (unlimited in V9.0 and later). Other values are retained.

¢ Logged-In Disk Quota: Set to unlimited.

¢ Job Quota: Set to unlimited.

e Detached Job Quota: Set to unlimited for accounts [1,*], zero for others.
e RIB Quota: Set to unlimited for accounts [1,*], 3 for others.

e Message Quota: Set to unlimited for accounts [1,*], 12 for others.

These values are compatible with V8.0. Again, you can use the SET ACCOUNT
command to change them as needed.
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The accound flags are set as follows:

* NOEXPIRE (If the account’s password was ????2? then the account is marked
EXPIRED.)

* NOCAPTIVE

¢ INTERACTIVE

e DIALUP

¢ NETWORK

* PASSWORD_PROMPT

* LOOKUP or NOLOOKUP (according to what you specified)

NOTE

Accounts with any ?s in their passwords convert properly but cannot be
logged into, since ? is an invalid character in V9.0 and later. This is
compatible with the meaning of ? in passwords in previous versions.

When converting a disk, you can decide whether to convert all account pass-
words to their hashed form (NOLOOKUP) or leave them in their readable form
(LOOKUP). If your site still uses applications that must look up passwords, do not
hash passwords on the converted disk. (When you no longer need LOOKUP pass-
words, you can use DSKCVT to convert all account passwords to NOLOOKUP on
an existing Level 1.2 disk.)

If you convert all accounts to NOUSER accounts, then DSKCVT will not create a
password, privilege, or non-disk quota block for all accounts on the disk.

You need all privileges to run DSKCVT. DSKCVT displays an error and aborts if
you do not have all privileges currently enabled. There are two ways to obtain all
privileges in order to use DSKCVT:

* Loginto an account that has all privileges. Such an account has all the power
and capabilities of the [1,1] account in V8.0, including the ability to poke
memory (SYSMOD privilege).

* During system startup, answer no to the Proceed with system startup?
prompt. You will return to the DCL prompt and will be running in a job that
has all privileges. You can then run the DSKCVT program to convert disks
as necessary. Once you have finished using DSKCVT, you can resume system
startup by typing the command:

$ @[O0, 1] START
The second method shows that you do not require any account on your system
that has all privileges. Whenever you need to perform an operation that requires

a privilege not assigned to any account, you can do so by interrupting the initial
system startup procedure.

The following is an example of the DSKCVT program:

$ RUN $DSKCVT
DSKCVT V9.3-03 RSTS V9.6-11

Disk to convert? DU2:
** CURRENT DISK ATTRIBUTES **

Disk: _Du2:
Label: WORK
Level: 1.1
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Convert accounts to NOUSER <NO>?

Convert passwords to NOLOOKUP <YES>?

Display accounts <YES>?

Proceed (YES or NO)? Y A

Converting disk _DU2: to level 1.2 ...
Account [ 0,1 ] converted
Account [ 1,1 ] converted
Account [ 1,2 ] converted

Converting disk _DU2: passwords to NOLOOKUP ...

Account [ 0,1 ] is a NOUSER account
Account [ 1,1 ] is a NOUSER account

Account [ 1,2 ] is a NOUSER account

Disk _DU2: conversion completed on 19-Apr-90 at 11:04 AM

In the example, DU2: is the disk pack to convert to Level 1.2. When you type

DU2: in response to the prompt, DSKCVT displays the pack ID DU2:WORK. This -,
lets you verify that you are converting the right pack. If the pack was already
converted, DSKCVT displays an error message and then repeats the Disk to
convert: prompt. Otherwise, DSKCVT goes on with the dialogue.

When you answer Y to the Proceed (YES or NO)? prompt, DSKCVT begins the

conversion. DSKCVT processes the accounts in ascending order. When the pack

is converted, DSKCVT dismounts it and updates the pack label. The pack is now

in Level 1.2 format. However, the storage allocation table (SAT) does not yet

reflect the free disk space on the pack. Therefore, the system marks the pack

"dirty" until DSKCVT updates the SAT. Then the system updates the pack label ﬂ
to show that the pack is now rebuilt. If the pack was mounted when DSKCVT ‘
started, the system mounts it once again, with the pack ID as its logical name.

DSKCVT will not lose data even if the program aborts because of lack of work
space, a system crash, or a disk hardware problem. If there is a problem during
the conversion, you need only correct the problem and rerun the conversion. In
such a case, you do not need to restore the pack from a backup pack.

If the conversion proceeded far enough that DSKCVT was able to convert the

pack, you only need to mount it. Otherwise, DSKCVT restarts the conversion %
from the beginning, after deleting the work files left over from the first attempt S
at conversion.

When you convert a Level 0.0 (pre-V8.0) disk, DSKCVT makes two passes. In the
first pass, DSKCVT converts the Level 0.0 pack to Level 1.1. The second pass
converts the Level 1.1 pack to Level 1.2.

1.3.7 Disk Optimization

When a user tries to access a file on the public structure, the system searches the

directories on all disks that are part of the public structure. The search verifies

whether the file exists. You can avoid the overhead of searching more than one

disk by placing frequently accessed files on a private disk. This technique is

valid for systems with a number of disks in the public structure, as well as for a

system whose public structure consists of only one disk. The ability to place and

preextend directories can also help you optimize disks (see Chapter 7). ﬂ
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It is sometimes an advantage to dedicate an entire private disk to a single large
production file. Such organization ensures an efficient directory structure and
minimizes overhead to access file data. When more than one file is on the same
private disk, it is best to dedicate a whole account to each production file. The
system then spends less time searching the directory for file information.

In general, you should keep volatile files and stable files in separate accounts to
avoid fragmentation. Where file entries in the directory are spread across the face
of the disk rather than being confined to a few sequential blocks, fragmentation
requires the disk head to move more than is optimally efficient. Preextending
directories can ensure that the directory is in sequential blocks (see Chapter 7).
REORDR can restructure the directories on your system to improve disk access
time (see Chapter 11). You can also optimize disk usage by separating frequently
accessed files from those you use less often.

In an environment where distinct data files must be accessed by the same
program, the optimal organization is to keep each file on a different private
disk. If a program must access more than one file on the same disk, overhead is
increased because of disk-head movement. A large percentage of time is spent,
therefore, in moving the head back and forth. However, if each file referenced
by the program exists on a distinct private disk, head movement is not required
whenever a program references another file. Head movement is restricted to
locating the data itself. Positioning of directories can also help reduce head
movement (see Chapter 7).

1.4 System Operation Concepts

Immediately after logging in to the system, a user’s terminal is under the control
of DCL (the system’s default keyboard monitor). The terminal is said to be at the
system command level because you can type a system command and the keyboard
monitor processes it accordingly. The terminal returns to the system command
level when a command or program completes executing, or when you enter a
Ctrl/C at the terminal. When the terminal is at the system command level, the
keyboard monitor examines each ASCII text line entered and determines whether
that line is a system command. System commands are executed upon entry as
described in the RSTS/E System User’s Guide.

The user job area is initialized at log-in time and set to a size of at least 1K words
(K = 1024). The job area can grow in increments of 1K words to a maximum
size set by the system manager. The maximum size for any job image, including
memory used by the current run-time system of the job, is 64K words. This is the
maximum size that the PDP-11 Instruction and Data (I&D) architecture (PDP-
11/44,45,50,563,55,70,73,83,84) allows. For a PDP-11 without I1&D architecture
(PDP-11/23+,24,34,35,40,60) the maximum size is 32K words.

Under the RSTS/E system, jobs run one at a time. A job runs until it enters an
Input/Output (I/0) wait state or until it exhausts the time quantum assigned to it
either by the system or the system manager. When the current job stops running,
the scheduler runs the next job that is ready. Meanwhile, the interrupt-driven
I/O device handlers are processing requested data transfers. After completing a
transfer, the scheduler marks the job that requested the transfer as ready to run
again and starts it from the point at which execution stopped.

RSTS/E tries to keep as many jobs in memory as possible. When a job requires
more memory than is available, the system may move some jobs out of memory
to temporary storage in one of up to four areas known as swap files. This
operation is called swapping. By convention, these files are named SWAP0.SYS,
SWAP1.SYS, SWAP.SYS, and SWAP3.SYS. When memory becomes available for
a job stored in a swap file, it is swapped back into memory. Jobs waiting for
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keyboard input and jobs waiting for device I/O completion are most likely stored
in the swap files, while jobs currently running or involved in disk or magnetic
tape data transfers are stored in memory. A)

As the system processes each job, it maintains accounting information in memory
for that job. When the job is logged off the system, the information is used to
update the accounting information stored on the system disk for that account.

1.5 Privilege

You must have a way to prevent general access to activities that can damage
the system. The multiple privileges feature gives you finite control over access
to activities. You can limit user access to just those activities suitable to each
job. Multiple privileges gives you a tool to enhance both system performance and
security.

1.6 Multiple Privileges

The multiple privileges feature groups similar system functions into sets and
defines a privilege to control access to each set of functions. A group of 35
privileges govern the entire set of RSTS/E system functions. The privileges
given to an account determine the range of functions available to the user. Some
privileges apply to very specific functions, while others control functions within
broader classes of system use (see Chapter 6).

1.7 Classes of System Activities
The following sections divide some computer activities into general classes of
system functions and discuss the privileges that control them. They describe:
* Account Management Activities

¢ File Access Activities

1.7.1 Account Management Activities

One general class of system activity is account management. A user accesses a
computer through an account. The individual account is a member of a group,
which contains all other accounts with the same project number. The group,

in turn, is a subset of a world, which contains all accounts on the system.
Account management activities include creating and deleting accounts, as well as
changing passwords, disk quotas, and expiration dates. The following privileges
control account management:

GACNT Group Account Management—Grants account management privileges
within the user’s group.

WACNT World Account Management—Grants account management privileges
for all accounts.

SETPAS Set Password—Allows changing one’s own password.
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1.7.2 File Access Activities

Another general class of system activity is file access. Users routinely access
files. Some files are created by the user and reside in the individual’s account.
Other files reside in the accounts of other users or in system accounts. File access
activities include creating, deleting, renaming, reading, writing, and executing
files.

Both the protection code of the file and the privileges granted to the user can
affect whether the system grants or denies file access.

In the case where no privileges are granted to a user, protection codes control the
types of operations that a user can perform on a file. The SET PROTECTION
command (or the /PROTECTION qualifier in the RSTS/E file specification) passes
a value to the system that sets bits in the protection code byte. Each bit specifies
that the activity named by that bit is prohibited or allowed.

Certain privileges also govern file access activities. Some privileges override
protection codes completely. The following privileges grant a user the right to
perform certain file access activities, regardless of protection codes:

GREAD Group Read—Read any file within the group. Also, execute any pro-
gram within the group, if the program’s executable bit is set.

WREAD World Read—Read any file on the system. Also, execute any program
on the system, if the program’s executable bit is set.

GWRITE Group Write—Create, delete, extend, modify, or rename any file within
the group.

WWRITE World Write—Create, delete, extend, modify, or rename any file on the
system.

NOTE

In addition to WWRITE, you need SYSIO privilege to create, delete,
extend, modify, or rename any file in group zero ([0,*]).

1.8 Multiple Privilege Masks

You assign a certain set of privileges to each account. The system stores this set
of privileges in privilege masks. A privilege mask is a set of flag bits with one bit
corresponding to each privilege.

For each active job, RSTS/E keeps 3 masks:

* Authorized mask—The set of privileges that you give to the account. Users
can use the SHOW ACCOUNT/FULL command to list the set of privileges
available to their own account.

* Current mask—The set of privileges now in effect for the job. The system
always references this mask when it performs a privilege check. Users can
raise or lower their privileges (up to their authorized limit) with the SET
JOB/PRIVILEGE command.

* Saved mask—The saved record of the current privileges when a job gains
temporary privileges (see the section "Temporary Privileges" in Chapter 6).
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When a user attempts to perform an activity that is restricted by one or more

privileges, the system performs a privilege check. It examines the current mask

to determine if the requesting job has all the privileges required to perform the -~
activity. If the requesting job has insufficient privilege to perform the activity, the .
gystem returns one of the following errors:

e ?Protection violation
o ?Illegal SYS() usage
e ?XXXX privilege required
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Chapter 2

Starting, Halting, and Automatic Recovery of
RSTS/E

This chapter describes how to start and halt a RSTS/E system and how the
system recovers automatically from catastrophic system errors. This chapter
also describes how to create the startup conditions for a RSTS/E system. See
the RSTS/E System Installation and Update Guide for a description of all other
initialization code options and their functions.

2.1 Starting up RSTS/E

To start a RSTS/E system, you must first load into memory a program containing
the initialization code (INIT.SYS) and then answer YES to the Start timesharing?
<YES> prompt.

INIT.SYS is a large, stand-alone program that, once you transfer it from the
RSTS/E distribution kit, exists on the system disk. INIT.SYS can provide a
number of important system functions, such as:

* Creating the RSTS/E file structure

* Creating system files

* Installing a RSTS/E monitor

* Setting system defaults

¢ Creating startup conditions for RSTS/E

INIT.SYS does some of these automatically; however, they can also be done
through the Option: prompt.

Before you can use the initialization code to start your RSTS/E system, you must
move the code into memory. This is called bootstrapping. The following sections
describe how to transfer the intialization code into memory.

2.1.1 Bootstrapping RSTS/E with a Hardware Bootstrap Loader

The procedures for bootstrapping RSTS/E depend on the type of hardware
bootstrap loader and the type of disk you use as the system device. You should
make sure:

* The system disk is physically mounted on a disk unit.

* The drive on which the system disk is mounted has the READY light on and
is in the WRITE ENABLE condition.
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e All required units are running and READY.

¢ The console terminal is on line.

Read the RSTS/E System Installation and Update Guide for the proper instruc-
tions on using the hardware bootstrap on your system.

After you use the bootstrap to load the initialization code, INIT.SYS marks the
successful completion of the bootstrap procedure by printing an identification
line that includes the RSTS version number, the installation name, the disk unit
bootstrapped, and the INIT version number, followed by the Current date prompt.
Enter the date and press Return. INIT displays the Current time prompt. Enter
the time and press Return. INIT displays the Start timesharing prompt. For
example:

RSTS V9.7 installation-name (DMO) INIT V9.7

Current date <DD-MMM-YY>? 15-Jan-90<RET>
Current time <HH:MM AM/PM>7? 8:15 AM<RET>

Start timesharing? <Yes>

If the program does not print this information, make sure the console terminal %
is on line and try the operation again. If the system prints an error message on : ’
the console terminal, see the RSTS/E System Installation and Update Guide for

recovery procedures.

If you want to enable the automatic restart facility, set the CPU switch register
go bit 0 is ON. The automatic facility remains enabled as long as the CPU switch
register remains set in this way. If your CPU does not have a switch register, the
automatic restart facility is always enabled.

2.1.2 Bootstrapping RSTS/E after a System Halt

When a RSTS/E system halts as a result of a catastrophic error, RSTS/E displays

the halt address in the address lights. For central processors that do not

have console lights, for example the 11/23+, the 11/44, and CPUs with Remote

Diagnostic Consoles (RDCs), the system prints the address on the console

terminal. It is essential that you record this address. The exact procedure for

examining memory locations depends on the type of processor and front panel of

your system. Your Digital Software Specialist can describe the procedure for your -
system. Once you record this information, bootstrap your system again using the M
procedures described in the previous section. See the section "Automatic Recovery

and Restart Facilities" for a description of catastrophic errors, system crashes,

and crash dumps.

2.1.3 Starting Timesharing

After you bootstrap the system disk, RSTS/E loads the initialization code
(INIT.SYS) into memory. INIT then prints an identification line followed by

the Start timesharing? <Yes> prompt on the console terminal. You can answer in
one of four ways:

* Type YES or press Return to start the monitor named in the INIT logo.

e Type START and press Return to start the monitor named in the INIT logo
and display a list of disabled devices.
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* Type START monitor-name and press Return to start another monitor in [0,1]
and display a list of disabled devices.

* Type NO to have INIT return to the Option prompt.

The program is ready to accept one of the options that Table 21 summarizes,
See the RSTS/E System Installation and Update Guide for a complete
summary of these options.

Table 2—1: Initialization Option Summary

Option Abbreviation Meaning

BOOT dev BO Boots another device.

DATE DA Resets the current date and time. Also, establishes
default date and time formats.

DEFAULT DE Establishes or changes a monitor’s startup defaults
such as memory usage.

DSKINT DS Initializes and optionally formats a disk. It also
checks for bad blocks.

HARDWR HA Specifies device controller characteristics.

HELP HE Prints the Help text.

IDENT ID Prints INIT.SYS creation date and a list of patches
for INIT.SYS and the installed monitor.

PATCH PA Modifies RSTS/E system code to correct program
errors and to add new program features.

REFRESH RE Creates and positions system swap files, adds bad

blocks to the bad block file, and positions optional
system files on the system disk or any auxiliary

disk.

SAVRES SA Reconstructs (RESTORE), or makes an image copy
(IMAGE) of a RSTS/E disk.

START il ST sil Installs the specified Save Image Library (SIL),

assigns and checks defaults, and starts the RSTS/E
gystem. If you do not enter a name for the SIL,
INIT prompts you for one.

2.2 Halting the RSTS/E System

A system crash or setting the CPU console HALT/ENABLE switch to its HALT
position causes a RSTS/E system to halt. For the PDP-11/45, 50, 55, and 70,
RSTS/E considers the processor to be in a halt state if both RUN and PAUSE
lights are off. For all other PDP-11 processors, RSTS/E considers the processor to
be in a halt state if the RUN light alone is off.

The SHUTUP program shuts down the RSTS/E system. During this operation,
SHUTUP makes sure all files are properly closed and that system accounting in-
formation is accurately updated. If you want to turn the power off, run SHUTUP,
wait for INIT’s Start timesharing? prompt, and press the HALT/ENABLE switch.
See the section "Performing System Shutdown: SHUTUP" in Chapter 4 for a
complete description of the SHUTUP program.
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Digital recommends that you do not halt RSTS/E during timesharing by moving

the HALT/ENABLE switch on the CPU console to its HALT position. If you

do this during system shutdown, SHUTUP may not have completed clean- %
up operations; consequently, file data can become corrupted and accounting A
information may be lost. The only way to recover from such a halt and to salvage

file information is to do the following:

1. Raise the HALT/ENABLE switch back to its ENABLE position before you
take any other action

2. Press the CONT switch to return the RSTS/E system to the state it was in
before the halt

2.3 Automatic Recovery and Restart Facilities

This section describes how catastrophic errors occur and how your system can

automatically recover from them. This section also points out the need to include

commands in the START.COM file to perform critical system operations when the

system restarts in automatic mode. a

2.3.1 Catastrophic Errors and System Crashes

Catastrophic errors and system crashes result from unexpected error traps. (For
information on error traps, see the related processor handbook.) The processor
can cause unexpected error traps when it:

e Refers to a nonexistent or nonresponding memory address (for example, bus

time-out trap) %
¢ Refers to an odd address with an instruction that requires a word address ’

¢ Attempts to execute a reserved or nonexistent instruction

Also, if the monitor detects a condition which it knows should not normally occur,
the monitor can force a software crash. Catastrophic errors and system crashes
may occur as a result of three types of problems:

* Privileged job programming errors

RSTS/E system software is designed to protect itself against programming .?
errors occurring in nonprivileged jobs. When it detects such an error, the
system aborts execution of the user request and returns a corresponding error
message to the user’s program.

RSTS/E software is vulnerable to some types of errors caused by jobs with
certain privileges. The privileges that require special caution are SYSIO,
SYSMOD, and WRTNFS. Even though most errors do not cause the system to
crash, you should take special care when programming with privileged system
function calls such as Poke memory SYS call (SYS -6). See the RSTS/E
Programming Manual.

e Hardware malfunctions

Hardware malfunctions can cause the system to crash. If system crashes or
catastrophic errors occur that you cannot explain (particularly on systems
that have traditionally been functioning well), it is likely that a hardware
problem has occurred. You can diagnose hardware problems by examining

the output logged by the programs in the RSTS/E System Error Package. See -~
Chapter 10 for information on error logging.
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¢ System software malfunctions

Although every attempt has been made to detect and eliminate system
software errors, it is possible that RSTS/E software can crash unexpectedly.
If a problem of this type is discovered (it should be reproducible in a defined
environment and under defined conditions), contact a Digital Software
Specialist. As problems of this type become known, Digital reports them in
the "RSTS/E Software Dispatch" and corrects them as soon as possible.

2.3.2 Automatic Recovery from Catastrophic Errors

The system takes action in one of two ways when an unexpected error trap
occurs:

* A catastrophic error that affects only one user

* A system crash for which some software or hardware problem may be
responsible

For a catastrophic error, the system determines which user was responsible for
the error. It flags the user’s job with a special code; this causes the system to
completely reinitialize that user’s job area when it is the user’s turn to run, The
system prints an error message on the user’s terminal, followed by the text:
??Program lost-sorry. The system resumes normal time-sharing operations.

NOTE

Some run-time systems may issue other error messages.

When the system detects a condition from which it cannot recover, it does the
following:

1. Writes an image of read/write memory and tables to the CRASH.SYS file.
Bootstraps the system disk.

Loads the initialization.code into memory.

Rebuilds the system disk.

Executes an automatic restart. (This occurs if the CPU switch register has
bit 0 set and if at least one minute has passed since startup.)

ok WD

If the CPU register does not have bit 0 set or if one minute has not passed since
startup, the system does not perform an automatic restart. The system will
only reboot; it will not restart. In other words, the automatic restart operation
restarts timesharing using commands in the START.COM file. In contrast, a
reboot merely loads the initialization code (INIT.SYS) into memory. INIT.SYS
then prints its Start timesharing? <Yes> prompt, to which you can answer by
typing any of the options in Table 2-1.

If the system restarts automatically, it bootstraps itself into memory from the
system disk. After the system is bootstrapped into memory, control passes to the
initialization routines. The system recognizes startup was through an automatic
restart rather than through normal startup. Consequently, the system initializes
itself in automatic restart mode.

If an error trap occurs within one minute of system startup or if two error traps
occur within the same minute, the system halts at address 54. During automatic
restart the system protects itself against an infinite loop of error traps and
automatic restarts caused by a repeating hardware malfunction.
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2.3.3 Automatic Restart Mode Initialization

When the system is initialized in automatic restart mode, control bypasses all ﬂ
parts of the initialization code that call for operator intervention and initializes ’
the system using parameters specified at previous startup. The system:

1. Logs job 1 in to the system on KBO: under account [1,2]
2. Invokes [0,1]1SYSINI.COM

3. Executes [0,1]START.COM with the P1 argument set to ‘CRASH’ rather than
‘START

4. Performs specific operations appropriate for an automatic restart

2.3.4 Restarting with a Different Monitor

You can, if you like, keep several different monitors on your system. When you
start up timesharing, the system prompts you for your choice of monitor:

Monitor name to start <default name>? o %

You can also pre-set the choice of monitor so that the new monitor starts working
at the next system shutdown and reboot. Use the SET SYSTEM/MONITOR_NAME
command to do this. For example:

$ SET SYSTEM/MONITOR NAME=ALTRNT

This command causes the system to use the monitor stored in the file

ALTRNT.SIL at the next automatic restart. ALTRNT.SIL also becomes the

default name for the next time you start up timesharing manually. You need the

SYSIO privilege to use the SET SYSTEM/MONITOR_NAME command. ‘%

If you have the WREAD privilege and use the SHOW SYSTEM command, it
displays the name of the monitor if it is different from the current monitor name.

2.3.5 Restarting with a Different Swap Size

If your system has 1&D space, you set the maximum size of jobs when
you install the system. You can change the maximum size with the SET N
SYSTEM/SWAP_MAXIMUM command. For example: ;

$ SET SYSTEM/SWAP MAXIMUM=40

This command sets the maximum job size at 40K words. You can reset the
maximum size to any value between 32K and 64K. The change in size does not
take effect until the next time you start the system. You need the TUNE privilege
to use the SET SYSTEM/SWAP_MAXIMUM command.

If you have the TUNE privilege and use the SHOW SYSTEM command, it
displays the new value of the swap maximum if it is different from the current
swap maximum,
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2.3.6 Power-Fail Hardware Used by RSTS/E

When power fails, a PDP-11 processor traps through the vector at location 24.
When power is restored, you can configure the system to do one of three things:

Halt.
Boot a specific device.

If the hardware is configured to boot the system disk, INIT.SYS prints its
identification line and the Start timesharing? <Yes> prompt and waits for you
to enter one of the options from Table 2—1.

Trap again through the vector at location 24.

In this case, the system must have core memory or battery backup. If memory
contents are still valid (which means the battery backup is not exhausted),
RSTS/E performs an automatic restart.
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Chapter 3
The System Startup Command Files

This chapter describes how you control system startup with the system startup
command file (START.COM). Startup occurs when you answer YES to the Start
timesharing? <Yes> prompt, use the START option of the initialization code, or
when the system restarts automatically.

At startup, the monitor executes the command file [0,1]SYSINI.COM which
in turn executes [0,1]START.COM. You can modify START.COM (but not
SYSINI.COM) to suit the requirements of your installation.

To control startup efficiently, you should understand the conditions at startup
time:

¢ Login attempts are prohibited (the monitor disables the login capability)
* The monitor logically mounts only the system disk read/write
¢ No output is made to any terminal (except the console)

* The monitor logs the console terminal KB0: into the system under the system
library account [1,2]

* The monitor assigns ALL privileges to this initial job regardless of the
privileges assigned to account [1,2]

¢ The monitor loads the DCL run-time system

¢ The monitor starts execution of the command file _SY0:[0,1]SYSINI.COM at
the console

3.1 Creating and Using Command Files

The SYSINI.COM command file contains commands necessary to initialize your
RSTS/E system properly. Do not edit this file in any way; this command file is
reserved by DIGITAL and is replaced with every update of the system.

The START.COM file that comes with the RSTS/E distribution kit is a sample
only; it may not execute properly on your system without modification. Make
sure START.COM includes the necessary commands to initialize your installation.
Use a text editor on your system to modify the sample START.COM file supplied
with the RSTS/E kit.

NOTE

Be sure both command files are in account [0,1] on the system disk.
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The startup control file should perform the following operations:

* Mount public and private disks

¢ Agsign system-wide logicals ﬂ
¢ Run the ERRINT program to start error logging

* Enable data caching (if selected at system installation)
*  Set default system characteristics

* Install run-time systems

e Install libraries

* Set terminal characteristics

* Define system commands

¢ Set printer characteristics

¢ Start Print/Batch Services (PBS) package

e Start OPSER-based spooling package (optional)

¢ Enable Local Area Transport (LAT) (optional)

* Start error analysis if needed

¢ Enable logins

¢ Logout the initial startup job

The order in which the operations are performed is critical. For example,
mounting all public disks ensures the integrity of the public structure by making

available all files on the system. You can mount any private disks in a similar -
manner. The various steps tailor the system according to your installation’s R
requirements.

3.2 System Startup Command File: START.COM

A complete system startup command file contains the required commands to
perform initialization for timesharing and to perform routine operations. The
following sample shows a startup command file: -

! START.COM

!

!

!

! Copyright (c) 1988 by

! Digital Equipment Corporation, Maynard, MA.
1

1

! P1 - Type of startup (either START or CRASH)

$
5
$
$
3
$
$
$ ! *%% Prompt to continue ***

s !

$ 4if Pl .egs. "" then Pl = "START" ! Default is START

$ 8 = "system startup"

$ 4if Pl .egs. "CRASH" then S = "crash restart"

SEO= "

$ _inquire/nopunc/exit=END/time_out=10 GO "Proceed with /8’7 <YES> "
$ _if £S$instr (1, "YES", £$edit (GO, -2)) .eq. 1 then _goto START

$
$

END:
_exit
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$START:
_open/logfile/replace
_set noecho/warning
_set verify

_write O "V

_write O " Beginning RSTS/E '’'S’..."
_set noon

'P1’ .LOG

! *%*% Tnstall Monitor Overlays **%*
!
_write 0 f$time()+ "
_run $UTLMGR.TSK
!lcad/overlay ATTRIBUTE
!lcad/overlay DCL
!lcad/overlay DELETE RENAME
!load/overlay DIRECTORY
load/overlay SYSTEM CALLS
!locad/overlay TERMINAL
$ _eod

Wy W@

! *%% Install Virtual Disk ***
!
_write 0 fStime()+ "
_create/virtual 200
! Create a 200 block virtual disk
! This will use 50KW of memory

*¥**% Mount Digks **¥%

!
!
g = "n

_if P1 .eqgs. "CRASH" then S = "and rebuilding "
write O f$time () +" Mounting ’’8’disks"

1

! the disks if necessary.)

! examples:

! $ mount/nowrite DR3:LIBRAR L:
! $ mount DB2:LOOKUP

1
write 0 £$time () +"

1 examples:

! $ assign/system _S8SY:[2,9] FERN:

! $ assign/system/replace _DB2:[0,3] ERRORS:

Assigning logical names"

! **%*% Start Error Logging ***
t

write 0 f£Stime ()+ "
:set job/priority=0
_if Pl .nes. "CRASH" then _goto CONT1
“run ERRORS :ERRINT
100
YES
$ EOD
$ —goto CONT2

$CONT1:

$ _run ERRORS:ERRINT
100

NO

$ _EOD

SCONT2:
$ _set job/priority=-8

Starting error logging"

Ly LN NN DO RN

Installing Virtual Disk"

! *%% Assign (or Replace) Systemwide Logicals **¥*

Installing monitor overlays"

(If this is a crash recovery, MOUNT will rebuild
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***% Install Auxiliary Swap Files **x*

If you have additional auxiliary swap files (SWAPO or SWAP3) to
install, add them here. q

Note: SWAP1.SYS already installed if present.

examples:

5 _write O fStime ()+ " Installing auxiliary swap files"
$ _install/swapfile=0 _SY0:[0,1)SWAPO.SYS

$ _install/swapfile=3 _SY0:[0,1)SWAP3.5YS

! **% Enable Caching and Set Default System Characteristics ***
!
_write 0 fStime()+ " Setting system characteristics"”
_run $UTLMGR.TSK
set cache/file/enable/keep=15/clustersize=2
set system/date_format=alphabetic
set system/time format=am pm
set system/label=dos
set system/density=1600
set system/name="RSTS/E V9.7"
set system/powerfail delay=300

v L2 N

set system/hangup=delayed 74-!5
set system/password prompt=(network,dialup) 7
eod

*** Tnstall Run-time Systems and Libraries **¥

!
!
! Note: Resident library CSPLIB already installed.

!

_write O fStime () + " Installing run-time systems and libraries"

_run $SUTLMGR.TSK

install/runtime_system BASIC

install/runtime system TECOS$:TECO

install/library/noaddress=unrestricted EDT$:EDT A!%%
install/library/address RMS$:RMSRES

install/library/noaddress RMS$:RMSLBA

install/library/noaddress RMS$:RMSLBB

install/library/noaddress RMS$:RMSLBC

install/library/noaddress RMS$:RMSLBD

install/library/noaddress RMS$:RMSLBE

install/library/noaddress RMS$:RMSLBF

install/library/address RMS$:DAPRES

Loy inrn &0

$ _EOD

$ 1 *** Set Terminal Characteristicg *** 4.!5
$ ! : j
$ _write O fétime ()+ " Setting terminal characteristics"

$ _load/overlay TERMINAL

$§ _run $STERMGR.TSK
set terminal kbO:/permanent/device type=LA34
! System console as hard copy
set terminal kbdO:/permanent/device_type=LAl00
! Pseudo-keyboard 0 for batch

!set terminal kbfO:/permanent/noautobaud/speed=9600/device type=VT100
! DHO line 0 as VT100 at 9600 baud -

!set terminal kbgO:/permanent/noautobaud/speed=9600/device type=VT100
! DZO line 0 as VT100 at 9600 baud

!set terminal kbg8:/permanent/noautobaud/speed=9600/device type=VT240
! DZ1 line 0 as VT240 at 9600 baud

$ _EOD

$ _unload/overlay TERMINAL
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$ ! **% Define System Commands **x

$ !

S _write 0 f$time()+ " Defining system commands"
$ ! Install system commands (CCLs)

$ _run $UTLMGR.TSK

define/command/system BCK- RMS$ :RMSBCK. TSK

!define/command/system BPC-REF AUXLIBS:BPCREF.TSK /line number=CCL
define/command/system BYE- SLOGOUT. TSK /privzlege
define/command/system CNV- RMS$ : RMSCNV. TSK

define/command/system DI-RECTORY $DIRECT.TSK /1ine_pumber=CCL/privilege
define/command/system DEF- RMS$ : RMSDEF . TSK

define/command/system DES- RMSS$ : RMSDES. TSK

define/command/system DSP- RMSS$ :RMSDSP . TSK

define/command/system EDT- EDTS$ :EDT.TSK

!define/command/system FIT- AUXLIBS:FIT.TSK /line_number=CCL/privilege
define/command/system IFL- RMS$ :RMSIFL.TSK

define/command/system LBR- SLBR.TSK

define/command/system LIBR- SLIBR.SAV /line_pumber=8208
define/command/system LIN-K SLINK.SAV /line number=8208
define/command/system MACR-O SMACRO . SAV /line_number=8216
define/command/system MAC- SMAC.TSK

!define/command/system MAK-E TECO$: TECO.TEC /line_number=3584
!define/command/system MU-NG TECOS: TECO.TEC /line number=3584
define/command/system PAT- SPAT.TSK

define/command/system PIP- SPIP.SAV /line_number=8208/privilege
define/command/system RST- RMS$ :RMSRST. TSK /privilege
define/command/system SW-ITCH SSWITCH.TSK /line_number=CCL/privilege
define/command/system SY-STAT $SYSTAT.TSK /line_number=CCL/privilege
!define/command/system TE-CO TECO$: TECO.TEC /line_number=3584
define/command/system TKB- STKB.TSK

EOD

! *%* Set Printer Characteristics **x

!
_write 0 f$time (})+ " Setting printer characteristics"
! examples:

! $ _set printer LPO:/device_type=LP11

! $ set printer LPl:/device_pype=LA180

! $ ~set printer LP2:/device_type=LNO1l

! **% Start Spoolers ***
!
write 0 f£$time ()+ " Starting spoolers™"
T Start PBS spooling package
_start/queue/manager
[
! ** OPTIONAL** Start OPSER (old) spooling package
|
goto CONT3 ! If OPSER is desired, delete this line.
T Install related system commands
define/command/system PL-EASE OPSERS:PLEASE.TSK /privilege/line_pumber=CCL
:define/command/system QU-EUE OPSERS : QUE.TSK /privilege/line_number=CCL
_run OPSER$:0PSER
LOG OPSERS$:0OPSER.LOG;ALL
CHA KBO:
MESS ALL
OPER KB*:[1,2]
DETACH
$ _run OPSERS$:QUEMAN
DETACH/PRI:0/RUN: 6
$ _set job/priority=-8
$ run OPSERS:SPOOL
LPC:/HEAD:2/RUN:9/WIDTH: 80
$ _set job/priority=-8
$ _run OPSERS:SPOOL
LP1:/HEAD:1/RUN:9/WIDTH:132
$ _set job/priority=-8
$ _run OPSERS$:BATCH
BAa:/ERROR:FATAL/NOQUEUE/NODELETE

IO LDLOLOLLNRD W
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$ _set job/priority=-8
$ _run OPSERS$:BATCH
BAl:/ERROR:FATAL/NOQUEUE/NODELETE

$ _EOD ~

$CONT3:

§ | *x%x Start ANALYS if in Crash Recovery ***
$ !

$ if Pl .nes. "CRASH" then _goto CONT4

$ write 0 f£$time()+ " Starting analysis"

$ _run ERRORS:ANALYS
[0, 11CRASH.SYS

ERRORS : ANALYS .DMP
ERRORS : ERRCRS .FIL/DET

$ _EOD

SCONTA4 :

$ | *** Starting DECnet/E V4.0 ***

$ !

$! write O fS$time ()+ " Starting DECnet/E V4.0"

§ | First define the DECnet related CCL commands

St _define/command/system NCP DECNETS :NCP.TSK/priv/line=ccl

$! _define/command/system NFT DECNETS$ :NFT.TSK/priv/line=ccl f!!g

$! _define/command/system NET DECNETS:NET.TSK/priv/line=ccl
$! _define/command/system TLK DECNET$:TLK.TSK/priv/line=ccl
$ ! Now start the network

$! ncp set system

$! ncp set exec state on

$! ncp set cir una-0 state on

$ ! *x%x Start up LAT **x

$ !

§! write O fStime ()+ " Starting LAT"

St _SET NODE/LAT/ENABLE=0

St _SET NODE/LAT/IDENTIFICATION="RSTS/E V9.7 LAT" H %

$! _CREATE/SERVICE/LAT RSTS/IDENTIFICATION="Unauthorized use prohibited"
! _START/LAT XEO:

n

**x* Enable Loginsg ***
!

_set system/logins
_broadcast/all "RSTS/E is on the air..."
_close/logfile
_set noverify
set echo

:logout /br ﬂ
_exit . ]
NOTE

The startup control files must be in [0,1] on the system disk (_SYO:, the
disk that was bootstrapped).

EOIEHIEGIE IR IR I 30 2 V2

3.2.1 Mount All Disks

To ensure the integrity of the public structure by making available all files on
the system, you should mount all public disks. You can mount any private disks
in a similar manner. If this is a restart from a system crash, MOUNT rebuilds
the disks as required. See Chapter 15 for more information on mounting and
initialization of disks.
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3.2.2 Assign Systemwide Logical Names

You can assign a systemwide logical name to a specified device type, unit number,
and PPN (optionally) with the ASSIGN/SYSTEM command. See Chapter 12 for
more information on the use of systemwide logical names.

3.2.3 Start Error Logging

It is important that you run the ERRINT program on your system. This program
sets initial conditions for system error logging and runs the ERRCPY program
which transfers to a disk file all errors logged by the RSTS/E monitor. If ERRINT
is the first program to be run (as DIGITAL recommends), it will occupy job
number 1 on the system and thus be easily monitored. Chapter 10 describes
ERRINT and ERRCPY.

NOTE

If your system has more than 256K words of memory, you should
consider adding /LOCK to the first line after the RUN ERRINT
command lines to keep ERRINT resident at all times.

3.2.4 Enable Caching (Optional)

The SET CACHE/FILE/ENABLE command enables caching of data files whose
UFD entry or OPEN MODE specifies caching. The /KEEP qualifier lets you spec-
ify the time that an unused cache cluster is kept in memory. The /CLUSTERSIZE
qualifier controls the number of contiguous data blocks that are copied from the
disk to the cache whenever file data is cached. For more information on data and
directory caching, see the section "SET CACHE Command" in Chapter 11.

3.2.5 Set Defauit System Characteristics

The SET SYSTEM command sets the default system characteristics. In the
sample START.COM, for example:

* The date format is alphabetic

¢ The time format is AM_PM

* The magnetic tape label is DOS

* The magnetic tape density is 1600 bpi

* The system name is EDERE

® The power fail delay is 300 seconds

* NETWORK and DIALUP users must enter the system password

See Chapter 14 for more information on setting system default characteristics.

3.2.6 Install Run-Time Systems

The INSTALL/RUNTIME_SYSTEM command installs auxiliary run-time sys-
tems (like BASIC) in memory. See the section "Run-Time System Control" in
Chapter 12 for more information.
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3.2.7 Install Libraries

The INSTALL/LIBRARY command installs resident libraries (like RMSRES) in ﬁ
memory. See Chapter 12 for more information on resident library control.

3.2.8 Set Terminal Characteristics

At startup time, the system sets the characteristics of all keyboard lines (except
line number 0) to hard copy, 80 column output at the line speed of 300 baud.
Thus, you need to use the SET TERMINAL command to set the correct charac-
teristics of your terminals. Chapter 8 contains detailed descriptions of the SET
TERMINAL command qualifiers.

3.2.9 Define System Commands

It is most convenient to define Concise Command Language (CCL) sys-

tem commands on the system at the start of timesharing using the ﬂ
DEFINE/COMMAND/SYSTEM command. The abbreviations shown in the

definitions of the CCL commands reflect the way the RSTS/E documentation

describes the commands. As the system manager you can redefine the abbrevia-

tions. You should not alter the fully defined command because each program is

coded to recognize the fully expanded command.

Note that the abbreviation point should be the same as the one used by DCL
itself. For most DCL commands, the abbreviation point follows the second
character, but for some, the abbreviation point follows the third or fourth
character, to assure a unique abbreviation for each command.

Use caution when you define system commands in this way. You may make
features of other keyboard monitors unavailable. This may happen if, for
example, you define PRINT as a CCL command. BASIC-PLUS users will then
not be able to use the immediate mode PRINT statement.

Two CCL commands duplicate commands the BASIC-PLUS keyboard monitor

recognizes: HELLO and BYE. The commands are shown here to point out what

BASIC-PLUS does by default. Other keyboard monitors may not recognize the

commands HELLO and BYE if they do not exist as CCL commands. -~

Each CCL definition requires one small buffer. The buffer will be allocated from
the FIP small buffer pool. If this buffer pool is full, however, the monitor allocates
the buffer for the CCL definition from the general buffer pool. See Chapter 12 for
more information on the DEFINE/COMMAND/SYSTEM command.

3.2.10 Set Printer Characteristics

Just as you did for terminals, you need to set the characteristics of your printers.
Minimally, you need to specify the device type of each printer on your system.
See Chapter 11 for more information about the qualifiers for the SET PRINTER
commahd.
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3.2.11 Start Print/Batch Services

The Print/Batch Services package (PBS) provides printing services for line
printers or terminals, and batch processing. The package is started with a single

command. Chapter 9 contains detailed descriptions of the DCL commands you
can use to manage print/batch services.

3.2.12 Start OPSER-Based Spooling Package (Optional)

The OPSER-based spooling package, like PBS, provides print and batch services.
RSTS/E offers this optional package for compatibility with previous versions of
RSTS/E. New applications should use PBS. For more information on OPSER, see
Appendix A of this manual and the RSTS/E Utilities Reference Manual.

3.2.13 Enable LAT (Optional)

A new sample startup file is installed in Versions 9.6 and later. If you already
have a [0,1]START.COM file, then the sample uses the version number as its
extension, for example [0,1]START.096. If you do not have a [0,1ISTART.COM
file, then the sample is installed on your system with that name. The sample has
commands in it to enable LAT, but these are in the form of comments. If you want
to enable LAT automatically on system startup, edit the [0,1]START.COM file and
remove the exclamation points (!) from the LAT commands. The commands are:

$ ! *** Start up LAT **x*

5 !

$! write O fStime()+ " Starting LAT"

$! SET NODE/LAT/ENABLE=0

$! :SET NODE/LAT/IDENTIFICATION="RSTS/E vVe.7 LAT"

$! CREATE/SERVICE/LAT RSTS/IDENTIFICATION="Unauthorized use prohibited"
$! _START/LAT XEO:

3.2.14 Start Error Analysis

Run the ANALYS program immediately after a system crash to recover valuable
diagnostic information. See Chapter 10 for a description of the ANALYS program,

3.2.15 Enable Logins

The SET SYSTEM/LOGINS command should appear after the commands that
perform all required and routine operations. The SET SYSTEM/LOGINS com-
mand lets users log in to the system. You can then notify users that timesharing
has started. See Chapter 13 for more information on job management,

3.2.16 Logout the Initial Startup Job

You should always logout the initial startup job, since it runs with ALL privileges.
Failing to do so can create a security risk if the system console is left unattended.
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Chapter 4
Shutting Down the RSTS/E System

4.1 Performing System Shutdown: SHUTUP

The shutdown procedures for the RSTS/E system are critically important. If
you are not careful in performing system shutdown, valuable user data can

be irretrievably lost. To understand shutdown procedures fully, you need to
understand other RSTS/E system procedures. Chapter 12 describes these
concepts such as controlling logins, removing system files and resident libraries,
sending messages to all logged-in users, and forcing commands to unresponsive
terminals.

Running SHUTUP

You use the SHUTUP program to shut the system down in an orderly manner.

SHUTUP is in the system library account $ ([1,2]). SHUTUP must be installed
as a privileged program (protection code <232>). If not, the system displays the
following error message:

?Program must be privileged

To run SHUTUP, you must have SHUTUP pnivilege. If you do not, the system
displays the following error message:

?SHUTUP privilege required

SHUTUP can be run from any local terminal over a dialup line or over a LAT
line. SHUTUP cannot be run from a pseudo keyboard (for example, by a SET
HOST connection).

To verify that conditions are suitable for shutting down the RSTS/E system, use
any of the SHOW commands, such as:

* SHOW JOBS
¢ SHOW DISKS
* SHOW DEVICES/ALLOCATED

By executing these SHOW commands, you can determine what jobs are active on
the system and what disks and other peripheral devices are in use.
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4.2 SHUTUP Phases

As SHUTUP runs, it proceeds through the following 14 phases: &
Set-up dialogue

Warning message

DECnet/E shutdown (if necessary)

Initial job killing

Print/Batch Services (PBS) shutdown (if necessary)

OPSER (optional spooling package) shutdown (if necessary)

EVTLOG shutdown (if necessary)

ERRCPY shutdown (if necessary)

© ® N e @R Wb

Final job killing (if necessary)

[
o

. EMT logging shutdown (if necessary)

. Unload and remove run-time systems and resident libraries -3

e
Ny

. Log file closing

fay
w

. Swap file removal

ju—y
>

. Disk dismount
15. Final shutdown

The following sections describe these phases, the operator interactions required,

and the expected results of the shutdown operation. Possible results, which you ﬂ
may not expect are also described. Several sample runs of SHUTUP show the

results of shutting down the system.

4.2.1 Set-Up Dialogue Phase

The set-up dialogue phase processes all questions relating to the selection of
options in running SHUTUP. It also checks for the presence of PBS or OPSER.

In response to questions that appear during this phase, you can press the ﬂ
circumflex (*) key to return to the previous question. Otherwise, you should ’
terminate your responses by pressing the Return key.

If the Print/Batch Services (PBS) package is present, SHUTUP prints the
following message:

Allow Print/Batch entries to complete <YES>?

If you type NO, SHUTUP aborts all PBS entries that are in progress. If you press
Return or type YES, SHUTUP lets all currently running PBS entries finish.

If OPSER is present and running, SHUTUP prints the following question:

Use OPSER for utilities shutdown <YES>?
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SHUTUP operates in either of two modes:

*  Without OPSER: In this mode, regardless of whether OPSER is running, the
SHUTUP program treats all jobs in the system alike during the shutdown
procedure (except itself, the Print/Batch Services program, the DECnet/E
EVTLOG program, the EMT logger program, and ERRCPY).

¢  With OPSER: In this mode SHUTUP allows OPSER to shut down its con-
trolled jobs before SHUTUP continues with the regular shutdown procedures.

You should be familiar with the OPSER program and how it controls various
utility programs (such as QUMRUN and the OPSER spooling package programs).

Press Return or type YES to have SHUTUP communicate with OPSER during
the shutdown procedures. If you type NO, SHUTUP prints another question to
confirm your response:

Are you sure you don’t want to use OPSER <NO>?

Pressing Return or typing NO causes the program to repeat the previous question
80 you can again decide to use or not to use OPSER during shut down. Otherwise,
the program ignores OPSER during the shutdown procedures.

If you choose to use the OPSER program, SHUTUP prints the following additional
question:

Allow utilities to reach logical end point <YES>?

If you press Return or type YES, the program directs OPSER to tell its online
jobs to shut down their operations at the next logical breakpoint in their job
streams. For a line printer spooler, for example, this breakpoint occurs between
queued jobs.

If you type NO, the program directs OPSER to tell its online jobs to abort and
stop operations immediately. You should abort in this way only in an emergency:
jobs being processed at the time of shutdown may be lost unless you have
previously halted queuing and spooling operations and requeued these jobs.

SHUTUP then asks you to specify the number of minutes you want to elapse
before shutdown occurs:

Minutes until system shutdown (0-99) <5>7?

This waiting period is called the "warning message phase" and may be as short
as 0 minutes or as long as 99 minutes. Press Return to select the default value
of 5 minutes. If you decide to bring the system down immediately by typing 0,
SHUTUP does not ask the two questions about disabling logins and the DECnet/E
network.

When you specify a shutdown period greater than 0 minutes, SHUTUP allows you
to select the amount of time that will elapse before further loging are disabled:

Minutes until logins are disabled (0-99) <0>?

This question gives you the opportunity to select the amount of time during which
users can continue to log in to the system as shutdown occurs. Users can log in to
the system (as if the system were not shutting down) for the number of minutes
you specify. The ability to allow users this flexibility is useful when you specify a
long shutdown period.

There will be times when you do not want to allow any more users on the system.
In this case, accept the default response by pressing Return. Then, users can no
longer log in to the system; however, those already logged in remain unaffected.
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NOTE

SHUTUP disables all logins at least one minute before the initial job
killing phase. %

The last message in the set-up dialogue phase allows you to choose the number of
minutes that will elapse before new network activity is disabled:

Minutes until new network activity is disabled (0-99) <nn>?

The number of minutes SHUTUP selects for the default value <nn> depends on
your response to the system shutdown question. As in the previous question,
being able to specify when the network will shut down allows users time to
complete network tasks. If you choose to allow no further logical links to be
created, type 0, and then press Return. Those still using the network can
continue to work but no new users are allowed access to the network.

Shutdown with automatic RESTART <NO>?

If you type YES, you will automatically restart the system after the shutdown.

The system does not restart from the terminal you are using. INIT.SYS uses the

console terminal (KB0:), no matter what terminal you use for SHUTUP. You must -
determine whether INIT.SYS failed to start by looking at the console terminal. : i

Use automatic restart to change the monitor name, the swap maximum, LAT
support, or the maximum number of pseudo keyboards.

4.2.2 Warning Message Phase

At the beginning of the warning message phase, as well as in the beginning of
all other phases that SHUTUP may execute, a message appears on the system a’s
console terminal (KBO:) in the following format: T

hh:mm AM dd-mmm-yy ######## <phase title> ###H#####
PM

SHUTUP prints:

® The time that it issues the message in the format hh:mm ({AM | PM}

* The date that it issues the message in the format dd-mmm-yy

¢ The title of the current phase -
SHUTUP prints the following message on the system console terminal when the “
time specified for disabling logins has elapsed:

Further LOGINs are now disabled

The RSTS/E shutdown procedure requires that logins are disabled before the
monitor can perform the final shutdown operation. During the following phases,
SHUTUP continuously checks that logins remain disabled. If, for any reason,
logins are not disabled, SHUTUP immediately aborts all operations with the
following message:

?Logins not disabled
??SHUTUP aborting - please try again later

You should determine the cause of the change, correct the problem, and run
SHUTUP again.

If your system has DECnet/E support, the SHUTUP program prints the following -
message when the time specified for disabling network activity expires: T

Further network activity is now disabled
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The message tells you that no new logical links can be formed. Those links

that are already active, however, can remain active until the time to network
shutdown has elapsed. Before the network shuts down, the DECnet/E program
EVTLOG may print messages indicating the status of the network. The initial
EVTLOG message marks the beginning of the network shutdown phase. The
second message, issued later in the shutdown process, indicates that the network
has been shut off completely. See the section "SHUTUP Example: DECnet/E
Shutdown" for an example of these messages.

During the warning message phase, the program issues warning messages indi-
cating the system is shutting down. These messages appear on most keyboards
in the system, including pseudo keyboards. The following keyboards are the
exceptions:

OSC - The OPSER operator services console
KBn: - The terminal running shutup

The program issues warnings after an appropriate waiting period, defined by the
following formula:

waiting time = (total time left)/5 + 1 minutes

For an initial waiting period of 60 minutes, warning messages appear at 60,
47, 37, 29, 23, 18, 14, 11, 8, 6, 4, 3, 2, and 1 minute before shutdown begins.
SHUTUP prints the following message on all system terminals at each warning
time:

hh:mm AM dd-mmm-yy System going down in n minutes, please finish up
PM

At the same time, the following message appears on the terminal running
SHUTUP:

n minute message sent

When the time to shutdown has expired or if the initial waiting period is specified
as 0, the final warning message appears:

hh:mm AM dd-mmm-yy **** FINAL WARNING!!!!! System shutting down ***xx*
PM

At this point, the program enters the next phase. SHUTUP prints the time and
date for both the SYSTEM GOING DOWN and the FINAL WARNING messages.

4.2.3 DECnet/E Shutdown Phase (When Necessary)

The time to DECnet/E shutdown begins as soon as you enter the number of
minutes that should elapse before new network activity is disabled:

Minutes until new network activity is disabled (0-99) <nn>?

The number of minutes, shown in angle brackets <nn>, is the default response.
It assumes the same value you typed in response to the SHUTUP question:

Minutes until system shutdown (0-99) <nn>?

Rather than accept the default response (that is, to the network activity question)
and have new network activity disabled at the same time the system shuts
down, it is often better to disable new network activity before shutdown occurs.
Entering a value less than the number of minutes to shutdown establishes a
period before shutdown in which no new links can be created; it also allows time
for those already active to complete network tasks. If you want new network
activity disabled immediately, type 0 and press Return. When the time to disable
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network activity has elapsed (0 to 99 minutes), SHUTUP prints a message to
indicate no further network activity is allowed:

Further network activity disabled

SHUTUP disables new network activity by executing the equivalent of the
Network Control Program (NCP) command SET EXECUTOR STATE SHUT.
This prevents the creation of new logical links but does not affect existing logical
links. In reality, a user can create new network links until the network activity is
disabled. After that period ends, no new links can be created, but users already
on the network can continue working until the system shuts down. The network
remains up until there are no links active or until the system shuts down.

As soon as all logical links have been disconnected by their users, the network
state changes automatically to OFF. The state is immediately set to OFF if

no links existed at the time SHUTUP disabled new network activity. If the
DEChet/E event logging program EVTLOG is on and has event 2.0 enabled, it
logs both the transition to SHUT and the one to OFF. (See the DECnet/E System
Manager’s Guide for a description of EVTLOG.)

SHUTUP never sends special messages indicating the approach of a DECnet/E

shutdown. Users can tell that SHUTUP is shutting down the system only from

SHUTUP messages to all terminals and from the fact that the network is in the
SHUT instead of the ON state.

If the network has still not completely shut down at the end of the warning
message phase (because active links remain), SHUTUP explicitly sets the
network to OFF. This action disconnects all remaining logical links. SHUTUP
then waits 15 seconds to allow affected jobs to complete network tasks and exit,
before it enters the job killing phase.

If you decide not to shut the system down (thus, not shut off the network) after
you have started SHUTUP, entering a Ctrl/C to stop the execution of SHUTUP
may reactivate the network. A Ctrl/C causes SHUTUP to print a message telling
you the state in which the network was left. If the network is not in the state you
want, you must use NCP to place the network and the event logger (EVILOG) in
the desired state. See the DECnet/E System Manager’s Guide for a description of
NCP.

4.2.4 Initial Job Killing Phase

In the initial job killing phase, SHUTUP begins to clear the system of currently
active jobs. If SHUTUP finds there is only one job (itself) running on the system,
it skips this phase and then continues the shutdown procedure at the unload and
remove run-time systems and resident libraries phase.

If SHUTUP is using PBS in the next phase, during this phase the program
ignores all jobs currently associated with PBS (as indicated by entries in PBS’s
on-line job table). The program also ignores any job whose primary keyboard is
a pseudo keyboard. Such a job is probably being controlled by one of the batch
servers.

SHUTUP further divides all other jobs active in the system into two classes:
attached and detached. This classification depends on whether they have an
attached primary keyboard (KB:). For all attached jobs, SHUTUP forces the
following text string to the keyboard input buffer:

~C $_LOGOUT/BRIEF

For all detached jobs, SHUTUP issues the Kill job SYS call (SYS 8) to remove the
job.
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SHUTUP makes two passes through the current active job table during this
phase. In the first pass, the program terminates all active jobs not being ignored.
At the end of the first pass, it establishes the number of attached jobs that were
found and forced to logout. SHUTUP then waits for a specified period to allow
the LOGOUT program to complete operations on each of the attached jobs.

After the waiting period (if any) expires, the program makes a second pass
through the active job table. During this pass, all jobs not being ignored are
removed with the kill job SYS call. At the end of the pass, the program checks
the table. If any jobs that should have been killed were not, SHUTUP aborts
operations with the following error message:

?SHUTUP failed in initial job killing phase
?7?SHUTUP aborting - please try again later

You should determine why SHUTUP could not kill all jobs, correct the problem,
and run SHUTUP again.

If SHUTUP successfully removes all jobs during the phase, or if at any time
during either pass the number of active jobs becomes one (SHUTUP only), the
next phase begins.

4.2.5 Print/Batch Shutdown Phase (When Necessary)

The program skips the Print/Batch Services (PBS) shutdown phase if PBS is not
running on the system. If PBS is not running, SHUTUP continues with the next
phase; no message is displayed.

If PBS is running, SHUTUP sends a message to QMAN telling QMAN to
shutdown PBS. QMAN acknowledges the shutdown command by sending back
a confirmation message. If SHUTUP does not receive the confirmation message
within two minutes after the offline request was sent, SHUTUP aborts the
shutdown operation and displays the following:

?No response from Print/Batch Services after 2 minutes

Otherwise, SHUTUP displays the number of entries currently processing in PBS
in the following format:

Print/Batch Services shutting down -~ # jobs are completing.
Print/Batch Services shutting down -- # jobs are being terminated.

Then SHUTUP waits for PBSMGR to shutdown PBS. The maximum wait period
is one hour if jobs are allowed to complete and one minute if jobs are aborted. If
shutdown occurs in the specified time, SHUTUP displays the following message
and goes to the next phase:

Print/Batch Services shutdown complete at hh:mm am/pm
Otherwise, SHUTUP aborts and displays the following error message:

?Print/Batch Services shutdown taking too long
??SHUTUP aborting - please try again later

4.2.6 OPSER Shutdown Phase (When Necessary)

The program skips the OPSER shutdown phase if:
¢ OPSER is not running on the system
* You elect not to use OPSER during the shutdown procedures
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If you choose to use OPSER, SHUTUP immediately detaches from the terminal
running SHUTUP. OPSER reattaches to KBO: for use during OPSER’s shutdown
procedures. As the detach occurs, the following messages appear: -

DETACHING...
'OPSER’ ATTACHING
#

SHUTUP sends a message to OPSER directing it to begin its shutdown proce-
dures by selecting the appropriate mode of OPSER shutdown. SHUTUP then
waits 60 seconds to see if OPSER receives the message and/or is functioning prop-
erly. If OPSER does not respond properly within that time, SHUTUP attempts
to reattach to the terminal running SHUTUP. If the operation is successful, the
following message appears:

?0PSER not active
??SHUTUP aborting - please try again later

If the terminal is attached or assigned, SHUTUP waits for one second and tries
again. You should take whatever steps are necessary to free the terminal running
SHUTUP for use so SHUTUP can complete its activities.

If OPSER is shutting down its online programs in the immediate mode, it sends %
each program the appropriate message to stop operations. OPSER pauses to

make sure all programs have completed their assignments. OPSER then closes

its files, prints the following message on the system console (KBO:), and stops

execution:

' OPSER’ TERMINATING

SHUTUP allows OPSER 120 seconds to complete its shutdown in the immediate
shutdown mode. If unsuccessful, SHUTUP aborts its operations, signaling the
failure as follows: A,

?0PSER shutdown taking too long
??SHUTUP aborting - please try again later

If OPSER is shutting down in the logical end mode, it proceeds to shutdown
successive levels in its online job table. Appropriate system console messages
signal the end of each job (see "SHUTUP Operation Examples"). When all online
OPSER jobs are gone, OPSER closes its files and kills itself, freeing the system
console for SHUTUP use again. OPSER tells you when it finishes processing with
the message:

" OPSER’ TERMINATING

SHUTUP allows 60 minutes in the logical end mode for OPSER to complete
operations. If the procedure is not successful, SHUTUP aborts operations with
the error message described previously. Otherwise, the shutdown of OPSER-
related jobs and activities is complete and the program enters the next phase.

4.2.7 EVTLOG Shutdown Phase (When Necessatry)

The SHUTUP program enters the EVTLOG shutdown phase if it finds EVTLOG
in the message/receiver table. (DECnet/E does not need to be active for SHUTUP
to perform this phase.) SHUTUP sends EVILOG a special message that causes
EVTLOG to log the shutdown occurrence on the system console, perform various
other shutdown operations, and kill itself.
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When SHUTUP detects that EVTLOG has completed its shutdown activities and
is no longer present, SHUTUP proceeds to the next phase. SHUTUP allows 60
seconds for EVITLOG to complete its tasks, and if failure occurs, SHUTUP aborts
operations with the following error message:

?EVTLOG failed to shutdown
??SHUTUP aborting - please try again later

See the DECnet/E System Manager’s Guide for information about the EVITLOG
program.

4.2.8 ERRCPY Shutdown Phase (When Necessary)

The program enters the ERRCPY shutdown phase if the system error logging
utility ERRCPY is present. SHUTUP sends ERRCPY a special message which
causes ERRCPY to log the shutdown occurrence in the system error log, close the
file, and kill itself.

When SHUTUP detects that ERRCPY has completed its shutdown and is no
longer present, SHUTUP proceeds to the next phase. SHUTUP allows 60 seconds
for ERRCPY to complete its tasks. If failure occurs, SHUTUP aborts operations
with the following error message:

?ERRCPY failed to shutdown
??SHUTUP aborting - please try again later

4.2.9 Final Job Killing Phase (When Necessary)

If SHUTUP reaches this point, and is not the only job left running in the system
apart from the EMT logger, SHUTUP makes one last attempt at killing all
other remaining jobs. If SHUTUP is successful, it enters the next phase. If not
successful, SHUTUP aborts operations with the following error message:

?SHUTUP failed in final job killing phase
??SHUTUP aborting - please try again later

4.2.10 EMT Logging Shutdown Phase (When Necessary)

The program enters the EMT logging shutdown phase if the EMT logging utility
is present. (See Chapter 14 for a description of the EMT logger.) SHUTUP gends
a shutdown message to the EMT logger, informing the EMT logger to stop. If the
EMT logger does not shut down in 60 seconds, SHUTUP aborts the EMT logger
with the following warning message:

$EMT logger failed to shutdown - killing EMT logger job = n
In this message, n is the job number of the EMT logger.

4.2.11 Remove Run-Time Systems and Resident Libraries Phase
During the remove run-time system and resident libraries phase, the program

removes all run-time systems and resident libraries from the system tables.
SHUTUP does not attempt to remove the primary run-time system.
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4.212 Log File Closing Phase

During the log file closing phase, SHUTUP closes the log file, if it is open, and %
logs out. It then logs in again and goes on to the next phase. '

4.2.13 Swap File Removal Phase

During the swap file removal phase, SHUTUP makes sure all installed swap files
are removed.

4.2.14 Disk Dismount Phase

During the dismount phase, the program dismounts all mounted disks, both

private and public, from the system. The system disk always remains mounted.

If you have opened a file using the DCL commands OPEN or OPEN/LOG, or if

you are executing SHUTUP from an indirect command file, and the file resides

on a disk other than the system disk, an unexpected error occurs when SHUTUP At
tries to dismount the affected disk. SHUTUP aborts and you must close the file ‘
before retrying the shutdown.

4.2.15 Final Shutdown Phase

SHUTUP enters the final shutdown phase to output the last status message,

clears the terminal buffers, and executes the special System shutdown SYS

call (SYS -16). The monitor transfers control to the system initialization code

(INIT.SYS) and bootstraps the system disk. The monitor loads the initialization %
code and INIT prints the Start Timesharing <Yes>? prompt (unless you are using

automatic restart, in which case the system restarts).

4.2.16 SHUTUP Operation Examples

Each of the following sections contains an example of a SHUTUP operation.
These examples and the description of the SHUTUP program should help you to
shut down your system correctly and in orderly fashion. o~

4.2.16.1 SHUTUP Example: Large RSTS/E System

The system in the following example is being shut down in a leisurely fash-

ion. This gives system and network users enough time to complete their tasks.
SHUTUP allows users to log in to the system during the entire shutdown phase;
logins are disabled at system shutdown, after 5 minutes. Those using the network
can log in until the 5-minute mark, after that time the system does not allow net-
work access by users. However, those on the network before new network activity
is disabled can continue to work until the system shuts down completely.

$ run shutup
SHUTUP V9.7 RSTS V9.7 EDERE

10:11 AM 28-May-89 ####4### Set-up Dialogue Phase FHHFEHHH

Type ’'”~' to any query to backup one question
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Allow Print/Batch Services jobs to complete <YES>? yes
Use OPSER for utilities shutdown <YES>? yes

Allow OPSER utilities to reach logical end point <YES>? yes

Minutes until system shutdown (0-99) <5>7 15
Minutes until logins are disabled (0-~99) <0>? 5

Minutes until new network activity is disabled (0~99) <5>7 5

Shutdown with automatic RESTART <NO>? NO

10:12 AM 28-May-89 #####4##

15 minute warning message sent
11 minute warning message sent
Further LOGINs are not disabled
Further network activity is now disabled

Warning Message Phase

minute
minute
minute
minute
minute
minute

PN Wb ©

warning
warning
warning
warning
warning
warning

message
message
message
message
message
message

sent
sent
sent
sent
sent
sent

10:27 AM 28-May~89 #####4##
10:27 AM 28-May-89 ######## Initial Job Killing Phase

10:27 AM 28-May-89 ######## Print/Batch Shutdown Phase
Print/Batch Services shutdown complete at 10:27 AM

10:27 AM 28-May-89 ########

DECNET Shutdown Phase

OPSER Shutdown Phase

Detaching...

"OPSER’ ATTACHING

gOB #6 'BA1SPL’ TAKEN OFFLINE
ﬁOB #7 'BA2SPL’ TAKEN OFFLINE
gOB #5 'BAOSPL’ TAKEN OFFLINE
EOB #4 'LPOSPL’ TAKEN OFFLINE
#

JOB #3 'QUEMAN’ TAKEN OFFLINE
#'OPSER’ TERMINATING

Re-attaching...

10:29 AM 28-May-~89 ######## EVTLOG Shutdown Phase
10:29 AM 28-May-89 #######4# ERRCPY Shutdown Phase
10:29 AM 28-May-89 ######## Remove RTS/RES LIB Phase
10:29 AM 28-May-89 ######## Log File Closing Phase
10:29 AM 28-May=-89 ######## SWAP File Removal Phase
10:29 AM 28-May-89 ######4# Disk DISMOUNT Phase
10:29 AM 28-May-89 ######44 Final Shutdown Phase

Please wait for system to re-boot itself
RSTS V9.7 EDERE (DR1l) INIT V9.7
28~May-89 10:30 AM

Start timesharing <Yes>?

A

#hESF S
#hEHRHES
#hEE S

HHhHEHAH

#HEEHHEH
#HEFEREE
A EEEE T
#hEFRHEE
#HEEHHEH
#HEEA RS
#hEdEEE
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4.2.16.2 SHUTUP Example: Small RSTS/E System

The following example shows a system shutdown when OPSER is not present. ’ﬂ
Except for the absence of the first OPSER-related question, the example applies T
when OPSER is present but not used during shutdown.

$ run shutup
SHUTUP V9.7 RSTS V9.7 EDERE

12:24 PM 22-May-89 ######## Set~up Dialogue Phase (232233
Type '’ to any query to backup one question

Allow Print/Batch Services jobs to complete <YES>? yes
Minutes until system shutdown (0-99) <5>7% 5
Minutes until logins are disabled (0-99) <0>? 1

Shutdown with automatic RESTART <NO>7? NO

12:24 PM 22-May-89 #######4# Warning Message Phase #EEHFHAH
5 minute warning message sent

Further LOGINs are now disabled
3 minute warning message sent

2 minute warning message sent o~
1 minute warning message sent ‘ 5

12:24 PM 22-May-89 #######4 Initial Job Killing Phase tE 324

12:25 PM 22-May-89 ######## Print/Batch Shutdown Phase  ########
Print/Batch Services shutdown complete at 12:25 PM

12:25 PM 22-May-89 ######## EVTILOG Shutdown Phase FhEHRHES
12:25 PM 22-May-89 ######## ERRCPY Shutdown Phase HEAERHHH
12:25 PM 22-May-89 #¥###### Remcve RTS/RES LIB Phase FHEHEHEE
12:25 PM 22-May-89 ######## Log File Closing Phase $HEEEH$H %
12:25 PM 22-May-89 #####4## SWAP File Removal Phase eI R 22 ‘
12:25 PM 22-May-89 #######4# Disk DISMOUNT Phase FhdEEEES
12:25 PM 22-May-89 ####4### Final Shutdown Phase LEE LT

Please wait for system to re-boot itself

RSTS V2.7 EDERE (DR1l) INIT V9.7

22-May-89 - 12:24 PM

Start timesharing <Yes>? 4“@

4.2,16.3 SHUTUP Example: DECnet/E Shutdown

This example shows SHUTUP when OPSER is used to shut down a spooling
gystem of five spoolers. It also illustrates how the network shuts down when a
system includes DECnet/E support and event logging by the DECnet/E EVTLOG
program has been enabled.

$ run shutup
SHUTUP V9.7 RSTS V9.7 EDERE

12:39 PM 22-May-89 ####¢### Set-up Dialogue Phase FHHEHES
Type '*’' to any query to backup one question

Allow Print/Batch Services jobs to complete <YES>? yes

Use 'OPSER’ for utilities shutdown <YES>? yes

Allow OPSER utilities to reach logical end point <YES>? yes

Minutes until system shutdown (0-99) <5>7? 5 4-.!
Minutes until logins are disabled (0-99) <0>? O ! *
Minutes until new network activity is disabled (0-929) <5>? 2

Shutdown with automatic RESTART <NO>»7? NO
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12:40 PM 22-May-

89  #¥H¥H44H Warning Message Phase (2332233

Further LOGINs are now disabled
5 minute warning message sent

Further network

activity is now disabled

3 minute warning message sent

Event type 2.0,

Occurred 22-May-
Reason for state
0ld node state =
New node state =

2 minute warning
1 minute warning

12:45 PM 22-May-
12:45 PM 22-May-
12:45 PM 22-May-

Local node state change

89 12:42:05.0 on node 135 (OTHG)
change: Operator command

On

Off

message sent
message sent

89 HH#H¥HHHH DECNET Shutdown Phase i23 333233
89  #k#H#H## Initial Job Killing Phase LEEE T
89 H#¥#HHH#H Print/Batch Shutdown Phase FHEEHEESS

Print/Batch Services shutdown complete at 12:45 PM

12:45 PM 22-May-

Detaching...
"OPSER’ ATTACHIN
#
JOB #6 'BAlSPL/
#
JOB #7 ’'BA2SPL/
#
JOB #5 ’'BAOSPL’
#
MESSAGE

BAl1SPL
#
MESSAGE

BA2SPL
#
MESSAGE

BAOSPL
#
JOB #4 ’'LPOSPL’
#
MESSAGE

LPOSPL
#

89 #4444 E4 OPSER Shutdown Phase FREEHEEE

G

TAKEN OFFLINE
TAKEN OFFLINE
TAKEN OFFLINE

949 : 22-May-89 12:45 PM JOB:3 DET QUMRUN[1,2]
(6) REQUESTED OFF-LINE -- TAKEN OFF-LINE

950 : 22-May-89 12:45 PM JOB:3 DET QUMRUNI[1, 2]
(7) REQUESTED OFF-LINE -- TAKEN OFF~LINE

951 : 22-May-89 12:45 PM JOB:3 DET QUMRUNI[1,2]
(5) REQUESTED OFF-LINE -- TAKEN OFF-LINE

TAKEN OFFLINE

952 : 22-May-89 12:45 PM JOB:3 DET QUMRUN][1, 2]
(4) REQUESTED OFF-LINE -- TAKEN OFF-LINE

JOB #3 /QUEMAN’ TAKEN OFFLINE
#’OPSER’ TERMINATING

Re-attaching...
12:45 PM 22-May-

89 H##HHE##H EVTLOG Shutdown Phase EHEHAHA4

Shutting down EVTLOG by operator request.

12:45 PM 22-May-

89 H#EHH#EE ERRCPY Shutdown Phase 444

12:45 PM 22~May-89 #######4# Final Job Killing Phase FhEHHEES
12:45 PM 22-May-89 ######## Remove RTS/RES LIB Phase FHEHHEES

12:45 AM 22-May-89 ######44# Log File Closing Phase FHEHEHEE
12:45 PM 22-May-89 #####4#4 SWAP File Removal Phase FEHEEEE
12:45 PM 22-May-89 #######4# Disk DISMOUNT Phase FEEHEEEH
12:45 PM 22-May-89 #######4 Final Shutdown Phase FEHHHHEH
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Please wait for system to re-boot itself
RSTS V9.7 EDERE (DR1l) INIT V9.7
22-May-89 - 12:45 PM ﬁ

Start timesharing <Yes>?

4.2.17 Notes on SHUTUP Operation

You can help the users on your system by establishing administrative procedures
that govern the hours the system is in operation. If you have a fixed shutdown
schedule, users can plan their work load and complete tasks in the allotted hours
of timesharing.

You can keep them informed by placing messages in the system NOTICE.TXT

file. The system displays the contents of NOTICE.TXT each time a user logs in
using a comma (,) in the PPN, This ig a convenient way to make sure all users
know about important system operations.
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Chapter 5

Managing Quotas

This chapter describes the quotas that limit the use of various system resources.

You can assign quotas to a user when you create an account. RSTS/E quotas fall
into four categories:

* Disk quotas
¢ Job quotas
* Send/Receive quotas

* System dynamic memory limits

The remainder of this chapter describes these quotas in detail. See Chapter 7 for
information on assigning or changing an account’s quotas.

5.1 Disk Quotas

You can limit the amount of space available to individual users on public or
private disks by creating and maintaining quotas on those disks. Quotas are
maintained and enforced on a per-disk basis, except for the public structure
where it is maintained across the structure.

You identify PPNs and assign quotas to them. The system automatically
maintains usage counts during normal file activities.

Each account that exists on a Level 1.2 disk, except for the [0,1] account, has a

disk quota attribute block associated with it. The quota blocks have the following
information:

¢ Usage—Actual number of blocks on the disk taken up by your files

*  Quotas—Maximum number of blocks on the disk that your files can take up
before the system issues an error message

NOTE

For disk levels 1.1 and earlier, RSTS/E used only 16 bits to store the
disk quotas. Thus, quotas could not be as large as the size of the
largest disk supported by RSTS/E.
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5.1.1 Disk Quota Operations

For pre-V9.0 disk structures, RSTS/E could only enforce disk quota limits at the A
time a user logged out. Thus, as a system manager, you could limit the amount ’
of permanent disk space a user could have, but you could not limit the amount of

temporary disk space.

On level 1.2 disks, RSTS/E maintains two types of disk related quotas: a logged-
in quota and a logged-out quota. If at least one user is logged in to the file’s
account, the system automatically checks the usage count against the logged-in
quota as users create, delete, and extend files. If no one is logged in to the file's
account, then RSTS/E checks the usage count against the logged-out quota. The
system also enforces the logged-out quota when a user logs out.

If extending the file causes the total disk usage to exceed the quota, RSTS/E
rejects the operation and returns a ?Quota exceeded error message. When
checking for a possible quota violation, RISTS/E takes into consideration the total
write request. So, a write request that extends a file by multiple disk blocks is
never only partially completed.

To perform the quota checks, the monitor keeps a record of the number of blocks %
that it allocates to each account on each disk. For public disks, this record is kept

on a per disk basis, but, when quota checks are made, the counts are added up

across the public structure. The monitor keeps the usage information in memory

and writes it back to the disk when appropriate. If the system crashes (leaving

old information on a disk), the disk rebuild operation (CLEAN) recomputes the

usage and writes the correct data on the disk.

5.1.2 Logged-In Disk Quotas -~

Logged-in disk quotas are the number of disk blocks that the system lets a user
allocate while logged in. The number of blocks in use is the total number of
blocks allocated. The allocation of any file is its actual size in blocks, rounded up
to the nearest full cluster. The allowable values are 0 to 16,777,214 (2/24—2),
and UNLIMITED. Zero means that no disk storage is allowed. UNLIMITED is a
special value that means the monitor does not enforce the logged-in quota.

Logged-in quotas do not apply on:

¢ Level 0 or Level 1.1 disk structures ! %
* Disks mounted using MOUNT/NOQUOTA (although the usage is still kept up
to date)

* Disks mounted using MOUNT/NOWRITE (because no file extends can take
place on such a disk)

e DVO0:, which is always mounted with INOQUOTA

5.1.3 Logged-Out Disk Quotas

Logged-out disk quotas are the number of disk blocks that the system lets a user
retain at logout time. The logged-out quota is also checked when a user tries to
create or extend a file in a logged-out account.

The allocation of any file is its actual size in blocks, rounded up to the nearest
full cluster. The number of blocks in use by any user is the total number of blocks o 5
allocated for all of the user’s files.
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The allowable values are 0 to 16,777,214 (2/24—2), or UNLIMITED. Zero means
that no disk storage is allowed to remain allocated at logout time. UNLIMITED
is a special value that means the monitor does not enforce the logged-out quota.

When a job logs out, the monitor checks the logged-out disk quota of each disk
against the usage of that disk. For the public structure, the system disk quota is
checked against the total usage on the public structure. If the quota is exceeded
(and no other interactive jobs are logged in under the same account) then the
monitor rejects the logout request.

For level 0 and level 1.1 disk structures, the logged-out quotas remain the
same as pre-V9.0. The allowable values are 0 to 65,5635, where zero means
UNLIMITED.

5.2 Job Quotas

For pre-V9.0 disk structures, there was no restriction on the number of attached
jobs that a user was allowed to run. Thus, a user who had access to several
terminals could gain control of a large number of job slots. In V9.0, each account
has a job quota.

The job quota specifies the total number of jobs (attached or detached) that each
account can have active at any time. If the user attempts to exceed this quota,
the system rejects the request and returns the ?Quota exceeded error message.
If the user attempts to log in when the quota is reached, the system rejects the
log-in request (see "Job Quotas and Login" below).

The default job quota is UNLIMITED.

5.2.1 Detached-Job Quota

The detached job quota is an account attribute. It indicates the actual number
of jobs that are allowed to run detached under each account. If detaching a job
causes this quota to be exceeded, then the system rejects the request and displays
the following message:

?Quota exceeded

The quota check applies even if the user issuing the request is running under
some other account. The detached job quota does not affect the automatic
detaching operation that takes place when carrier is lost on a dial-up line
controlling a job. In that case the job is unconditionally detached, but the quota
is enforced when the user attempts to log back on (see the section "Job Quotas
and Login").

The detached job quota defaults to zero when you create an account.

5.2.2 Job Quotas and Login

When a user attempts to log in, the system checks the current list of jobs under
the account being logged in to against the quotas for that account. If either the
detached job quota is exceeded or the job quota would be exceeded, the system
rejects the log-in request. The system returns the list of currently detached jobs
in the usual manner.
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If a user attempts to log in to some account and the job quota has been reached,
the result depends on whether there currently are jobs running detached under
that account. If there are none, the system rejects the log-in request. If there are
detached jobs, the system lets the user attach to one of them.

If a user attempts to log in to some account and the detached job quota for that
account has been exceeded, the system rejects the request but the user can attach
to one of the detached jobs. Thus, the monitor ensures that one user cannot
create an unlimited number of detached jobs.

5.3 Send/Receive Quotas

You can also limit the number of receiver ID blocks (RIBs) and the number of
messages that a job can have at any time.

5.3.1 RIB Quota

Specifies the maximum number of RIBs that a job running under an account
can set up for itself as a message receiver. The allowable range is 0 to 256 or
UNLIMITED. UNLIMITED is a special keyword that means no RIB quota is to
be enforced.

5.3.2 Message Quota

Specifies the maximum total message quota that a job running under an account
can request when declaring itself as a receiver. This maximum total must be
shared by however many RIBs (local and network) the job wants to set up. The
allowable range is 0 to 65,535 or UNLIMITED. UNLIMITED is a special keyword
that means no message quota is to be enforced.

5.4 Dynamic Region Limits

Dynamic regions are areas in memory created by some application programs;
Fortran 77 virtual arrays are examples of dynamic regions. You must have the
INSTAL privilege to allocate dynamic regions. If users or applications do not
have INSTAL, they can still call on a limited pool of publicly available space. The
size of this pool is the dynamic region limit.

You can adjust the dynamic region limit with the DCL command SET
SYSTEM/DYNAMIC_REGION_LIMIT. For example:

$ SET SYSTEM/DYNAMIC REGION LIMIT=20

This command sets the dynamic region limit at 20K words. As long as this
command remains in effect, no user or application can take more than 20K words
of dynamic region without the INSTAL privilege. There may be less than 20K
words available at any given time, since some of the pool may be assigned to
another user or application.

You need the SWCFG privilege to use the SET SYSTEM/DYNAMIC_REGION_
LIMIT command.
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Chapter 6

Managing Privileges

This chapter describes the privileges that you can assign to a user when creating
an account. Privileges restrict the performance of certain system activities to
certain users. These restrictions protect the integrity of the operating system’s
performance and thus the integrity of service provided to users. You should grant
privileges to each user on the basis of two factors:

¢  Whether the user has a legitimate need for the privilege

¢  Whether the user has the skill and experience to use the privilege without
disrupting the system

There are two types of privileges: RSTS/E-defined and user-defined.

6.1 RSTS/E-Defined Privileges

RSTS/E-defined privileges fall into several categories. The categories are based
on the level of impact the user has on the system:

*  User—Minimum privileges to use the system effectively
*  Group—Potential to affect users inside the same group
¢  World—Potential to affect users outside the same group
*  System—Potential to affect normal system operation

* File—Potential to read or write file data

o All—Potential to control the system

Users can use the DCL command SET JOB/PRIVILEGE to enable and disable
privileges for which they are authorized. Table 6-1 lists the privileges by category
and gives a brief definition.
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The sections that follow Table 6-1 describe each privilege in alphabetical order.

For a function-by-function description of privilege requirements, see the RSTS/E

Programming Manual, the RSTS/E System Directives Manual, or the RSTS/E

System User’s Guide. , il

Table 6-1: RSTS/E Privileges

Category Privilege Activity Permitted
User none Most normal activity except those listed below
SETPAS Change own password
Group GACNT Management of all accounts in group
GREAD Read access to all files in group
GWRITE Write access to all files in group
World EXQTA Exceed quotas
RDMEM Read physical memory
WACNT Management of all accounts
WREAD Read access to all files _‘@‘
WWRITE Write access to all files ’
Files DATES Change file last access date
DEVICE Access restricted devices
GREAD Read access to all files in group
GWRITE Write access to all files in group
INSTAL Add/remove/list system files, run-time systems,
libraries
SYSIO Set privilege bit (128) of a data file %
WREAD Read access to all files :
WWRITE Write access to all files
System DATES Change system clock
HWCTL Perform system hardware control functions
JOBCTL Perform job control functions
SWCTL Control logins and networking
HWCFG Set device characteristics
SWCFG Set system parameters A‘.
INSTAL Add/remove/list CCL commands !
MOUNT Mount and dismount devices
PBSCTL Control Print/Batch services
SEND Send to a restricted receiver, BROADCAST
mesgsages
SHUTUP Shut down the system
TUNE Alter priority, run burst, and swapping mode
All RDNFS Perform read-only non-file-structured I/O
SYSIO Write files in [0,*] (with WWRITE)
SYSMOD Modify the system
TMPPRV Set privilege bit of an executable program
WRTNFS Perform read/write non-file-structured /O
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6.1.1

DATES Privilege

The DATES privilege lets you change the system date or time. You also need this
privilege to change a file’s date of last access or modification.

6.1.2 DEVICE Privilege

The DEVICE privilege lets you allocate, read, or write data on a restricted device.

6.1.3 EXQTA Privilege

The exceed quota privilege (EXQTA) lets the space taken by the user’s files on a
given volume exceed any quota set for the user (as determined by the PPN) on
that volume. However, this privilege does not let users exceed their logged-out
quota when logging off the system.

This privilege also lets users specify a priority, page limit, CPU limit, or time
limit value with a PRINT or SUBMIT command that exceeds the maximum value
for the specified queue.

The primary use of EXQTA is by privileged programs that need to perform certain
operations regardless of user quotas. Normally, you would not assign EXQTA to
users. Instead, you should set the user’s quotas to get the effect you want.

6.1.4 GACNT Privilege
The group accounting privilege (GACNT) lets a user perform account manage-
ment functions, such as create/delete account and change passwords/quotas for
all accounts with the same project number (group) as the user. GACNT also lets
a user create batch jobs in any account in the user’s group.

6.1.5 GREAD Privilege
The group read privilege (GREAD) allows the user’s job read and execute access
to any file whose project number is the same as the user’s.

6.1.6 GWRITE Privilege
The group write privilege (GWRITE) gives the user’s job create, delete, rename,
and write access to all files that have the same project number as the user’s.

6.1.7 HWCFG Privilege

The hardware configuration privilege (HWCFG) lets you set terminal characteris-
tics for any terminal, declare a device as restricted, create and delete the virtual
disk, and set line printer parameters.
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6.1.8 HWCTL Privilege

The hardware control privilege (HWCTL) lets you perform system control A
functions, for example seizing control of a device, or hanging up a modem line. i

6.1.9 INSTAL Privilege

The install privilege (INSTAL) lets you add, remove, or list system files. You can
also add or remove run-time systems, resident libraries, system logical names, or
gystem commands (CCLs8), and create dynamic regions above the dynamic region
limit.

6.1.10 JOBCTL Privilege

The job control privilege (JOBCTL) lets you read the status of any other job, kill
a job, or remove the receiver ID block (RIB) of another job. You can also create a
job even if logins are disabled. ‘\

6.1.11 MOUNT Privilege

The MOUNT privilege lets you mount shared disks, or use certain restricted
MOUNT command qualifiers.

6.1.12 PBSCTL Privilege

The PBSCTL privilege lets you control the Print/Batch Services. For example, !
you can start or stop servers, or change printer forms,

6.1.13 RDMEM Privilege

The RDMEM privilege lets you read memory (PEEK) and perform read-only
mapping of physical memory by executing the .PLAS system directive.

6.1.14 RDNFS Privilege

The RDNFS privilege lets the user’s job perform read-only non-file-structured 1/0
operations.

NOTE

This privilege lets a job access data anywhere on the disk without the
benefit of any file structure. Grant it only to users who need it. If this
privilege is given to unqualified users who do not need it, the operating
gystem and service to other users can be disrupted. Such disruptions
can include the exposure of confidential information to unauthorized
persons,
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6.1.15

SEND Privilege

The SEND privilege lets you send a message to a restricted receiver. You also
need this privilege to BROADCAST a message to a terminal.

6.1.16

SETPAS Privilege

The SETPAS privilege lets users change their own password. This privilege
enables the SET PASSWORD command.

6.1.17

SHUTUP privilege

The SHUTUP privilege lets you run the SHUTUP program to shut down the
system.

6.1.18

SWCFG Privilege

The SWCFG privilege lets you perform system configuration functions such as:
¢ Setting magnetic tape label defaults

* Setting date/time presentation formats

¢ Initializing queues and servers

* Managing DECnet

6.1.19 SWCTL Privilege

The software control privilege (SWCTL) lets you enable or disable logins. You
also need this privilege to perform operational network management functions
(for example, turning the network or individual circuits ON and OFF).

6.1.20 SYSIO Privilege

The SYSIO privilege lets the user’s job:
¢ Create, modify, rename, or delete files in [0,*]

¢ Issue commands that write into files in [0,*] such as the DUMP/SYSTEM
command

* Declare a network receiver that accepts inbound network connection requests
(a network server program)

* Declare a receiver with a name that does not end with your job number

* Set the privilege bit in the protection code of a data file (execute bit (64) not
set)

¢ Force commands to a terminal
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6.1.21 SYSMOD Privilege

The SYSMOD privilege lets you perform functions that could modify the system:
* Write memory with POKE

* Map physical memory read/write

* Map the I/O page

¢ Perform non-file-structured reads and writes of a mounted disk
NOTE

This privilege lets a job access data anywhere on the disk without the
benefit of any file structure. Grant it only to users who need it. If this
privilege is given to unqualified users who do not need it, the operating
system and service to other users can be disrupted. Such disruptions
can include the destruction of information on the system device, the
destruction of user data, and the exposure of confidential information
to unauthorized persons.

6.1.22 TMPPRYV Privilege

The TMPPRYV privilege lets you set the privilege bit (128) in the protection code
of a file with the execute bit (64) set. This privilege is not assigned to privileged
programs when they are executed. Thus programs with temporary privilege
cannot mark other programs as being privileged; a user must have TMPPRV
privilege to perform this function.

NOTE

Grant the TMMPRYV privilege with care because users with it can
write and execute programs that perform system functions that are
controlled by privileges the user does not have.

6.1.23 TUNE Privilege

The TUNE privilege lets you:

¢ Enable or disable disk caching

¢ Enable or disable file caching

* Lock your job in memory

* Set the maximum size any job can occupy in physical memory (SWAP MAX)
¢ Set the maximum time any job can run when compute bound (run burst)

* Set the priority of any job

¢ Change a batch server’s priority and run burst

You can increase or decrease the priority of a job by executing the UU.PRI system
directive or the DCL command SET JOEB/PRIORITY. With the same privilege, a
job can spawn another job with a priority other than its own. You can create such
a job by using an optional argument to the system directive UU.JOB.

The TUNE privilege also lets you control whether a job can be swapped out of
memory by executing the .SET system directive with the JFLOCK bit set.

6-6 Managing Privileges




Because of their significant effect on system performance, the BACKUP and
RESTORE commands also require TUNE privilege.

NOTE

Do not grant the TUNE privilege widely; if unqualified users have
unrestricted ability to set job priorities, the fair and orderly scheduling
of jobs for execution can be disrupted.

Grant the TUNE privilege only to users who need to lock a job in
memory for performance reasons. (Typically, this will be a real-time
application.) If unqualified users have the unrestricted ability to lock
jobs in memory, physical memory may be held unnecessarily, thus
degrading system performance.

6.1.24 WACNT Privilege

The world accounting privilege (WACNT) lets you perform account management
functions, such as create/delete account and change password/quotas, for all
accounts. You can also use it to spawn jobs or run batch jobs in any account on
the system.

To affect or to examine other accounts inside its own project number, a job needs
only the GACNT privilege. But to affect or examine accounts outside its own
project number, a job needs the WACNT privilege.

6.1.25 WREAD Privilege

The world read privilege (WREAD) gives you read and execute access to any file.

6.1.26 WRTNFS Privilege

The WRTNFS privilege lets you perform read/write non-file-structured I/0
operations.

NOTE

This privilege lets a job access data anywhere on the disk without the
benefit of any file structure. Grant it only to users who need it. If this
privilege is given to unqualified users who do not need it, the operating
system and service to other users can be disrupted. Such disruptions
can include the destruction of information on the system device, the
destruction of user data, and the exposure of confidential information
to unauthorized persons.

6.1.27 WWRITE Privilege

The world write privilege (WWRITE) gives you create, delete, rename, and write
access to all files except those in [0,*]. For files in [0,*], you need to have SYSIO
privilege as well as WWRITE privilege.
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6.2 User-Defined Privileges

The user-defined privileges (USER1-8) are eight privileges that have been ﬂ
reserved for your own definition. Third-party and user software can test them at

the system program level to control various aspects of their application programs,

such ag restricted functions or restricted access to certain files. RSTS/E does not

use these privileges for any access or privilege checks.

6.3 Multiple Privileges and Jobs
The following sections describe how the monitor handles privilege information
during the life of a job. They describe:
¢ Privilege Masks
¢ Job Creation
¢ Login

* Logout ﬂ

¢ Spawned Jobs

6.3.1 Privilege Masks

A user’s privileges are recorded in the job structure of the user’s job in three

privilege masks: authorized, current, and saved. When a user logs in to the

system, the user’s authorized and current privilege masks are initialized from

the job’s account attributes. The saved privilege mask is a copy of the current 'ﬂ
privilege mask upon entry to a privileged program. When temporary privileges

are dropped, the current privilege mask is restored from the saved privilege

mask.

6.3.2 Job Creation

At job creation, the monitor initializes both the current mask and the authorized
mask, giving them all privileges except SYSMOD. ﬂ

6.3.3 Login

When a job logs in, the system looks up the authorized mask in the account
attributes. It copies this mask into the saved and authorized masks, ORs it
into the current mask, and sets the job status to indicate the job has temporary
privileges in effect.

If a program logs in, it now has all the privileges it originally had plus possibly
some new ones, When the program exits, the user hag all authorized privileges
enabled; temporary privileges are dropped.

A user who logs in may not want all authorized privileges to be active at login. In
that case the user can use a LOGIN.COM file to initially drop some privileges.
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6.3.4 Logout

When a job logs out, the monitor clears the group-related privileges GACNT,
GREAD, and GWRITE in all three privilege masks. This is done because the job
is currently running with a project-programmer number (PPN) of [0,0] effectively
putting it in group zero. The monitor drops group privileges because the intent of
these privileges is to allow access to the user’s group, not group zero.

Apart from losing group privileges, a job neither gains nor loses any privileges as
a result of logging out.

6.3.5 Spawned jobs

You can spawn a job using the UU.JOB system directive (see the RSTS/E
System Directives Manual). A spawned job can be either logged-in or logged-
out. For jobs spawned logged-in, the monitor usually gives the spawned job

the set of authorized privileges for the account it logs in to. This is done before
the program, if any, is run. If the program is a privileged program, the usual
additional privilege processing takes place (see the section "Running a Privileged
Program").

Jobs spawned logged-out are given the privileges of the job executing the UU.JOB
directive.

Both logged-out and logged-in jobs spawned to an account other than the caller’s
require accounting privilege (GACNT/WACNT). Spawning therefore lets users
with accounting privilege create jobs that have some other account’s privileges,
possibly more than their own.

6.4 Running Programs Under Multiple Privileges

The following sections explain how the monitor handles privileges when running
programs. They describe:

*  Running System Programs

* Temporary Privileges

* Designating a Program as Privileged
¢ Running a Privileged Program

* Program Exit

6.4.1 Running System Programs

System programs provide tools for performing common tasks, such as managing
files and developing programs. Some programs are available to all users and
require no particular privileges to run. They have a protection code <104>. EDT
is an example of a nonprivileged system program.

Other system programs perform functions for privileged users. Most privileged
gystern programs have a protection code <104>, unless world file access is
required to successfully execute the program. In that case the protection code

is <124>. The difference between the nonprivileged program and the privileged
program that have the same protection code is that the latter verifies that a user
has the required privileges before proceeding.
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Some privileged system programs like SHUTUP have a protection code <232>

but require the user to have a particular privilege to gain access. In the case

of SHUTUP, the user needs the SHUTUP privilege to run the program. Access

to privileged system programs depends on the user’s set of privileges. When a %
user attempts to run a privileged program, the program first performs a privilege

check to determine if the user is sufficiently privileged. If the user has the correct

set of privileges, the program grants access. See the individual description of

each system program to determine what privileges are required to gain access.

6.4.2 Temporary Privileges

A program that performs privileged functions for a nonprivileged user receives
the special designation of privileged program. When run, it gives the user
temporary privileges, that is, all privileges except SYSMOD and TMPPRV.
When the program exits, the monitor withdraws the extra privileges from the
user. Temporary privileges give the user access to privileged programs without
compromising system security.

Sometimes programs need to perform privileged functions for nonprivileged users. %
For example, SHUTUP needs to PEEK at memory, an activity that requires 3
RDMEM privilege. Because it is a program, SHUTUP can PEEK in a controlled

manner. Therefore, it is not a security risk. On the other hand, unrestricted use

of the RDMEM privilege by a user can compromise system security.

6.4.3 Designating a Program as Privileged

A user designates an executable program as privileged by setting the privilege bit

(128) and the executable bit (64) in the protection code. Therefore, any program ﬂ
with a protection code of <192> or higher is privileged. The normal protection

code associated with privileged executable programs is <232>, granting execute

access to all, but restricting read/write access to the owner.

For security purposes, there are two restrictions regarding privileged programs:

* A user needs the TMPPRYV privilege to be able to designate a program as
privileged.

* A privileged program cannot reside on a disk that is mounted /NOSHARE.
This restriction prevents an outsider from acquiring privileges by bringing in %
a privileged program on a private pack. To be able to mount a disk /SHARE, '
a user needs the MOUNT privilege. Thus, it is important that users who
have the ability to mount disks /SSHARE know the contents of the disk they
are mounting.

6.4.4 Running a Privileged Program

When a user runs a privileged program, the monitor copies the account’s cur-
rent privilege mask into the saved privilege mask, then it ORs all privileges
except SYSMOD and TMPPRYV into the current privilege mask, giving the user
temporary privileges (all but SYSMOD and TMPPRV).

It is good programming practice to have privileged programs drop privileges on
entry, and raise them only when needed. This practice provides better protection
against programming errors damaging the system. It thereby improves system

security. ﬂ
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6.4.5 Program exit

Whenever a program exits or chains to another program, the monitor performs
the following privilege-related cleanup:

If temporary privileges are in effect, the monitor copies the saved mask back
into the current magk. This cancels the temporary privileges.

The monitor cancels any third-party privilege check currently in effect (see
the RSTS/E Programming Manual, SYS call 31, or the RSTS/E System
Directives Manual, general directive UU.3PP).

If the job is currently logged out and does not have WACNT privilege, and
the program exits, then the monitor kills the job. Passing control from one
program to another program is possible without restriction when a job is
logged out, but other operations that exit the current program result in a
self-kill.

If the program being exited is a privileged program, then the monitor clears
the job’s memory and sets the job size to the minimum size for the job’s
default keyboard monitor.
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Chapter 7

Managing Accounts

This chapter gives background information on managing RSTS/E accounts and
describes the DCL commands you use to create and maintain accounts. Table 7—1
summarizes these commands.

Table 7-1: DCL Commands for Managing Accounts

Command Description

CREATE/ACCOUNT Sets up a new account on a file-structured disk
DELETE/ACCOUNT Deletes an account from a file-structured disk
SET ACCOUNT Changes an account’s attributes

SET PASSWORD Changes an account’s password

SHOW ACCOUNT Displays account attributes

7.1 Accounts

An account is the structure by which RSTS/E recognizes a timesharing user, and
in which RSTS/E maintains usage and access data. Each account is identified by
a PPN, and can exist on any disk—public, or private. However, you can only log
in to accounts that are defined on the booted system disk.

The public disk structure can be one or more disks and collectively these disk(s)
are represented by the logical name, SY:. Within the public structure, the booted
disk is known as SYO0:. You can explicitly create, delete, or modify accounts on
SYO0: or any private disk, but not on other public disks. The system automatically
extends accounts on public disks as needed. The only command that lets you
specify a public disk in the device specification is SHOW ACCOUNT.

RSTS/E has two types of accounts:
* User—Contains files and login attributes

®* Nonuser—Only contains files

The system decides which type account to create by the following rules:
* Explicitly by qualifier: /USER or /ANOUSER

* Implicitly by the presence of any qualifier that suggests a user account such
as /IN_QUOTA, /PRIVILEGES, INOILOOKUP, or [NOINETWORK

* Neither of the above: /USER is assumed if the disk is SY0:, /NOUSER is
assumed if the disk is private
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7.1.1 Project-Programmer Number (PPN)

RSTS/E identifies each account by a project-programmer number (PPN). You can
specify the project or programmer number as a single value or a range of values.
You assign the PPN when you create the account. The PPN cannot be changed.
Valid PPNs are: [0,1-254] and [1-254,0-254].

Note that [0,1-254] are legal PPNs for nonuser accounts only; they are not legal
PPNs for user accounts. That is, no job can log in under [0,*]. Account [0,1]

is created when the disk is initialized, and cannot be deleted. Also, [0,1-199]
are reserved for DIGITAL software, [0,200] is reserved for RSTS/E and layered
product installations, and [0,201-254] are reserved for user software packages.

7.1.2 Account Access Privileges
There are three categories of access to account information. A different set of
privilege flags control each category. The categories are:
¢ Read information—Read accounting data and account attributes %

— None—You can read and display accounting information in the current
account

— GACNT—You can read and display accounting information of any account
in your group

—  WACNT—You can read and display accounting information of any account

e Set information—Write accounting data and attributes to, or create or delete

accounts v A

— GACNT—You can write accounting data of any account in your group
—  WACNT—You can write accounting data of any account on the system
* Set password—Write (change) the passwords

— SETPAS—You can change your own password (using the SET
PASSWORD command only)

— GACNT—You can change the password of any account in your group

— WACNT—You can change the password of any account on the system %

The privileges are inclusive: that is, if you have sufficient privilege to perform a
given operation on any account in your group, you can also perform that operation
on your own account. Similarly, if you have sufficient privilege to perform a given
operation on any account on the system, you can perform that operation on any
account in your group (including your own account).

7.2 Account Data

The following sections describe the data an account has to manage timesharing
access and usage. Unless the section notes otherwise, each account element is:

e Initialized by CREATE/ACCOUNT

¢ Changed by SET ACCOUNT

e Displayed by SHOW ACCOUNT -~
« Deleted by DELETE/ACCOUNT |
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7.2.1 Account Name

The account name can be 1 to 13 characters, chosen from the ASCII character
set whose decimal values are 9, 32 through 126, and 161 through 254, which
includes all keyboard characters. This field is displayed by the SHOW ACCOUNT
command, by PBS on job and file header pages, and by the BROADCAST
command on message headers,

7.2.2 Date/Time/Keyboard of Last Login

The date and time that the account was most recently logged in to, and the
keyboard at which that login occurred. The monitor maintains these data. You
cannot change these fields with account management commands or monitor
directives.

The keyboard number is useful only for hardwired terminals. Since LAT ter-
minals are created as they are needed, their keyboard numbers are not useful
identifiers. If you use OPSER logging, you can match up LAT keyboard numbers
and login times to determine the server and port used.

7.2.3 Date/Time of Last Password Change

The date and time that the account’s password was most recently changed. The
monitor maintains these data. You cannot change these fields with account
management commands or monitor directives.

7.2.4 Password

Normally, the system stores an account’s password on the disk in such a way that
it cannot be looked up. You select this form of storage with the NOLOOKUP
qualifier. If you need compatibility with earlier versions of RSTS/E, the /LOOKUP
qualifier directs the system to store an account’s password on the disk in such a
way that the UU.RAD directive can be used to look it up (see the RST'S/E System
Directives Manual). No DIGITAL-supplied program displays passwords.

For a /NOLOOKUP account, the password can be 6 to 13 characters long, chosen
from the ASCII character set whose decimal values are 9, 32 to 62, 64 to 126, and
161 to 254, which includes all keyboard characters. For a /[LOOKUP account, the
password must consist of six alphanumeric characters.

A user can change an account’s password using the SET PASSWORD command if
- the user has SETPAS privilege.

An account can also be set to the special state /NOPASSWORD_PROMPT. When
this is so, LOGIN permits access to the account without requiring (or prompting
for) a password. The password still exists; however, it is not used until the special
state is cleared by setting /PASSWORD_PROMPT.
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7.2.5 |Interactive Flag

If set, the interactive flag lets a user log in under an account. If the interactive Aiy
flag is not set, the system does not allow a job to be logged in under this account’s

PPN, except by the create job directive UU.JOB (se> the RSTS/E System

Directives Manual). No logins (by use of the UU.LIN system directive), interactive

or otherwise, are allowed.

NOTE

Batch jobs are still allowed even if the interactive flag is not set.

7.2.6 Captive Account Flag

The captive account flag controls the way in which a job under a given account

exits. If the captive flag is set, the system expects the job to remain totally under

the control of a predetermined procedure, such as a login command procedure or

a menu processor. Any attempt to exit to the keyboard monitor signals either an

error or some devious action. The monitor converts such an exit request into a a
self-kill directive and removes the job. '

7.2.7 Network Flag

The network flag, if set, lets you initiate a job under a given account over a
network connection. This flag allows or disallows any network activity, for
example, a remote COPY or SET HOST.

7.2.8 Dial-Up Flag

The dial-up flag, if set, lets you initiate a job under a given account over dial-up
lines.

7.2.9 Expiration Date

The expiration date specified by this field is the last date on which you can %
initiate a job under the associated account. The system can be instructed ’
(/EXPIRE without a date argument) never to allow initiation of a job under the

PPN of this account. The system does not delete files after the expiration date.

That is left to the system manager.

You can disable this field using /NOEXPIRE. The /NOEXPIRE qualifier lets an
account remain usable indefinitely.

7.2.10 Authorized Privilege Mask

The authorized privilege mask specifies the maximum set of privileges that a
job running under this account can exercise (other than by running privileged
programs).

When a job logs in, all authorized privileges for the account are copied to the job’s
current privilege mask. You can use commands in your LOGIN.COM file to turn A
off some privileges at log in. ‘
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7.2.11 Creation Date

The date that the account was created. The system assigns the creation date
when you create the account. The creation date cannot be changed.

7.2.12 UFD Cluster Size

UFD cluster size is the number of 512-byte blocks that each cluster allocated to
the account’s directory contains. You assign the UFD cluster size of a directory
when you create an account. The UFD cluster size cannot be changed.

An account can have a maximum of seven clusters; therefore, the UFD clustersize
affects the maximum number of files that can be stored in the account. This
maximum value is further affected by the size of each file, its cluster size and
attributes.

7.2.13 Quotas

You can assign quotas on disk usage, job slots, and message receiver slots when
you create an account. See Chapter 5 for a discussion of these quotas.

7.2.14 System Data

The system account [0,1] on the system disk, is used to support certain system
parameters such as the system password.

7.3 DCL Command Descriptions

The following sections describe the commands which you can use to manage
accounts. All parameters can be specified on the command line.

7.3.1 CREATE/ACCOUNT Command

The CREATE/ACCOUNT command sets up a new account on a file-structi.ced
disk. CREATE/ACCOUNT requires GACNT or WACNT privileges.
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Format

CREATE/ACCOUNT dev:[p,pn]

Command Qualifiers
/INOJCAPTIVE
/CLUSTER_SIZE=ufd-cluster-size
/DETACHED_JOB_QUOTA=detached-job-quota
/[NO]DIALUP
/[INOJEXPIRE=date-spec
/IN_QUOTA=logged-in-quota
/[INO]INTERACTIVE
/JOB_QUOTA=job-quota
/INOJLOG

/[NOJLOOKUP
/MESSAGE_QUOTA=message-quota
/NAME="account name"
/INOINETWORK
/OUT_QUOTA=logged-out-quota
/[NO]JPASSWORD_PROMPT
/POSITION=position
/PRIVILEGES=(priv,...)
/RIB_QUOTA=rib-quota
/SIZE=ufd-size
[TEMPLATE=dev:[p,pn]

Detaults
/NOCAPTIVE
none

/DETACHED_JOB_QUOTA-=0

/DIALUP

/NOEXPIRE
/IN_QUOTA=UNLIMITED
See discussion
JOB_QUOTA=UNLIMITED
/LOG

/NOLOOKUP
/MESSAGE_QUOTA=12
none

INETWORK
/OUT_QUOTA=UNLIMITED
/PASSWORD_PROMPT
/POSITION=INDEX
/PRIVILEGES=SETPAS
/RIB_QUOTA=3

/SIZE=1

none

/INOJUSER See discussion

Prompts Defaults i
Account:

Password: Optionally, for user accounts

Password again, for verification: Optionally, for user accounts

Command Parameters -~
dev:[p,pn]

Device specification of a mounted device and the PPN for the account to create,

You must specify either the device specification or PPN. The default value for dev:

is _SYO0:. The default PPN is your PPN. You can have wildcards and ranges in

the PPN specification. The allowable values for the PPN depend on the privileges

you have.

Command Qualifiers

/[NOJCAPTIVE

Indicates whether the account is to be a captive account. The default is

/NOCAPTIVE.
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/CLUSTER_SIZE=ufd-cluster-size

The number of 512-byte blocks that each cluster in this account’s UFD contains.
Acceptable values are 1, 2, 4, 8, or 16. Disks with a PCS of 32 or 64 require

a cluster gize of 16. The value cannot be less than the pack cluster size of the
specified disk.

/DETACHED_JOB_QUOTA=detached-job-quota
See Chapter 5. The default is 0.

/[INO]DIALUP
Indicates whether logins from dial-up terminal lines are allowed. The default is
/DIALUP.

/[[NOJEXPIRE=date-spec
/NOEXPIRE means that the account is never to expire.

/EXPIRE=date-spec means that the account expires at the end of the date you
specify.

/EXPIRE without a date specification means that the account is to be marked as

"already expired,” that is, unavailable for any job to run or be created under its
PPN. The default is /NOEXPIRE.

/IN_QUOTA=logged-in-quota
See Chapter 5. The allowable values are 0 to 16,777,214 and UNLIMITED.
Zero means that no disk storage is allowed. UNLIMITED is a special keyword

that means the monitor does not enforce the logged-in quota. The default is
UNLIMITED.

/[NOJINTERACTIVE

This qualifier controls the way in which you can create a job under this account.
If you set /NOINTERACTIVE, the system does not allow jobs to be logged in
under this account’s PPN except by the create job directive UU.JOB (see the
RSTS/E System Directives Manual).

The default is INTERACTIVE.

/JOB_QUOTA=job-quota
See Chapter 5. The default is UNLIMITED.

/[[INOJLOG
If /LOG is in effect, the CREATE function logs the creation of the new user or
nonuser account with one of the following messages:

User account dev: [p,pn] created at <device cluster number>
Non-user account dev:[p,pn] created at <device cluster number>

The default is /LOG.

/[[INOJLOOKUP
/NOLOOKUP means that RSTS/E stores the password in such a way that it
cannot be looked up. The passwords must be six to fourteen characters long.

/LOOKUP means that RSTS/E stores the password in a manner that follows
the rules for RSTS/E versions earlier than V9.0. The passwords must be six
characters long.

The default is NOLOOKUP.
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/MESSAGE_QUOTA=message-quota

See Chapter 5. The allowable values can be from 0 to 65,535 or UNLIMITED.

The UNLIMITED keyword means that the monitor does not enforce the message %
quota. !

The default is 12.

/NAME="account nhame"

Can be 1 to 13 characters, chosen from the ASCII character set whose deci-
mal values are 9, 32 to 126, and 161 to 254, which includes all the keyboard
characters.

/INOINETWORK
Indicates whether logins over network connections are allowed.

The default is /NETWORK.

/OUT_QUOTA=logged-out-quota

See Chapter 5. The allowable values are 0 to 16,777,214 and UNLIMITED. Zero

means that no disk storage is allowed to remain at logout time. UNLIMITED is a

special keyword that means the monitor does not enforce the logged-out quota. »ﬂ

The default is UNLIMITED.

/[[INOJPASSWORD_PROMPT

/NOPASSWORD_PROMPT means that LOGIN is not to require or prompt for a
password for a user to gain access to the specified account (that is, specifying the
[p,pn] in response to User: is sufficient to log a user in to the account).

The default is /PASSWORD_PROMPT.

/POSITION=position % 3
The starting position of the account’s UFD expressed in device cluster numbers
(DCNs). Legal values are 1 through the maximum DCN for the specified disk.

MIDDLE is a special keyword that means create the UFD for this account as
near as possible to the middle of the disk. INDEX is a keyword value that
means create the UFD as near as possible to the storage allocation table (file
[0,1]SATT.SYS).

The default is INDEX.

/PRIVILEGE=(priv,...) A;%
The possible values for each priv are: NONE, ALL, a privilege keyword, or a

privilege keyword with a NO prefix. ALL means all privileges that the current

user has enabled.

RSTS/E scans the list from left to right, with each successive term adding or
taking away privileges. For example, (ALL,NOWWRITE) means all privileges
except WWRITE.

If you specify /TEMPLATE=dev:[p,pn], RSTS/E treats the template account’s priv-
ileges as though they appeared to the left of all the entries in the /PRIVILEGE
qualifier.

/RIB_QUOTA-=rib-quota
See Chapter 5. The allowable values can be from 0 to 256 or UNLIMITED. The
UNLIMITED keyword means that the monitor does not enforce the RIB quota.

The default is 3. A
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ISIZE=ufd-size
The initial size of the new account’s UFD expressed in clusters. Acceptable values
are 0 - 7.

The default is 1.

/TEMPLATE=dev:[p,pn]

If present, this qualifier indicates that the specified account’s parameters are to
be used as defaults for the new account’s parameters. You must specify either the
device specification or the PPN,

The default value for dev: is _SY0:. The default PPN is your PPN.

NOTE
The specified account’s password, size, and position are not part of the
defaults for the new account.

/INOJUSER

Indicates the type of account to create, /USER means create an account with
login attributes and file storage capabilities. /NOUSER means create an account
for file storage only.

The default is INOUSER.
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7.3.2 DELETE/ACCOUNT Command

The DELETE/ACCOUNT command removes an account from a file-structured
disk. DELETE/ACCOUNT requires WACNT or GACNT privilege and WWRITE
or GWRITE privilege. You also need SYSIO privilege to delete a [0,*] account.

Format
DELETE/ACCOUNT dev:[p,pn]
Command Qualifiers Defaults
/[NOJLOG /LOG
/INOJPURGE[=QUERY] See discussion
/[NO]JQUERY See discussion
/[NOJRESET[=QUERY] See discussion
/[NOJUSER See discussion
-
Prompts '
Account:

Command Parameters

dev:[p,pn]

Device specification of a mounted disk, and the PPN of the account to delete from ﬁ
the specified disk. You can omit the device specification (the default is _SYO0:); ‘
you must specify the PPN. The PPN field allows wildcards and ranges. Unless

you specify INOQUERY, the system requests confirmation that you really want to

delete the account:

Really delete account dev:[p,pn] <NO> ?

Command Qualifiers

/[[NOJLOG ﬂ
If /LOG is in effect, the DELETE function logs the deletion of the account: o

Account dev:[p,pn] deleted
The default is /LOG.

/[NOJPURGE[=QUERY]

This qualifier controls the actions to be taken if the account contains files.
When you specify /PURGE, DELETE/ACCOUNT deletes any files which it finds,
and then deletes the account. If you specify the optional argument (=QUERY),
RSTS/E displays a warning message if files exist for the specified account and
then requests permission to proceed.

When you specify /NOPURGE, DELETE/ACCOUNT displays a warning message
if files exist in the account, skips the account, and goes to the next account if a
wildcard account was specified:

%Account dev:[p,pn] has n blocks of disk allocated
Account dev:[p,pn] not deleted ﬁ
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If you do not specify /PURGE, /NOPURGE, or if /PURGE=QUERY is specified,
DELETE/ACCOUNT proceeds if no files exist. Otherwise, before proceeding,
RSTS/E displays a prompt indicating that there are files in the account:

Proceed (Y/N) <N> ?

Deleting files (either by /PURGE or by answering YES to the prompt) requires
GWRITE or WWRITE privilege. If any file deleted by DELETE/ACCOUNT has
protected data (protection code = 128), the system writes over the file with zeros
before deletion.

/[INOJQUERY
Controls the action taken if the account has nonzero accounting data or contains
files.

/QUERY indicates that RSTS/E displays a prompt before deleting any account.
/NOQUERY indicates that RSTS/E only displays a message if the account has
nonzero accounting data or contains files.

The default is NOQUERY.

/[NOJRESET[=QUERY]

Controls the action taken if the specified account has nonzero accounting data
(CPU time, device time, connect time, or kilo-core-ticks). If you specify /RESET,
RSTS/E deletes the account even if it has nonzero accounting data.

If you specify the optional argument (=QUERY), RSTS/E displays a warning
message that the specified account has nonzero accounting data and asks for
permission to proceed.

If you specify NORESET, DELETE/ACCOUNT displays a warning message if
the account has nonzero accounting data, skips the account, and goes to the next
account if a wildcard account was specified:

%Account dev:[p,pn] has nonzero accounting statistics

Account dev:[p,pn] not deleted

If you do not specify /RESET, /NORESET, or if /RESET=QUERY is specified,
the delete account operation proceeds if the accounting data is zero. Otherwise,
RSTS/E displays a warning message indicating that the specified account has
nonzero data and asks for permission to proceed.

/[NOJUSER
You can restrict the search for a given account to a specific type (user or nonuser)
by using this qualifier. The default is to search all accounts.
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Examples

1. $ DELETE/ACCOUNT/PURGE/RESET/NOQUERY

This command allows you to delete an account regardless of its current state.

2. $ DELETE/ACCOUNT/NOPURGE/NORESET

This command prevents you from deleting an account that has files or nonzero
accounting data.

3. $ DELETE/ACCOUNT/QUERY

This command allows you to be prompted before deleting an account.

4. $ DELETE/ACCOUNT

This command allows you to be prompted only for an account that has files or
nonzero accounting data.
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7.3.3 SET ACCOUNT Command

The SET ACCOUNT command modifies account parameters on a file-structured
disk. SET ACCOUNT requires GACNT or WACNT privilege.

Format

SET ACCOUNT  dev:fp,pn]

Command Qualifiers

/[NOJCAPTIVE
/DETACHED_JOB_QUOTA=detached-job-quota
/INOIDIALUP
/[INOJEXPIRE[=date-spec]
/IN_QUOTA=logged-in-quota
/INOJINTERACTIVE
JOB_QUOTA=job-quota

/[NOJLOG

/INOJLOOKUP
/MESSAGE_QUOTA=message-quota
/NAME="account name"
/INOINETWORK
/OUT_QUOTA=logged-out-quota
/[INOJPASSWORD_PROMPT
/PRIVILEGES=(priv,...)
/RIB_QUOTA=rib-quota

/INOJUSER

Prompts
Account:

Defaults

none
none
none
none
none
none
none
/LOG
none
none
none
none
none
none
none
none
none

Command Parameters
dev:[p,pn]

Device specification of a mounted disk and the PPN of the account to modify

on the specified disk. You can omit either the device specification or the PPN,
but not both. The default device specification is _SY0:. The default PPN is the
user’s PPN. You can have wildcards and ranges in the PPN specification. RSTS/E
uses all qualifiers that apply to a specific account and displays the following

informational message:

Account dev:[ppn] modified

If no qualifiers apply to a selected account, the system displays the following

warning message:

%$Account dev:[ppn] not modified
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Command Qualifiers

/{[NO]CAPTIVE
Indicates whether the account is to be a captive account. %

/DETACHED_JOB_QUOTA=detached-job-quota
See Chapter 5.

/[INO]DIALUP
Indicates whether logins from dial-up terminal lines are allowed.

/[[NOJEXPIRE=date-spec
/NOEXPIRE means that the account is never to expire.

/EXPIRE=date-spec means that the account is to expire at the end of the day
specified.

/EXPIRE without a date specification means that the account is to be marked as
unconditionally expired, that is, unavailable for any job to run under its PPN,

/IN_QUOTA=logged-in-quota
See Chapter 5. 4%

/[NOJINTERACTIVE

This qualifier controls the way in which you can create a job under this account.
If you set /NOINTERACTIVE, the system does not allow jobs to be logged in
under this account’s PPN except by the create job directive UU.JOB (see RSTS/E
System Directives Manual).

/JOB_QUOTA=job-quota
See Chapter 5.

/[NOJLOG
If /LOG is in effect, the SET ACCOUNT function logs the modification of the
account:

Account dev:[p,pn] modified
If /NOLOG is in effect, only warning messages are logged.

The default is /LOG.
/INOJLOOKUP -
/NOLOOKUP means that RSTS/E stores the password in such a way that it

cannot be looked up. /LOOKUP means that RSTS/E stores the password in a
manner that follows the pre-V9.0 rules.

/MESSAGE_QUOTA=message-quota
See Chapter 5.

/NAME="account hame"
Can be 1 to 13 characters, chosen from the ASCII character set whose decimal
values are 9, 32 to 126, and 161 to 254.

/[[NOJNETWORK
Indicates whether logins over network connections are allowed.

/OUT_QUOTA=logged-out-quota
See Chapter 5.
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/[INOJPASSWORD_PROMPT

If you specify INOPASSWORD_PROMPT, the account is set to not require a
password for logging in. To resume password prompting, specify /PASSWORD_
PROMPT; the password is the same as it was before /NOPASSWORD_PROMPT
was specified.

/PRIVILEGE=(ptiv,...)

This qualifier modifies the privileges currently assigned to the account. A priv
specification occurring in the positive form adds the associated privilege to

the account’s authorized privilege mask; a NOpriv specification removes the
associated privilege. Note that the change affects only future logins; jobs already
logged in are unaffected.

A positive specification (priv) is effective only if you are authorized to have that
privilege. However, any user with WACNT or GACNT (as appropriate) can
remove any privilege.

/RIB_QUOTA=rib-quota
See Chapter 5.

/INOJUSER
You can restrict the search for a given account to a specific type (user or nonuser)
with this qualifier.

The default is to search all accounts.
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7.3.4 SET PASSWORD Command

The SET PASSWORD command lets you change the password of the specified
user account. When you issue this command, the system responds with:

New password:

You then enter the desired new password. If the entry is invalid or a null string
(Return only), the system gives the error message ?Invalid password, and returns
to the New password prompt. The system accepts an oversize password string;
however, it ignores the excess characters and displays a warning message.

After you enter a new password, the system prompts:
New password again, for verification:

You then reenter the same password. If the passwords do not match, the system

displays the error message ?Verification mismatch, does not change the password,

and returns to command level. If the passwords match, the system displays the

/LOG message, if any, and returns to command level. -

Users need SETPAS (or either GACNT or WACNT) privilege to change their
own password. Users need GACNT or WACNT privilege to change another
account’s password. If you only have SETPAS, the system prompts you for the old
password:

0ld password:

You must enter the correct current password for your account. A mismatch
results in the error message:

?0l1d password validation error. d %

Format
SET PASSWORD [dev:[p,pm]]
Command Qualifiers Defaults
/[NOJLOG /LOG
/SYSTEM none -
Prompts

See description

Command Parameters

dev:[p,pn]

Device specification of a mounted disk, and the PPN of the account for which to
change the password. You can omit the device specification, the PPN, or both.
The default device specification is _SY0:. The default PPN is the user’s PPN. If a
nonuser account is specified, the system displays a warning message:

% [ppn] is not a user account
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You can have wildcards and ranges in the PPN specification. If a wildcard or
range specification includes a nonuser account, RSTS/E skips the account and
does not display a message.

NOTE

Users who only have SETPAS privilege cannot specify a dev:ppn
parameter; in that case, RSTS/E rejects the command and displays the
following error message:

?Need xACNT privilege to access dev: [ppn]

Command Qualifiers

/[NOJLOG
If you specify /LOG, successful setting of a new password yields:

Password set for account dev:[p,pn]

The default is /LOG.

/ISYSTEM
If you specify /SYSTEM, the new password replaces the old system password.
You must have WACNT privilege to change the system password.
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7.3.5 SHOW ACCOUNT Command

The SHOW ACCOUNT command displays account attributes. No privilege is
required to display your own account. You need GACNT or WACNT privilege to
display other accounts.

The following are samples of the output from the SHOW ACCOUNT command
with different qualifiers.

$ SHOW ACCOUNT/BRIEF [*,194]

Account Name Allocation IDNCLP Last Login Expires

[1,194] Blade Runner 6016 IDN P KB26: 03-Dec-89 01:24 PM 15-AUG-90

[2,194] JT Sysgen 5080 I P KB32: 12-Nov-89 02:56 PM

[3,194] JT PIP 4336 IDN P KB32: 06-Nov-89 03:06 PM

[4,194] JT ACTMGR 3280 IDN P

[10,194] 752

5 accounts matching _SYO:[*,194]

Total allocation: 19464 ﬂ
NOTE

If an asterisk (*) character appears after the value in the allocation
field, it means the account is over quota.

$ SHOW ACCOUNT/FULL

_SYO0:[1,214] "Blade Runner" Created 09-May-90

Privileges: GACNT WACNT GREAD GWRITE WREAD WWRITE DATES DEVICE EXQTA
HWCFG HWCTL INSTAL JOBCTL MOUNT PBSCTL RDMEM USERO USER1 gﬂ!%
USER2 USER3 USER4 USERS5 USER6 USER7 RDNFS SEND SETPAS P
SHUTUP SWCFG SWCTL SYSIO SYSMOD TUNE WRTNFS

Attributes: INTERACTIVE DIALUP NETWORK NOCAPTIVE
NOLOOKUP PASSWORD PROMPT EXPIRES: 15-Aug-90
Quotas: Disk usage - Logged out: wunlimited Logged in: unlimited
Job limits - Detached: wunlimited Total: 3
Send/Receive - RIB: 256 Message: unlimited
Accounting: CPU Time: 58:23:24.9 Kilo-Core-Ticks: 52377442
Device Time: 214:35 UFD Clustersize: 16 4!5%

Connect Time: 903:25 Blocks allocated: 6000 a3

Last Password Change on 28-Nov-89 at 03:21 PM
Last login on _KB26: on 03-Dec-89 at 01:24 PM

NOTE

If an asterisk (*) appears after the value in any field in the quotas
section, it means the account is over quota.
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5 SHOW ACCOUNT/ACCOUNTING_DATA [*,194]

Account

[1,194]
[2,194]
[3,194]
(4,194]
[10,194]

Allocation KCT CPU-time Connect Device

Blade Runner 6016 52377442 58:23:24.9 903:25 214:35

JT Sysgen 5080 2215 00:00:17.5 00:15 00:00

JT PIP 4336 859 00:00:08.6 00:17 00:00

JT ACTMGR 3280 797 00:00:09.7 00:02 00:00
752

5 accounts matching _SY0:([*,194]
Total allocation: 19464

NOTE

If an asterisk (*) character appears after the value in the allocation
field, it means the account is over quota.

Format

SHOW ACCOUNT dev:[p,pn]

Command Qualifiers Defaults
/ACCOUNTING_DATA See discussion
/ALL See discussion
/BRIEF /BRIEF

/FULL none
/OUTPUT=filespec none
/INO]JRESET /NORESET
/INOJUSER See discussion
Prompts

none

Command Parameters

dev:[p,pn]
Device specification of a mounted disk, and a PPN. The PPN can be a wildcard

or range specification (for appropriately privileged users). You can omit both the
device specification and the PPN. The default device specification is _SY0:. The
default PPN is the user’s PPN.

Command Qualifiers

/ACCOUNTING_DATA

Produces a one-line display of accounting data for the specified accounts. This
qualifier conflicts with /BRIEF and /FULL. If you specify them in combination,
the rightmost qualifier overrides the others and execution proceeds without an
error.

/ALL
Produces a display of all accounts on the specified disk. If an account is specified
along with /ALL, the account specification overrides /ALL.
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/BRIEF

Produces a display that uses only one line per account. You cannot use /BRIEF in
combination with /RESET. When shown the display, the letters IDNCLP indicate
that the account has the following attributes: A

Interactive
Dial-up
Network

Captive

Lookup password
Password prompt

HHQZ0OH

/FULL
Produces a complete display for the accounts specified.

/OUTPUT=filespec
If specified, the display is written to the file you specify.

/INOJUSER

Specifies which accounts are to be included in the display. /USER means only

display accounts with login attributes. /NOUSER means only display accounts

without login attributes. qg

The default is to display all accounts.

/[NO]JRESET

Indicates whether the accounting data is reset after being displayed. The /RESET
qualifier requires GACNT or WACNT privilege. You cannot use /RESET in
combination with /BRIEF. If neither /ACCOUNTING_DATA or /FULL is specified,
/ACCOUNTING_DATA is assumed.

The default is NORESET. P
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Chapter 8

Managing Terminals

This chapter gives background information on managing terminals, either

on your system or connected by Local Area Transport (LAT). The RSTS/E
operating system supports a variety of terminals. The RSTS/E operating system
automatically sets the default characteristics of all interfaces to certain standard
values:

* Produces hard-copy output
* Prints data up to 80 columns wide

® Sets autobaud detection on multiplexed lines

You must use the SET TERMINAL command to set the characteristics of the
terminals that do not have these standard default values.

8.1 Understanding the SET TERMINAL Command

The SET TERMINAL command sets characteristics for terminals attached locally
to a RSTS/E system or for terminals connected by dial-up lines. Users can use
the SET TERMINAL command to set characteristics for their own terminals.
Only users with HWCFG privilege can use the SET TERMINAL command to
define characteristics for other terminals.

The /AUTOBAUD qualifier lets the system detect and set the baud rate of any
multiplexed terminal when the user logs in. As system manager, you can include
SET TERMINAL/NOAUTO/PERM commands in the START.COM file for all
multiplexed terminals you want to manually set the baud rate.

There are two methods for setting the characteristics of dial-up lines:

* Nonprivileged user sets characteristics. All dial-up lines start out with the
standard default settings. Consequently, the user of a dial-up line must log
in to the system at the standard default settings, and then use the SET
TERMINAL command to set the characteristics of the terminal. Note that
the terminal characteristics revert to the standard settings when the user
logs out.

* A user with HWCFG privilege sets permanent characteristics. You can issue
the SET TERMINAL/PERMANENT command to set the permanent charac-
teristics. This causes the system to automatically use the characteristics you
set, instead of the standard values, each time a user logs in on a particular
dial-up line. Note that the permanent characteristics remain in effect for
the current time-sharing session, unless you issue a new SET TERMINAL
command.
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8.2 Terminal Line Speed Characteristics File: TERSPD.SYS

You need to create a special terminal line speed characteristics file if you have ~ »
these two circumstances:

e  You decide to restrict the valid line speeds at certain terminals to a subset of
the line speeds allowed by the terminal interface.

e  You install an interface that has been modified so nonstandard line speeds
are substituted for one or more standard interface line speeds.

The following guidelines can help you prepare a terminal line speed characteris-
tics file:

1. Gather the information on the restrictions or modifications and the keyboard
numbers of the terminals affected.

Create a file named TERSPD.SYS with a text editor.
Include all of the information from step 1 in the file.

Place the file in the system library account. ﬁ

NOTE

The /AUTOBAUD qualifier does not honor the restricted speeds in
TERSPD.SYS.

You can use the file TERSPD.SYS to allow only certain speeds on certain

terminals. The format for each line of the file is the terminal device designator,

a colon, and a list of speeds to allow for that terminal; each speed separated by a

comma. For example: ﬂ

KBF2: 300,1200, ...

The terminal device designator can be KBnn:, TTnn:, or KBcnn:. The form KBnn:
or TTnn: produces a result that may change as new hardware is added. In the
form (KBcnn:), ¢ indicates the hardware controller and nn is a subline on that
type controller. Table 8-1 lists controller types that RSTS/E supports.

DIGITAL recommends that you use the controller form to specify terminal devices

in the START.COM, TERSPD.SYS, and TERDFL.SYS files. In this way, if you

change the number of pseudo keyboards, you do not have to change those files. ﬂ
The SHOW DEVICE command displays both forms of the device designator for
each keyboard.

Table 8-1: RSTS/E Supported Controller Types

Code Controller Type

B DL11 C,D type single line interface

C DLI11E type single line modem interface

D Pseudo keyboards

F DH multiplexor

G DZ/DZV/DZQ multiplexor

H DHV/DHU/DHQ/DHF/CXF/CXA/CXB multiplexor
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You can specify up to 16 speeds for each terminal. You can specify a range of
terminals on one line as low-end terminal device designator, an optional colon,
dash, high-end terminal device designator, mandatory colon, and then the list of
speeds.

For example:
KBGO-KBH8: 300,1200,...

When you specify a terminal number without any speeds after it, no speeds are
allowed and the speed cannot be changed. You can use blank lines, comment
lines (lines beginning with an exclamation mark), and comments at the end of
lines to document the file.

An example of a TERSPD.SYS file follows:

TERSPD.SYS

those speeds which are allowed on each terminal.
The format is as follows:

]
!
!
! This file is used by the system manager to define
!
!
! KBn:list of speeds separated by commas.

!
KBFO: !No speeds allowed for KBFO

KBF1:2400, 9600 !'KBF1l can have either 2400 or 9600
KBF2:-KBF4:9600 !KBF2 to KBF4 can have 9600 only
KBF5:9600, EXTA, EXTB !KBF5 can use 9600 & external speeds

KBF6:0,50,75,110, 150,200,300, 600, 1200,1800,2400, 4800, 9600
KBF7:0,50,75,110,150,200,300, 600, 1200,1800,2400,4800, 9600, EXTA, EXTB
KBF8-KBF15:0,50,75,110, 150,200,300, 600,1200,1800,2400, 9600
KBGO-KBH8:50, 300, 1200, 2400,4800, 9600
KBH9:0,50,75,110,150,200,300,600,1200,1800,2400, 9600
KBH10:-KBH15:300, 600, 1200 !KBH10 to KBH15 are dial-up lines

NOTE

The DL11E-type interface and the individual local interfaces (KL11
and DL11A through DL11D) do not have programmable baud rates.
For this reason, you cannot execute commands to change baud rates on
a keyboard line having any of those interfaces (KBAnn, KBBnn, and
KBCnn).

8.3 Setting Terminals Other Than Your Own

If you have HWCFG privilege, you can set the characteristics of other terminals
in the RSTS/E system with the SET TERMINAL command. For example, if you
want to set the characteristics of a VT100 terminal at KB32, type:

$ SET TERMINAL/VT100 KB32:
$

After you type the keyboard number and press the Return key, RSTS/E immedi-
ately sets the characteristics of the line to those of a VI'100 alphanumeric display
terminal. DCL prints the dollar sign ($) prompt again to let you enter another
command.

You can also change specific characteristics of a terminal. For example, to limit
the line length of the terminal at KB40, type:

$ SET TERMINAL/WIDTH=60 KB40:
$
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Each time 60 characters print on KB40, the system performs a carriage return
and line feed.

Use the /PERMANENT qualifier to specify characteristics on a logged-out %
terminal. For example, you can use /PERMANENT to set an initial WIDTH
characteristic for a pseudo keyboard:

$ SET TERMINAL/WIDTH=70/PERMANENT KBDO:

8.4 User-Defined Terminal Characteristics File: TERMAC.SYS

Each line of TERMAC.SYS contains the unique name for a terminal type and
the command qualifiers that define the characteristics of that terminal type. The
qualifiers are explained in the description of the SET TERMINAL command at
the end of this chapter.

The /TYPE=n qualifier assigns a unique 8-bit binary value to each terminal type.

The values 0 to 128. are reserved for use by DIGITAL. The values 129. to 255.

are available for user-defined terminal types. The SHOW TERMINAL command

uses this value to locate a terminal’s characteristics, ﬂ

An example of a TERMAC.SYS file follows:

!
! TERMAC.SYS
!

VT125X/DEV=VT125/WIDTH=80/SPEED= (300, 9600) /TYPE=201
GIGI/DEV=VK100/SETUP=GREEN/TYPE=202 ! VK100 W/GREEN BACKGROUND
DIABLO/DEV=LA34/SPEED=9600/WID=80/SETUP=DIABLO/TYPE=203
LA34X/DEV=LA34/TAB/SPEED=9600/TYPE=204

VT52X/DEV=VTS52/SPEED=1200/TYPE=205

FOO/DEV=BAR/WIDTH=132/TYPE=206 %
BAR/DEV=LA120/SETUP=NARROW/WIDTH=80/TYPE=207

For example, to define an LA120 that has only 80-column paper, place the
following line in the file:

MYLA120/DEVICE=LA120/WIDTH=80/TYPE=208
Then, use the following command to set KB19: to these characteristics:
$ SET TERMINAL/DEVICE=MYLA120/PERMANENT KB19:

You can initialize your terminals to the known terminal types and their default ﬂ
characteristics through the use of the TERMAC.SYS file. You can use blank lines, ’
comment lines (lines beginning with an exclamation mark), and comments at the

end of lines to document the file.

8.5 Automatic Setting of Terminal Characteristics: TERDFL.SYS

The file TERDFL.SYS establishes default terminal characteristics for non-
standard keyboards. The file is used whenever the user executes the SET
TERMINAL/INQUIRE command and the system was unable to determine the
terminal type. The system looks up the terminal number in the file and, if found,
sets the characteristics that are on that line. If the terminal number is not found,
the system displays an error message.

For most DIGITAL terminals, SET TERMINAL/INQUIRE can determine the
type. The only supported exception is the LA36. The same may apply to older,
unsupported terminals or terminals made by other manufacturers. ‘ !
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If you want the SET TERMINAL/INQUIRE command to work for termi-
nals whose type cannot be determined, enter them in the TERDFL.SYS
file. (It is not necessary to put any other supported terminals in the file.) If
SET TERMINAL/INQUIRE can determine the type, it ignores any entry in
TERDFL.SYS.

An example of a TERDFL.SYS file follows:

!

! TERDFL .S YS
!

KBH10:-KBH15:/DEV=LA36

The format for each line of the file is the terminal device designator, a colon, and
then the command qualifiers that define the characteristics of the keyboard. A
range of terminals can be specified on one line as the low-end terminal device
designator, an optional colon, a dash, the high-end terminal device designator, a
mandatory colon, and then the qualifiers.

You can use blank lines, comment lines (lines beginning with an exclamation
mark), and comments at the end of lines to document the file.

8.6 Setting Permanent Terminal Characteristics

The /PERMANENT qualifier lets you set the permanent characteristics of a
terminal. For example, to set the characteristics of the dial-up line on keyboard
14 for the current time-sharing session, you log in to an account that has HWCFG
privilege and type the command:

$ SET TERMINAL/PERMANENT KB14:/DEV=LA36

When you include the PERMANENT switch with the SET TERMINAL command,
the command takes effect immediately. If you do not have HWCFG privilege or
the characteristics of the line conflict with the command, RSTS/E prints an error
message and reprints the DCL prompt. The characteristics set by executing a
SET TERMINAL/PERMANENT command are in effect until the next system shut
down or until you change them. If you set characteristics without /PERMANENT,
they revert to the standard characteristics on logout.

Use the /PERMANENT qualifier with all SET TERMINAL commands in
START.COM.

8.7 Using the /NOBROADCAST and /BROADCAST Command
Qualifiers

The /NOBROADCAST qualifier prevents your terminal or any terminal on the
system from receiving broadcasts sent by the BROADCAST command. Use this
when:

* You need to print a document on a letter-quality printer and do not want
messages corrupting the printout

* You are using a text editor in screen mode at a dial-up terminal set at a low
baud rate. Repainting the screen each time someone sends a message can be
time consuming, especially at 300 baud.
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Use the /BROADCAST qualifier to allow your terminal to receive messages again.
Use the /NOBROADCAST qualifier to keep messages from printing on your own
terminal. For example: P

$ SET TERMINAL/NOBROADCAST
$ SHOW TERMINAL/BRIEF

Terminal: KB29: Device Type: VT52

Break No Broadcast Control=(R,7T,C) No Control=X
CRFill=0 No Delimiter No Eight_bit No Form

No Hostsync Interactive Lowercase Resume=Control C
Scope Speed=9600 Tab TTSync

Width=80

$

The SHOW TERMINAL command lets you verify that the command worked and
that the rest of the terminal settings are set properly. If you decide to reverse
this condition, use the /BROADCAST qualifier. For example:

$ SET TERMINAL/BROADCAST
$ SHOW TERMINAL/BRIEF

Terminal: KB29: Device_Type: VT52

Break Broadcast Control=(R,T,C) No Control=X ﬂ!!%
CRFill=0 No Delimiter No Eight bit No Form : B
No Hostsync Interactive Lowercase Resume=Control C

Scope Speed=9600 Tab TTSync

Width=80

$

Your terminal can now receive BROADCAST messages.

You can also use the / NOBROADCAST and /BROADCAST qualifiers on other
terminals on your system. Use the SET TERMINAL command as follows:

$ SET TERMINAL KB25 : /NOBROADCAST/PERM
$ SHOW TERMINAL/BRIEF KB25:

Terminal: KB25: Device_Type: VT100

Break No Broadcast Control=(R,T,C) No Control=X
CRFill=0 No Delimiter No Eight_bit No Form
Hostsync Interactive Lowercase Resume=Control C
Scope Speed=9600 Tab TTSync

Width=80

$

8.8 Terminal Servers (LAT)

RSTS/E includes support that lets systems with DECnet/E connect terminals
directly over the Ethernet from terminal servers. These terminal connections are
called Local Area Transport (LAT). LAT lets users access your system directly
from terminals connected to the following terminal servers:

e DIGITAL Ethernet Terminal Server (DECSA)

¢ DECserver 100

¢ DECserver 200

¢ DECserver 500

e DECserver 550

e  VAXmate systems

e IBM-PC systems running DECnet-DOS

RSTS/E cannot access printers through terminal servers.
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The DECSA and DECserver terminal servers require that software be loaded
into them from a host system on the Ethernet. Since RSTS/E cannot load this
software, it must be loaded from another system. The systems currently available
to load this software are:

e VAX/VMS

¢ ULTRIX-32

* ULTRIX-32m

* DECsystem-10

* DECSYSTEM-20
e RSX-11M-PLUS
®* Micro/RSX

Enabling LAT

To support LAT terminal servers, you must have DECnet/E énd the Ethernet
hardware. If you have these, RSTS/E automatically makes LAT available.

LAT support requires about 2K words of memory. If you are not using LAT
on your Ethernet, use the following command to prevent LAT support in your
system:

$ SET SYSTEM/NOLAT

After entering this command, you must shut the system down and restart it to
change the state of LAT. To restore LAT support, use the SET SYSTEM/LAT
command, followed by another shutdown and restart.

Use the SHOW SYSTEM command to determine the current state of LAT and
the state that will take effect after the next reboot (if different from the current
state).

Use the SHOW TERMINAL command to list the LAT server and port name for
those connections coming from LAT terminal servers.

Use the following DCL commands to set parameters for the LAT software:

Command Description

CREATE/SERVICE/LAT Creates a LAT service
DELETE/SERVICE/LAT Deletes a LAT service

SET NODE/LAT Sets LAT node characteristics

SET SERVICE/LAT Sets LAT service characteristics
SHOW COUNTERS/LAT Shows LAT related counters

SHOW NODE/LAT Shows LAT node characteristics
SHOW SERVICE/LAT Shows LAT service characteristics
SHOW SESSIONS Shows information about LAT sessions
SHOW TERMINAL_SERVERS/LAT  Shows terminal servers known to LAT
START/LAT Starts LAT on an Ethernet device
STOP/LAT Stops LAT on an Ethernet device

Each of these commands is described more fully at the end of this chapter.
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8.8.2 Isolation of LAT Problems

To isolate LAT problems, use the DCL commands SHOW COUNTERS/LAT and ﬂ
SHOW COUNTERS/LAT/DEVICE, and the DECnet/E Network Control Program i
(NCP) utility. To invoke NCP, type:

$ RUN DECNETS :NCP

You should then get the NCP> prompt. The following NCP commands are
particularly useful in isolating LAT problems:

NCP> SHOW LINE dev COUNTERS

NCP> LOOP CIRCUIT dev PHYSICAL ADDRESS ethernet-address

Note that dev is the name of the device being used (UNA-0 or QNA-0) and
ethernet-address is the Ethernet address of the terminal server under question.
See the DECnet/E System Manager’s Guide for more information on these
commands.

For more information on LAT activity, consult the console terminal. The LOGIN

and LOGOUT commands automatically send the server and port names for LAT ﬂ
terminals to the OPSER program, which relays the names to the console. (If T
OPSER is not running, LOGIN and LOGOUT send the names to KBO:.)

The LOGIN command also sends the server and port names to [0,1]JLOGIN.COM,
which you can modify to respond to the information as you see fit. LOGIN.COM
automatically passes the names to the group and user LOGIN.COM files in
Parameter P5, and executes a SET TERMINAL/INQUIRE command for the LAT
terminal.

8.9 Pseudo Keyboards }

The monitor dynamically creates pseudo keyboards as they are needed and
eliminates them when they are closed. Because of this, you have no chance to
preset any of the terminal characteristics for these pseudo keyboards. The only
time pseudo keyboards are not available is when all 128 keyboards are in use or
when the system is very low on buffer space.

Some older applications require static pseudo keyboards instead of dynamic
pseudo keyboards. OPSER BATCH requires static keyboards. To create these %
static pseudo keyboards, use the following command: ’

$ SET SYSTEM/PSEUDO_KEYBOARD=n

where n is the number of static pseudo keyboards needed. You can preset termi-
nal characteristics for these pseudo keyboards with the SET TERMINAL/PERM
command.

For these commands to have any effect, you must shut the system down and
restart.

Use the SHOW SYSTEM command to find out the number of pseudo keyboards
available the next time the system is rebooted.
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8.10 Enabling Forms Management Support (FMS-11)

To enable or disable FMS, use the command:
$ SET SYSTEM/ [NO]FMS

After you issue the SET SYSTEM command, you must shut the system down and
restart before FMS is available (or becomes unavailable).

Use the SHOW SYSTEM command to find out the current state of FMS and the
state that will occur the next time the system is rebooted.

8.11 DCL Command Descriptions

The following sections explain the commands available for managing terminals:
SET TERMINAL, SHOW TERMINAL, and the LAT-related commands.

8.11.1 CREATE/SERVICE/LAT Command

Creates a service which is then offered by the LAT host node. You need the
SWCFG privilege to use the CREATE/SERVICE/LAT command. Example:

$ CREATE/SERVICE/LAT EDERE

Format

CREATE/SERVICE/LAT service_name

Command Qualifiers Defaults
/IDENTIFICATION="service_id" none

/INOJLOG /NOLOG
/STATIC_RATING=rating /STATIC_RATING=255
Prompts

Service name:

Command Parameters

service_name

Gives a name for the service being created. Service names may have as many
as 16 characters, including the multinational alphanumeric characters and the
characters period (.), underscore (_), hyphen (-), and dollar sign ($). Typically, the
service name is the same as the DECnet/E node name.

Command Qualifiers

/IDENTIFICATION="service_id"
Specifies a description for the service. This description is used to further identify
the service being offered. It may be up to 64 characters in length.
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/[NOJLOG
Specifies whether or not a confirmation message is displayed indicating that the
requested action was taken. The default is /NOLOG.

/STATIC_RATING=rating
Specifies the static rating associated with the service. The valid range is 0 to 2565.
The default is /STATIC_RATING=255.
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8.11.2 DELETE/SERVICE/LAT Command

Deletes a service currently offered by the LAT host node. You need the SWCFG
privilege to use the DELETE/SERVICE/LAT command. For example:

$ DELETE/SERVICE/LAT EDERE

Format

DELETE/SERVICE/LAT service_name

Command Qualifiers Defaults
/[NOJLOG /NOLOG
Prompts

Service name:

Command Parameters

service_name

Specifies the service being deleted. Service names may have as many as 16 char-
acters, including the multinational alphanumeric characters and the characters
period (.), underscore (_), hyphen (-), and dollar sign ($).

Command Qualifiers

/[NOJLOG
Specifies whether or not a confirmation message is displayed indicating that the
requested action was taken. The default is /NOLOG.
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8.11.3 SET NODE/LAT Command

Sets or changes the initial LAT host node characteristics. You must have the
SWCFG privilege to use the SET NODE/LAT command. Example:

$ SET NODE/LAT/IDENTIFICATION="Welcome to LAT on EDERE"

Format
SET NODE/LAT
Command Qualifiers Defaults
/DISABLE={group_list | ALL} none
/ENABLE={group_list | ALL} none
/IDENTIFICATION="node_id" none
/[INOILOG /NOLOG
/MULTICAST_TIMER=seconds /MULTICAST_TIMER=60 -,
Prompts
none

Command Qualifiers

/DISABLE=group_list %
Removes the specified group codes from the list of group codes associated with the A
LAT host node. The group_list can include multiple codes, separated by commas.

For example, /DISABLE=(0,1,4,10) disables group codes 0,1,4, and 10. Use the

keyword ALL to indicate codes 0 to 255. Specify the /DISABLE qualifier no more

than once on a command line. No error is returned if a specified group code is not

enabled.

/ENABLE=group_list

Adds the specified group codes to the list of group codes associated with the LAT

host node. The group_list can include multiple codes, separated by commas. ﬁ
For example, /ENABLE=(5,6,8,10) enables group codes 5,6,8, and 10. Use the ’
keyword ALL for codes 0-255. Specify<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>